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ABSTRACT

Advances in information technology, be it by way of social media or use of the electronic medical infor-
mation systems, has changed the way we deal with patient confidential information. The hitherto clear
professional relationship with the patient has been blurred using social media, just like the unprecedented
rate at which electronic health information is used to access and share patient’s confidential informa-
tion among healthcare professionals. However, given the special professional relationship of confidence
which traditionally bonds the healthcare practitioner with the patient, use of these technologies by the
healthcare professionals portends the risk of breach of that duty of confidentiality. Although the patient’s
right to demand confidentiality of his information is not absolute, an unlawful breach could result in a
crime, actionable tort, or become a subject of disciplinary action. This chapter undertakes a general
review of the benefits and dangers of embracing these new information technologies and their impact
on the confidentiality of sensitive health data.

INTRODUCTION

Advances in information technology have led to diverse impact on patient experience in healthcare (Rauv,
2017). Information technology, be it by way of social media, use of the electronic medical informa-
tion systems or web-based other smart applications/tools is, therefore, a welcome idea. Its use heralds
numerous far-reaching benefits for health communication between and among the public, patients, and
health professionals. However, it also has changed the way we deal with confidential patient informa-
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tion. The impact of technology on non-financial outcomes such as patient satisfaction and quality is
gaining interest (Wallwiener, Wallwiener, Kansy, Seeger, & Rajab, 2009). Information is the lifeblood
of modern medicine, while the health information technology (HIT) infrastructure could be considered
as its circulatory system. Without that system, neither individual physicians nor health care institutions
can perform at their best or deliver the highest-quality care (Wallwiener et al., 2009).

Health information technology (IT) has the potential to improve the health of individuals and the
performance of providers, yielding improved quality, cost savings, and greater engagement by patients in
their own health care (Buntin, Burke, Hoaglin, & Blumenthal, 2011). As the transition of healthcare from
paper to an increasingly electronic world ensues, a new debate over privacy of individually identifiable
health information has emerged. The concept of privacy and confidentiality ensures a win-win situation
for both the patient and the healthcare professional. Healthcare professionals need the confident patient
to divulge all pertinent information necessary for diagnosing and treating the patient, while the patients
need to feel confident that they can receive needed health care without the risk that their private infor-
mation will be inappropriately disclosed. Any such concerns might result in withholding of information
and lead to potentially negative clinical consequences (Kuhn, 2011).

Major sources of disagreement over privacy issues can sometimes be traced back to the use of dif-
ferent definitions for key terms. Therefore, it would be proper to define the terms with a view avoiding
confusion during the discussion in the subsequent sections. Many at times, we feel tempted to use the
terms “privacy” and “confidentiality” interchangeably as if they bear one and the same meaning or con-
notation. The terms privacy and confidentiality are sometimes distinguished on the basis that privacy
refers to physical matters, while confidentiality refers to informational material (Goodman, Miller, &
Informatics, 2006). In other words, the right to privacy is the limitation placed on the right of others
to have access to information about, or the physical space, of an individual (James, 1975). It should
be noted that the privacy limitation placed on information is regarding unlawful access rather than its
unlawful sharing with (or disclosure to) third parties, which comes within the ambit of confidentiality.

Conversely, confidentiality is simply, the duty to maintain patient’s private information revealed dur-
ing a professional relationship (Folkman, 2000). The information sought to be protected must be unique
to that particular patient (as opposed to information that could be attributable to any person qua person)
(Everstine et al., 1980). The lawful access to patient’s private data or other similar information of this
kind, therefore, creates an obligation in, or a commitment by the healthcare professionals to keep that
data in confidence (Parent, 1983).

Privacy is the right of patients for their personal information not to be accessed and divulged (dis-
closed) to others, while confidentiality is the obligation of all holders of Individually Identifiable Health
Information (ITHI) to protect the information according to the privacy interests of the patients to whom
the information relates (US Department of Health and Human Services, 2001). A patient expects (trusts)
that data that have been shared with a provider will not be further shared inappropriately. On the other
hand, individually identifiable health information is any health data or record that could be correlated
with a particular individual (Kuhn, 2011).

Patient privacy must be a major consideration in the development of information systems. Systems
have to be designed not only to meet current legal requirements, but to anticipate future requirements.
The system has to put into consideration, the multiple conflicting interests, to wit, the patient’s interest
to ensure that no one has unnecessary access to his data, the hospital administrator’s interest to ensure an
unimpeded access to data needed for management, and the physicians’ interest to avoid time-consuming
limitation on medical practice. (Brannigan, 1992). In addition to the electronic health information
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