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Abstract: Infrastructures facilitate economic growth, protect human health and the environment and promote
welfare and prosperity. Modern societies, therefore, rely heavily on continuous and reliable services provided
critical infrastructure. Destructions to the infrastructure can lead to severe economic and social impacts and can also
lead to loss of lives. To further complicate matters, modern infrastructures operate as a ‘system of systems’ with
many interactions and interdependencies among these systems. Thus damage in one infrastructure system can
cascade and result in failures and cascading effects onto all related and dependent infrastructures. To minimise such
damages and impacts, it is vital to improve the resilience of critical infrastructure. This paper intends to present a
resilience framework for critical infrastructure. Firstly a resilience definition has been established by reviewing the
existing definitions. Then existing resilience frameworks were analysed to identity the suitable components for the
proposed framework for critical infrastructure. Finally a layered approach framework has been developed to
improve the resilience of critical infrastructure. The framework was developed based on comprehensive literature
review. It was further validated with stakeholder feedback sessions. The framework consists of 4 layers that are
independent and interdependent. Climatic hazards including current and future climate change, infrastructure, their
networks and interdependencies, risks and impacts and capacities are the main layers. Each layer will have its
unique features and its relationships with other layers. Climatic hazards will contribute to increased risks and
impacts. Critical infrastructure is more vulnerable when exposed to climate hazard and uncertainty of climate
change and will lead to risks and impacts. The capacities will help to determine the resilience level and will help to
recue the risks and impact. The framework serves as a diagnostic model to determine the existing resilience level of

critical infrastructure and to improve the resilience by making necessary changes to the layers.
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1. Introduction

Infrastructure systems, commonly referred to as the
energy production & distribution systems, the
chemical industry, water system, transportation, ICT
Networks and public sectors, are one of the defining
features of modern societies as they rely heavily
upon them and their smooth operation to carry out
our day-to-day activities. For example, water
networks transport water for drinking, cooking,
cleaning, cooling, for the production of raw materials
and goods, for irrigation, whilst wastewater systems
eliminate personal and manufacturing waste [1].
Infrastructures thus facilitate economic growth,
protect human health and the environment and
promote welfare and prosperity.

When infrastructure systems are damaged or fail, the
smooth functioning of society is disrupted, with
negative impacts on our ability to continue in our
daily activities; well-being; and security. Damage or
failure may result in severe economic losses and
interruption of many services that we rely on [2].
Critical Infrastructure systems do not act alone as
they are interdependent on many other systems at
multiple levels and are deeply embedded within
social systems in cities. Therefore, a disruption in

one system will create cascading impacts and
consequences to the networked infrastructure system.
For example, loss of an electricity substation may
stop a water treatment plant from functioning; which
may stop a hospital from functioning. This is a
failure cascade chain that spans energy, water and
healthcare systems [3]. Such failures are made worse
because of the nature of our modern societies, which
are characterised by high-density urban centres, high
levels of material wealth, and rapid, immediate and
interconnected lifestyles [4]. The societal disruption
caused by infrastructure failures can frequently be
disproportionately higher in relation to the actual
physical damage [5]. It is for these reasons that the
ability of systems to cope and bounce back from
shocks, their resilience, is so important [4]. This
nature of interdependency of infrastructure,
therefore, demands a focus on the resilience of
critical infrastructure and its networks.

Various disasters over the past few decades,
including man-made and natural disasters, have
highlighted that avoidance of all threats at all times
for all infrastructures is practically impossible [6].
This realisation, combined with the disruptive
societal impacts of infrastructure damage or failure,
has led to the wide recognition in recent years for the




need for resilience — for example, ICE’s state of the
nation report: ‘Defending critical infrastructure’ [7];
the European Commission’s policy on the prevention
of natural and man-made disasters [8], and the
national response framework (NRF) prepared by the
USA’s Federal Emergency Management Agency [9].

In this context, this paper presents a resilience
framework developed for critical infrastructure. The
paper first defines the term resilience for critical
infrastructure, then it reviews some existing
resilience frameworks in order to identify the
necessary components for the proposed resilience
framework and finally it presents the framework that
has been developed and validated.

This paper is developed as part of an ongoing
collaborative project titled pan-European framework
for strengthening Critical Infrastructure resilience to
climate change (EU-CIRCLE), which is funded
European Union’s Horizon 2020 research and
innovation programme. The paper was based on
comprehensive literature review and synthesis.
Several definitions for resilience have been analysed
to define our own definition for resilience of critical
infrastructure.  Also 16  existing  resilience
frameworks were reviewed and analysed to
understand their features and to identify the
components for the proposed resilience framework.

Table 1: Resilience Definitions

Then the factors influencing critical infrastructure
were identified. Both the resilience framework
analysis together with the factors influencing critical
infrastructure helped to develop the necessary
components for the proposed resilience framework.
The framework was presented to the potential
stakeholders for validation purposes and the
feedback received has been incorporated.

2. Resilience of Critical Infrastructure

Resilience has multiple meanings and is a term
increasingly employed throughout a number of
sciences: psychology, ecology, disaster planning,
urban  planning, political science, business
administration and international development. It is a
term that originally emerged from the field of
ecology in the 1970s to describe the capacity of a
system to function in the face of disturbance [10].
‘Resilience’ has been defined in a number of
different ways by various authors and organisations.

This section reviews the definitions provided for the
term resilience within the EU-CIRCLE Taxonomy
[11] and other scientific literature in order to arrive
at a comprehensive definition for use in the
development of the resilience framework. Table 1
provides an overview of the definitions analysed.

Definitions of disaster resilience

Source

Capacity to resist, absorb, accommodate to and recover from the effects of hazards in timely

[11], [12]

and efficient manner through preservation and restoration of structure and functions

Ability to anticipate, absorb, accommodate or recover from hazards in timely and efficient

manner through preservation, restoration or improvement of structure and functions

[11], [13], [14]

Capacity to anticipate, prepare for, respond to and recover from the effects of hazards with
minimum damage to the social-wellbeing, the economy and environment

[11], [15]

structure

The capacity of a system, community or society potentially exposed to hazards to adapt, by
resisting or changing in order to reach and maintain an acceptable level of functioning and

[11], [16]

Resilience is a tendency to maintain integrity when subject to disturbance

[11], [17], [18]

harm.

The ability of a system to recover from the effect of an extreme load that may have caused

[11], [18], [19]

Capacity of a community, its members and the systems that facilitate its normal activities to
adapt in ways that maintain functional relationships in the presence of significant disturbances

[20]

hazards

Ability to prevent, withstand, recover from and learn from the impacts of extreme weather

[21]

The amount of disturbance a system can absorb and still remain within the same state or domain

[22]

and increase the capacity for learning and adaptation

of attraction; the degree to which the system is capable of self-organisation; the ability to build

Robustness (the extent of system function that is maintained) /Redundancy (system properties
that allow for alternate options, choices, and substitutions under stress) /Resourcefulness (the

[23], [24]
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to return to full system operations and productivity)

capacity to mobilize needed resources and services in emergencies)/ Rapidity (the time required

Ability of an asset, or system of assets, to continue to provide essential services when

[11], [25]

operation after the threat has receded.

threatened by an unusual event and its speed of recovery and ability to return to normal

A close look at the above definitions indicates the
interpretation of resilience implies four concepts,
though the boundaries between them are blurred.

- PREVENT - ability to predict and resist the
impact — prepare for / anticipate / resist /
prevent / preservation

- WITHSTAND - ability to sustain the damage
— absorb / withstand / accommodate /
robustness

- RECOVER - damage can occur but the
system will be able to recover — respond to /
recover / rapidity

- ADAPT - modifications to system — change /
adapt / restoration / improvement / learn

Based on the above analysis, the definition of
resilience in the context of critical infrastructure is
the ability of the critical infrastructure system to

1. Prevent the impacts from climatic hazards by
minimising  the exposure of critical
infrastructure to hazards and climate change;

2. Withstand the impacts from climatic hazards
and climate change by reducing the
magnitude and number of impacts;

3. Recover from the effects of climate hazards
and climate change; and

4. Adapt through modification and
improvements to the CI system

3. Analysis on existing resilience framework

The authors analysed 16 existing resilience
frameworks, from which the main features were
considered to incorporate within the proposed
resilience framework. Few of such frameworks
are presented in detail in this paper.

3.1 National Infrastructure System Model
family (NISMOD)

The UK Infrastructure Transitions Research
Consortium (ITRC) [26] is delivering research,
models and decision support tools to enable
analysis and planning of national infrastructure
systems. As part of this, ITRC has tackled four
major challenges as detailed below [26, p.3]

- Balancing infrastructure capacity and
demand in an uncertain future

- Making the infrastructure more resilient
by identifying the risks of failure

- Enabling the infrastructure system evolve
and interact with society and the economy

- Along term UK strategy be for integrated
provision of national infrastructure

The National Infrastructure System Model
(NISMOD) family contains four components such
as a model for long-term performance, a model of
risk and wvulnerability, a model for regional
development and a national database of
infrastructure networks. The long-term
performance model presented in Figure 1, is the
focus, as it constitutes infrastructure resilience.

Scenarios Strategies of infrastructure provision

Population New infrastructure Improved efficiency
Technology Demand management Spatial planning

Infrastructure system models

Energy Transport Digital Water Wastewater B Solid waste
communications

Service delivery Capacity margin Carbon emissions

Figure 1: National Infrastructure System Model -
Long-term Performance - NISMOD-LP [26]

The factors that influence demand for
infrastructure services in future are combined with
the alternative strategies for infrastructure
provision. Combinations of scenarios and
strategies are input into the modules that compute
demand for various infrastructure system models
such as energy, transport, digital communications,
water, wastewater and solid waste, now and in the
future. The model then outputs sets of metrics for
future infrastructure performance.

3.2 The model of area-picture of potential
threats from/to critical infrastructures in the
Baltic Sea Region




A layered approach has been proposed concerning
the critical infrastructures and their networks at
the Baltic Sea Region as illustrated in Figure 2.
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Figure 2: The model of area-picture of potential
threats from/to critical infrastructures in the Baltic
Sea Region [27]

The elements of those critical infrastructures and
their networks, on the one hand, may be
vulnerable to damage caused by external factors
and on the other hand, may pose actual or
potential threats to other critical infrastructures
and networks. The expected threats associated
with the critical infrastructures located in the
Baltic Sea area have been divided into 3 layers of
dynamic threats; static threats and natural hazards
associated with weather and climate change.

As critical infrastructures are often interconnected
and interdependent, the combination of these three
layers can help to indicate critical infrastructures,
which can be affected and can affect other critical
infrastructures in fixed area of the Baltic Sea
Region. This in turn will help to determine the
critical infrastructures based on their level of
vulnerability.

3.3 UNISDR Disaster Resilience Scorecard for
Cities

The Disaster Resilience Scorecard has been
prepared by UNISDR and provides a set of
assessments that allow cities to gauge how
resilient they are to natural disasters. The aim of
the scorecard is to aid cities to establish a baseline
measurement of their current level of disaster
resilience, to identify priorities for investment and
action, and to track their progress in increasing

their disaster resilience over time. It is made up of
85 disaster resilience evaluation criteria which
focus on the research, organisation, infrastructure,
response capability, environment and recovery.

The scorecard is based on the UN’s ten essentials
and of particular relevance to this paper is
essential four which is invest in and maintain
critical infrastructure that reduces risk, such as
flood drainage, adjusted where needed to cope
with climate change. The scorecard treats the
topic of resilient infrastructure by subdividing it
into issues, and offering measurement indicators
and measurement scales.

3.4 The Climate Resilience Framework

The Climate Resilience Framework (CRF)
provides a conceptual framework for assessing
vulnerabilities and risks, identifying resilience
strategies and creating an open, inclusive learning
process to identify specific measures and
processes that can address the uncertainties of
climate change through action and
implementation [28, p.9].

The CRF that has been developed by the Institute
for Social and Environmental Transition-
International ~ (ISET-International) has a
combination of two loops as indicated in Figure 3.

BUILDING
RESILIENCE

The right-hand loap of
the framework supports
strategic planning to buld

resilince to climate
thange, prompling

e and practical ways
ofhinking ahoutthe
challenges of adapting to
tlimate thange.

Figure 3 Climate Resilience Framework [29]

One loop is about understanding vulnerability and
the other is about building resilience. The
vulnerability loop helps clarify factors that need to
be included in the diagnosis of climate
vulnerability, and structures the systematic
analysis of vulnerability in ways that clearly
identify the entry points for responding. The
resilience loop supports strategic planning to build
resilience to climate change, prompting new and
practical ways of thinking about the challenges of
adapting to climate change. Combining these two
loops will lead to a shared learning dialogue
process to achieve the integration of vulnerability
and resilience elements. The resilience framework




has three core components: systems, agents and
institutions. The framework further identifies the
factors and characteristics of each of these
components that are important to enhance and to
identify the indicators to measure the success.

3.5 DFID’s resilience framework

The Department for International Development
[30, p.6] defines resilience as the ability of
countries, communities and households to manage
change, by maintaining or transforming living
standards in the face of shocks or stresses without
compromising their long-term prospects. The
resilience framework built upon this definition has
used four elements such as context; disturbance;
capacity to deal with disturbance; and reaction to
disturbance as shown in Figure 4.

The four elements of a resilience framework

1. Context 2. Disturbance
& social group, a
region, institution.

3. Capacity 4. Reaction to
to deal with disturbance

disturbance e.g. Survive, cope,
ecover, learn,
transform.

Bounce

back
better
’ ’ i E Bounce
System back
Process Recover
l but
) )

worse
than
Resilience of Resilience to
what? what?

|
before
\ Collapse

Figure 4: DFID’s Resilience Framework [30]

The framework emphasises that resilience should
always be contextualized in order to answer the
question of ‘resilience of what’, as the
significance of resilience differs across a range of
different contexts. The next stage is to understand
the disturbance to address the question ‘resilience
to what” where they have considered the
immediate shocks and the long-term stresses as
the main forms of disturbances. The third step is
about the ability of the system or process to deal
with the shock or stress based on the levels of
exposure, the levels of sensitivity and adaptive
capacities. The final step is the reaction to
disturbance, which might be ‘bounce back better’
for the system or process concerned in the best
case [30].

3.6 The PEOPLES Resilience Framework
PEOPLES resilience framework has been

established for defining and measuring disaster
resilience for a community at various scales.

Seven dimensions characterizing community
functionality have been identified and are
represented by the acronym PEOPLES:
Population and Demographics, Environmental/
Ecosystem, Organized Governmental Services,
Physical Infrastructure, Lifestyle and Community
Competence, Economic Development, and Social-
Cultural Capital as depicted in Figure 5. The
proposed PEOPLES Resilience Framework
provides the basis for development of quantitative
and qualitative models that measure continuously
the functionality and resilience of communities
against extreme events or disasters in any or a
combination of the above-mentioned dimensions
[31].

Click each layer for
the definitions

Figure 5: PEOPLES Resilience Framework [31]

The framework has seven layers, where
interdependencies between and among these
layers are key to determine the resilience of
communities. The disaster resilience of
communities is measured at different scales
ranging from individual to groups, local, regional,
state, national and global levels. Further the
framework has established a comprehensive list of
components and subcomponents of each
dimension of the framework (refer Renschler [31]
for the complete list). A software (Personal
BrainTM) platform is used which is capable of
linking and dynamically visualizing all seven
PEOPLES dimensions in multiple layers of
components and properties of functionality and
resilience as well as pointing to information about
quantitative and qualitative concepts, algorithms
or models in various databases. This model also
provides the flexibility to overlay the layers or
even to add layers depending on the context.

3.8 Synthesis
In addition to the 6 frameworks presented, the

authors also reviewed I2UD’s (Institute for
International Urban  Development) Climate




Change Adaptation and Resiliency Framework,
Vulnerability to Resilience (V2R) framework, the

city resilience framework, city strength
diagnostic: resilient cities programme,
Singapore’s  adaptation  approach,  various

conceptual models on organisational resilience.
The review of several existing resilience
frameworks indicates noticeably that hazards,
risks and vulnerability should essentially be part
of the resilience framework. The other component
is the capacity of the system to deal with the
disaster in order to improve the resilience. As
illustrated in Figure 5 framework it is important to
focus on the ‘resilience of what’ and ‘resilience
for what’ questions, as we intend to develop the
resilience framework for a particular system. As
such the focus on proposed framework should be
specifically given for the resilience of critical
infrastructure for climate hazards. Another
observation noted within some of the frameworks
is the multi-dimensional approaches. The critical
infrastructure system could involve more than one
resilience parameters and therefore the framework
would possibly take a multi-dimensional form.
Considering the nature and incorporation of
multidimensional ~ components  within  the
resilience framework a layered approach would be
preferable as it has the flexibility to modify each
layer (each component) independently and yet the
collective output will be based on the
interconnection between the layers. Further, the
interdependency nature of critical infrastructure
and the current and future climate change are the
main factors influencing critical infrastructure,
thereby incorporated within the framework
appropriately. In summary the resilience
framework  will  potentially have  multi-
dimensional components, incorporating risks and
capacities with the focus on critical infrastructure,
their networks and interdependencies and climate
hazard including the current and future climate
change. The next section illustrates the resilience
framework developed for critical infrastructure.

Critical

3. Resilience Framework  of

Infrastructure

The EU-CIRCLE resilience framework will help
to determine what constitutes resilience. The
framework consists of 4 layers as listed below and
illustrated in Figure 6.

Layer 1: Critical Infrastructure (CI), their
networks and interdependencies (the context)

Layer 2: Climatic Hazard (CH), including current
and future climate change (the disturbance)

Layer 3: Disaster risks and impacts
Layer 4: Capacities of critical infrastructure
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Figure 6: Resilience Framework of Critical
Infrastructure

In addition to these 4 layers the framework adopts
several other components that influences these
layers. Some of the key components are the
parameters associated with climate change such as
frequency of the event, magnitude of the event,
anticipated level of impact on CI, future climate
change projections, nature of uncertainties etc.;
parameters associated with critical infrastructure
such as lifecycle, age of infrastructure, location of
infrastructure, state of maintenance, level of
exposure to climatic hazards, level of
interdependencies etc.; parameters associated with
capacities such as resistance, reliability,
redundancy, response, recovery, adaptation; and




parameters associated with risks such as tolerance
level, network strengths, susceptibility of critical
infrastructure etc.

Climatic hazard contributes to disaster risks.
Critical infrastructure, when exposed to climate
hazard and uncertainty nature of climate change,
will also lead to increased disaster risks and
impacts. Improving the capacity of critical
infrastructure can reduce the level of risks and
impacts. Different types of capacities are
identified within the framework, which helps to
deal with the disaster risks and impacts. Improved
capacity and reduced risks and impacts would
lead to critical infrastructure resilience.  Further
the CI resilience has two main time frameworks,
the Short term, linked to business continuity and
long term, linked to adaptation.

5. Conclusions

The term resilience carries a number of different
definitions. One of the purposes of this paper is to
define the term resilience that can be used in the
context of critical infrastructure. A comprehensive
definition for resilience has been established
having analysed most of the existing definitions
for the term resilience. Hence, the definition of
resilience in the context of critical infrastructure
(CI) is the ability of a Cl system to prevent,
withstand, recover and adapt from the effects of
climate hazards and climate change. The paper
also presented the resilience framework developed
for critical infrastructure. 16 existing resilience
frameworks have been analysed and this analysis
provided a sound basis to identify the necessary
components for the EU-CIRCLE resilience
framework. Few of the key frameworks analysed
are presented in this paper. In addition to existing
framework the factors influencing critical
infrastructure have also been studied, as they need
to be essential part of the framework of resilience.
The resilience framework has been developed as a
layered approach which has 4 layers designated
such as climatic hazard, climate change; critical
infrastructure, their networks and
interdependencies; disaster risks and impacts; and
capacity of critical infrastructure. Each layer will
be fed with different data and parameters to
determine the resilience of critical infrastructure
and to further improve the level of resilience. The
framework presented in this paper has been partly
validated with the feedback received from the
potential stakeholders of the framework.
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