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Abstract: Today’s digital world necessitates the adoption of encryption techniques to ensure secure
peer-to-peer communication. The sole purpose of this paper is to conglomerate the fundamentals of
Blockchain, AI (Artificial Intelligence) and DNA (Deoxyribonucleic Acid) encryption into one pro-
posed scheme, KryptosChain, which is capable of providing a secure information exchange between
a sender and his intended receiver. The scheme firstly suggests a DNA-based Huffman coding
scheme, which alternatively allocates purines—Adenine (A) and Guanine (G), and pyrimidines—
Thymine (T) and Cytosine (C) values, while following the complementary rule to higher and lower
branches of the resultant Huffman tree. Inculcation of DNA concepts makes the Huffman coding
scheme eight times stronger than the traditional counterpart based on binary—0 and 1 values. After
the ciphertext is obtained, the proposed methodology next provides a Blockchain-inspired message
exchange scheme that achieves all the principles of security and proves to be immune to common
cryptographic attacks even without the deployment of any smart contract, or possessing any cryp-
tocurrency or arriving at any consensus. Lastly, different classifiers were engaged to check the in-
trusion detection capability of KryptosChain on the NSL-KDD dataset and Al fundamentals. The
detailed analysis of the proposed KryptosChain validates its capacity to fulfill its security goals and
stands immune to cryptographic attacks. The intrusion possibility curbing concludes that the J84
classifier provides the highest accuracy of 95.84% among several others as discussed in the paper.

Keywords: information exchange; DNA encryption; blockchain technology; secure communication;
intrusion detection system

1. Introduction

Peer-to-peer communication has become a part of our daily life. Suppose a sender
wishes to send a message to his friend, then, he will definitely want the secrecy of the mes-
sage to be restricted only between them and not be revealed to any unauthorized entity;
the content of the message must be as it is and the message should be exchanged within
the stipulated interval of time. The most common solution is to resort to encoding, which
converts the original message into a codeword using a cryptographic key that is next trans-
mitted to the receiver. Only the sender and the receiver are aware of this key and, there-
fore, the codeword seems incomprehensible to any intruders. Encryption thus prohibits
adversarial attacks on information during transmission and storage by safeguarding its
confidentiality, integrity and availability. Traditional encryption schemes mostly rely on
binary values; thus, their exponential power is 2. DNA encryption [1] is the new innova-
tive technique to perform encryption of DNA sequences comprising the four nitrogenous
bases—A, T, C and G. This produces the exponential power of 4. Thus, DNA encryption
methodologies are eight times stronger than the traditional schemes. A non-vulnerable
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transmission of data is guaranteed by the combination of the chemical characteristics of
biological DNA sequences and classical cryptography [2,3].

Blockchain [4,5] technology is another propitious field that is finding wide usage
in the mainstream areas of security, trust and privacy [6-10]. It is fundamentally a dis-
tributed database based on a chain data structure that links blocks using the concept of
hashing [11,12]. Each successive block stores the hash of its previous block. As a result,
any sort of tampering or counterfeiting is immediately noticed. Also, information once
uploaded to the blockchain is immutable, which again prevents any sort of repudiation.
The decentralization feature [13] and consensus mechanism [14] of the Blockchain ensures
trust, security, transparency and the traceability of information shared across any network.
However, the major drawback of real Blockchains includes complex and expensive imple-
mentation. Also, blockchain and smart contracts go hand in hand, which are difficult to
achieve, update, modify and are also time-consuming and possess scalability issues.

Artificial intelligence (AI) [15] techniques can further improve overall security perfor-
mance and provide better protection from an increasing number of sophisticated threats.
Artificial intelligence has avid applications in the field of security and blockchain such as
energy optimization, collaborative learning, intrusion detection, authentication validation,
hash calculation, quick mining, secure gate-keeping etc. [16]. Al models can provide chaos,
randomness, and many other properties, all of which are required by cryptosystems. This
paradigm is termed Al-influenced cryptography (AIIC) [17]. On the other hand, Al can
also be evolved by inculcating the concepts of cryptography into it, which is termed crypto-
influenced Al (CIAI) [18]. Cryptography hugely relies on the confusion and diffusion of
the relationship between the plaintext, ciphertext and key. Ideally, the key and ciphertext
should be entirely devoid of any type of pattern. One of the principal features of Al is its
ability to recognize patterns within complex data, which in turn benefits information secu-
rity. Another major application of Al is in intrusion detection as Al-based IDS systems are
superior in their ability to autonomously identify threats.

This paper, therefore, tries to amalgamate the benefits of DNA encryption, Blockchain
technology and artificial intelligence into the proposed KryptosChain scheme. The sole
contribution of this paper is to propose a secure information exchange scheme between two
parties, which is subdivided into two broad steps. First, the original input is converted in
the form of a DNA string using our proposed DNA-based Huffman Coding scheme. The
basic feature of a Huffman code [19], assigning variable length codes and allotting shorter
codes to more frequent characters, is exploited here as well. The refinement that this pro-
posal suggests is what value to assign to the higher and lower branch of the Huffman tree
instead of the traditional assigning of a 1 and 0, respectively. After successful generation
of the cipher form, to share it with the validated receiver, a blockchain-inspired protocol
has been suggested, which poses a refinement on the well-acclaimed Diffie-Hellman Key
exchange protocol [20]. Each of the successive blocks of the proposed protocol contains the
hash of its previous block. This enhances the security as even a slight change in the block
modifies its hash, which will be reflected in its successive blocks, and hence any kind of
contamination is easily noted. Thusly, the proposed scheme eliminates the susceptibility
of man-in-the-middle attacks in the information exchange. The authentication of the two
parties involved in the communication and any sort of intrusion is condemned by the ap-
plication of Al

Thus, the prime highlights of this paper are:

e A proposed DNA-based Huffman Coding Scheme. It considers the real-time occur-
rence of every distinct symbol in the plaintext to determine their frequency distribu-
tion. In contrast to assigning a 1 to the higher branch and 0 to the lower branch after
adding the two least frequent symbols, the proposed scheme alternatively assigns a
purine and pyrimidine value to the high and low branch. A different Huffman tree
needs to be derived each time to get the corresponding codes, thusly enhancing the
security. The variable length of the codes also makes them less guessable and immune
to attacks.
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e A Blockchain-inspired refinement on the Diffie-Hellman Key exchange protocol is
proffered to transfer the cipher information to the intended receiver. Blockchain tech-
nology, due to its highly secure and decentralized nature, is predominately used for
secure transmission and storage. However, they necessitate possession of cryptocur-
rencies, writing smart contracts and deploying them to facilitate their many possible
functions. Therefore, this paper puts forward a blockchain-inspired scheme that trans-
mits fixed-sized blocks of the original message to the genuine receiver. The trusted
third party is only involved to authenticate the sender and receiver, and unknowingly
assist them to establish the shared secret key. He only knows the hash of the public
key and cannot obtain the actual public key as hashes are one-way The actual message
exchange is also safeguarded from the trusted third party as they are encrypted by
the intended receiver’s public key, which can only be decrypted with a correspond-
ing private key. Thus, involved parties can exchange information securely via the
proposed scheme. An Al-influenced intrusion detection system to further ensure se-
cure communication between the sender and intended receiver. Different classifiers
were used to train and test the proposed IDS system such as NB (naive Bayes), logistic,
MLP (multi-layer perceptron), SMO (sequential minimal optimization), IBK (instance-
based), and J48 on the NSL-KDD dataset.

e  The paper first provides a brief introduction to DNA encryption followed by Blockchain
technology and artificial intelligence. It also discusses the possibility of coalescing all
these three technologies into the proposed KryptosChain scheme. Section 2 focuses
on related work of existing research. The proposed methodology is illustrated in Sec-
tion 3, which first shows the basic block diagram of the overall steps involved and
their descriptions. All the results obtained have been categorically demonstrated in
Section 4. Section 5 provides the analysis of schemes proffered by this paper. The
conclusions drawn and future scope of work are presented in Section 6.

2. Related Work

The existing literature research supporting the aim of this paper was conducted strate-
gically and systematically followed by detailed analysis as represented below.

2.1. Existing DNA-Based Encryption Scheme

The idea of adding fundamentals of DNA into encryption has been recognized as a fea-
sible technology with a new goal of improving algorithm robustness. The related work can
further be subdivided into three categories depending upon the types of algorithms used
for the encryption—substitution-based DNA encryption schemes, biological operations-
based DNA encryption schemes, mathematical-biological operations-based DNA encryp-
tion schemes.

Substitution-based methods [21-23] utilize a pre-decided look-up table or DNA dictio-
nary to perform the encipherment process. An example look-up table is shown in Table 1
for letters (case insensitive), digits, and some symbols. These methods are the most non-
complicated and simple DNA encryption techniques.

Table 1. An example DNA Encryption Look-up Table.

A=CTG
I=AAG
Q=ACA
Y =AAA
6=TTC

B=ACC
J=AGC
R=CAC
Z=CTT
7=ATT

C=GAC D=GAT E=GCG F=AGT G=ATG H=CGT
K=AGG L=TGC M=TCA "7 =GCT O0=GAA P=GTC
S=AGT T=TTA U=ATA V=CIT W=CCA X=CTA
0=ACT 1=AGC 2=TAG 3=GCA 4=GAC 5=AGA
8=AGC 9=GCT ,=CCC .=GTC !'=GCT ?=CCT

Biology-involved algorithms [24-26] use only rigorous biological operations to per-
form the encryption procedure, such as polymerase chain reaction, transcription, transla-
tion, microdotting, DNA fragmentation, DNA hybridization etc. They require minimal
human intervention and therefore are comparatively more secure. Initially, using a sim-
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ple substitution technique, the DNA encoded form is obtained. Biological operations are
then applied on them to get the final cipher DNA sequence form. Zhang et al. [27] pro-
posed a new DNA cryptography algorithm based on the bio puzzle and DNA chip tech-
nology. The DNA chips and keys are finally sent to the receiver. Wang et al. [28] proposed
a technique to hide messages in living organisms using DNA encoding, as well as DNA
recombinant technology.

The third category of algorithms comprises those that utilize both mathematical as
well as biological operations to perform the encryption [29-31]. Mathematical operations
involve the usage of symmetric or asymmetric cryptographic keys and the biological oper-
ations provide an additional layer to them, thus making them the most secure DNA-based
technique. Some algorithms simply DNA encode the intermediate ciphertext on the basis
of substitution techniques.

2.2. Analysis of Existing DNA-Based Encryption Scheme

Table 2 offers the performance evaluation of the three categories of DNA-dependent
encryption methods in terms of cryptographic key involvement and type, and their encryp-
tion time and major limitations.

Table 2. Performance evaluation of existing DNA-based Encryption schemes.

Category

Encryption

; Limitations
Time

Involvement of Key

Substitution-based
Schemes

Biological
Operations-based
Schemes

Mathematical-Biological
Operations-based
Schemes.

e  Prone to statistical attacks —Known plaintext
attack, chosen ciphertext attack.

e  Size of ciphertext is huge as compared to size
of plaintext.

e  Same plaintext will be encrypted to same
ciphertext each time because of the usage of
same substitution process.

No Minimum

e  They are computationally strenuous and
time-consuming.

e  Biological operations are extremely critical to

Biological inform.a.tion is implement and are economically cumbersome.
used as key-posnllon of Maximum e  They sometimes work beyond the control of
exon-intron, primer the sender and receiver.
values etc. e  The correct plaintext may not be decrypted

even after applying the same steps as in the
encryption process.

Keys are generated by e  Complex and rigorous calculations
stringent mathematical Moderate are involved

calculations

2.3. Existing Blockchain-Based Information Exchange Schemes

Partala [32] proposed a combination of steganography and a Blockchain-based se-
cure communication scheme over covert channels. The study formulated the notion of
payments in which the hidden message is camouflaged and indistinguishable from ran-
dom payments.

Guziur et al. [33] developed a Blockchain communication protocol in addition to the
SHA-3 based seed values between a client application and server. Their entire proposal is
segregated into secret seed generation, followed by its transmission from the client side,
partitioning the data to be transferred and creating the Blockchain. Next, they have per-
formed the actual data transfer, which is then verified and portions of data are merged
back to get the original piece of data.

Saritekin et al. [34] proffered Cryptouch, a prototype communication application re-
lying on fundamentals of Blockchain and the interplanetary file systems (IPFS) between
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two users on the same network. Menegay et al. [35] produced a scheme in which the email
server is added into an existing Blockchain to enable secure email exchange between the
involved parties.

Naz et al. [36] suggested another data sharing platform utilizing similar concepts.
They proposed extensive data sharing, retrieval and reviewing steps to ensure secure shar-
ing of vital data, as well handle disputes if any. Their scheme involves actual monetary
deposits.

Bi et al. [37] suggested an accelerated methodology of message transmission in an
existing Blockchain network by every time choosing a closest neighbor and then propagat-
ing it in the entire network. It thus leads to minimal latency and is highly energy efficient.
Ellewala et al. [38] developed a scheme to deploy a private Blockchain that is restricted to
a particular enterprise and crucial information is updated into this private Blockchain so
that only the associated members of the enterprise can access it. To enhance the security,
an encrypted version of the information should be added in the Blockchain

Singh et al. [39] proposed a Blockchain instant messaging application. In this, a user
first generates the public/private key pair during installation. Next, the mobile network
operator (MNO) issues a digital certificate and stores it on a public Blockchain. Any user
can fetch the certificate for its receiver from the server and enjoy secure communication
using a ratchet forward encryption mechanism.

Khacef and Pujolle [40] proposed a Blockchain-based messaging model using smart
contracts to verify the identities of the parties involved and their associated public keys. As
per their scheme, each user has to undergo a registration procedure followed by a smart
contract-based verification. Only after authentication has been ensured, the sending and
receiving of the messages can be performed. Although this model eliminates a central au-
thority, deployment of smart contracts hampers the performance of the system. Designing
of the appropriate smart contract plays a crucial role as it is not possible to immute an
existing contract under any circumstances.

2.4. Analysis of Existing Blockchain-Based Information Exchange Schemes

In Table 3, we study the above-mentioned schemes to identify their merits and demer-
its.

Table 3. Performance evaluation of existing Blockchain-based Information Exchange Schemes.

Paper Title

Merits Demerits

Provably secure covert
communication on
blockchain—Partala [32]

e  Uses a steganography-based public
blockchain e  Scalability issues

e  Original payments are e  Real cryptocurrency involved
camouflaged in random payments

Light blockchain communication ¢ Uses an SHA3-based Public e  Time-consuming due to multiple
protocol for secure data transfer Blockchain steps

integrity —Guziur et al. [33] ° More secure ° Real cryptocurrency involved
Bloclfchz.ain—based secure communication ¢  Uses an IPFS-based Blockchain e Scalability issues.

application More secure ° Real cryptocurrency involved

proposal —Saritekin et al. [34]
Secure communications using

blockchain

technology —Menegay et al. [35]

A secure data sharing platform using the
blockchain and interplanetary file

system—Naz et al. [36]

Uses a Public Blockchain
Email server added in an existing
Blockchain

Difficult to deploy
Real cryptocurrency involved

e  Economically cumbersome as asks
for money to upload and
retrieve data

e  Real cryptocurrency involved

° Uses a Public Blockchain
Digital assests are shared
and delivered
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Table 3. Cont.

Paper Title

Merits

Demerits

An accelerated method for message
propagation in blockchain
networks—Bi et al. [37]

Secure Messaging Platform Based on
Blockchain— Ellewala et al. [38]

Blockchain-enabled end-to-end
encryption for instant messaging
applications—Singh et al. [39]

Secure peer-to-peer communication
based on Blockchain—Khacef and

Uses a Public Blockchain
Fast propagation of message via
closest neighbor

Uses Private Blockchain
Restricted to a single enterprise and
thus is secure

Uses MNO involving Private or
Public Blockchain

Each user uploads his public key
certificate into the Blockchain, thus
enhancing the security

Uses Public Blockchain
Removes dependency on
certification authority, and thus is

Secrecy and privacy hampered as a
nearest neighbor also gets a copy of
the data even if he is not the
intended receiver

Real cryptocurrency involved

Expensive.
Real cryptocurrency involved

Highly dependent on MNO
Real cryptocurrency involved

Scalability issues.
Real cryptocurrency involved

Pujolle [40]

more secure

2.5. Existing Al-Based Cryptographic Schemes

The most predominant threat on the internet is that of distributed denial of service
(DDoS). Existing research [41,42] recommends that Al can help to effectively classify DDoS
attack traffic and normal traffic using random forest tree and I Bayes to finally detect it. An
AIMM (artificial intelligence merged methods) framework was proposed by Jaszcz and
Poap [43]. The three modules that make up the solution are analyzing the incoming data,
categorization and decision-making. The decision-making module gathers the probabili-
ties through Al techniques such as neural networks and k-nearest neighbors by finding the
weighted aggregates.

IDS (intrusion detection system) based on Al [44-46] makes an effort to understand
the typical patterns of network traffic and spot abnormalities and deviations based on al-
gorithmic departures from those known patterns. IDS continuously monitors the actions
of a system to identify possibility of an attack. Once it detects any probable attack, it gen-
erates alarms to signal necessary steps must be rendered to mitigate its consequences. The
input to the IDS can be traffic statistics, information gathered from packet headers and its
content, information from hosts like their process behavior, system call logs, application
logs, file system modifications etc. The output of the IDS could be a binary label-normal
or attack, or multi-valued indicating different types of attacks for each input or a series of
inputs. From a machine learning perspective, this problem can be formulated as a classifi-
cation problem. Thus, it needs a labeled dataset of normal and attack inputs for training.
After a model is trained, it can be deployed to take decisions on new data from the system.

Malware propagation by adversaries is another major concern and to curb its prolif-
eration, artificial intelligence is again having a wide outreach [47,48].

Marwala and Xing [49] studied the alliance of Al and blockchain and offered a brief
overview about how artificial intelligence could be used to deliver bug-free smart con-
tracts [50].

A major limiting factor on safe integration of Al in the real world cryptographic utili-
ties is the quality of the data used to train these systems. Malicious data cause Al systems to
generate incorrect outputs. Scalability is another crucial issue. At all costs, Al with human
intervention is the most appropriate solution.
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3. Proposed Methodology

The suggested KryptosChain has three broad steps. First is the cipher information
generation followed by its secure transmission to the intended receiver. An Al-based
methodology is also proposed to detect any kind of intrusion. In the last subsection, the
corresponding decryption scheme is also put forward.

3.1. Proposed Cipher Information Generation Scheme

This section represents the nitty-gritty of encoding the original information in the
form of a DNA string, which will ultimately act as the intermediate ciphertext of the pro-
posed overall information exchange scheme. It provides an elaborate description of the
steps of our proposed DNA-based Huffman coding scheme. Huffman coding saves a lot
of storage space as it generates variable length codes. It also assigns shorter codes for
symbols that appear more frequently in the input string. However, traditional Huffman
codes mainly involve binary values only. Thus, they demand refinement to suit the DNA
cryptographic schemes.

The flowchart and algorithm of the DN A-based Huffman coding is depicted in Figure 1
and Algorithm 1. The first step of the proposed scheme is to find the frequency of distinct
symbols in the original plaintext. Next, they are arranged in increasing order of frequency
and if the same frequency then in alphabetical order. Each time, the least two frequencies
are added to form a subgroup. The sum of their frequency is the root. A purine value(i.e.,
A or G) is allotted to the higher branch instead of a “1”. The corresponding complementary
pyrimidine value (i.e., T or C) is allotted to the lower branch instead of a “0”. This process
continues alternatively until all symbols are merged. Finally, all the nucleotides are read
from the root to that symbol to generate its corresponding DNA-encoded string.

Algorithm 1: Proposed DNA-based Huffman Coding Scheme

Generating the Huffman Tree:

1. Create and initialize a Priority Queue consisting of each unique symbol in the
original message.

Sort in ascending order of their frequencies.

For all the unique symbols:

create a new_node

get minimum_value from Queue and set it to higher child of new_node
get minimum_value from Queue and set it to lower child of new_node
calculate the sum of these two minimum values as sum_of two_minimum
assign sum_of_two_minimum to the value of the new_node

insert new_node into the tree

return root_node

0 0N UE W

—_
e

Assigning Values

1. For all the nodes alternatively:

2. assign A or G to the higher child of the new_node and T or C to the lower child of the
new_node

Reading the codewords

1.  Start from the root_node and traverse towards a unique symbol
2. Note the assigned value from right to left
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)

Arrange symbols in increasing order of frequency and in
alphabetical sequence

Merge two lowest frequency symbols into a
subgroup

Alternatively assign a Purine to higher branch and Pyrimidine to

lower branch as per complementary rule

Y More

unmerged

bols ?

Read the nucleotide on the branch from right to left
to generate codewords

v

Figure 1. Flowchart of Proposed DNA-based Huffman Coding Scheme.

3.2. Proposed Cipher Information Transmission Scheme

A blockchain-inspired protocol that represents an improvement on the well-known
Diffie-Hellman Key exchange protocol has been proposed after the cypher form was suc-
cessfully generated and ready to be shared with the validated receiver. The hash of the
current block is calculated and stored in its succeeding block. This improves security be-
cause any form of contamination is quickly detected because even a small modification in
the block will change its hash, which will be mirrored in its next blocks. Thus, the sug-
gested approach renders the information exchange immune to man-in-the-middle attacks.
There are six phases in the total plan. Kyrios, which is the Greek word for Lord, is a reliable
third party who is solely used to help with the sender and receiver’s successful registra-
tion and authentication. The entire information is broken into blocks of fixed size and each
block of KryptosChain by default stores the hash of its previous block as inspired from the
Blockchain.

The following variables have been used in this section:

Kpy,: Public Key

Kp;: Private key

h(x): Hash of x

p: Large prime number

g: Large prime number and g # p

x: Sender’s random secret number

y: Receiver’s random secret number

Ks: Sender’s Key

Kr: Receiver’s Key

T: Timestamp

M(x): Metadata of x

Kj: Key calculated by sender on basis of K

Ky: Key calculated by receiver on basis of Kg

K: Shared secret key established between the sender and receiver



Electronics 2023, 12, 493

9 of 29

3.2.1. Phase 1: Registration Process

Each user, whether a transmitter or a receiver, must correctly register. They will use
an asymmetric approach to generate their public-private (KPb-KPr) key pair. The user
will then communicate to Kyrios the hash of the public key h (KPb) while keeping the
private key a secret. The SHA-256 algorithm is used to generate the hash values. After
successful registration, Kyrios will create a special User ID and provide it back to the user.
Additionally, Kyrios will save the results in a look-up table for later use. This phase is
depicted diagrammatically in Figure 2.

a Ky : Public Key, Ky Private Key, h(x) : Hash of x

User (Sender / Receiver) Amn hy,, (Kpy)

@ Request for Key Pair | Asymmetric Alice  hac(Kps)
. Key Pair

Bob  hy(K]

Look Up Table

Apply SHA 256 hgice (Ken,)
on Ky,

€ Alice

Figure 2. Illustration of Phase 1: Registration Process.

3.2.2. Phase 2: Sender Authentication

Sender must log into KryptosChain using a special user ID and hash of his public key
to transmit a message. The hash Kyrios just received will be compared to the hash in his
look-up table. Only in the event that the hashes match will the sender be given access. As
a result, Kyrios has verified the sender’s identity, allowing them to access KryptosChain
to add or read blocks. The block diagram of the sender authentication process is shown in
Figure 3.

B (Kps)
=
b (Kpy)

Alice g (Kpy)

Sender is successfully authenticated and eligible to
Access KryptosChain

Figure 3. Illustration of Phase 2: Sender Authentication.

N

3.2.3. Phase 3: Genesis Block Generation Process

In this phase, the first block of the KryptosChain will be created. Alice chooses two
large prime numbers p and g and also a secret random number x. She then calculates the
sender’s key KS = g* mod p. After this, she sends the user ID of her intended receiver, p,
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g and KS values to Kyrios. Kyrios will immediately Timestamp the contents it receives
from Alice and return her the hash of the public key of the receiver. Next, Alice will lock
the collection of the Timestamped contents she just received and the metadata of the mes-
sage she is trying to send the receiver with the receiver’s public key hash to Kyrios. It is
the responsibility of Kyrios to upload this encrypted block as the first or genesis block of
KryptosChain. The hash of this block is also immediately calculated and as per the fun-
damentals of a blockchain, the previous hash value for the genesis block will be null. As
per the user ID mentioned by Alice, Kyrios will also inform her desired Receiver that some
Alice is trying to contact him. The diagrammatic representation of this step is illustrated

in Figure 4.

hyn(Kps)
T : Timestamp, M(x) : Metadata of x hyic(Kpy)
2 hyop(Kps)

Alice
@ Choose p, g, x

@ | FindKSI:gxrnodp |

Retains x e Bob, p, g, K, =
@ (__‘ g, (Kp) |_| T (Bob, p, g K,) )_ ::
T, p, g, Ks M(M : '
® N g e
hp,(Kps) Genesis of i
S K:;;:Ss‘()jhnin @ :

Figure 4. Illustration of Phase 3: Genesis Block Generation Process.

3.2.4. Phase 4: Receiver Authentication

Figure 5 illustrates how Kyrios will authenticate the receiver in a manner similar to
how it authenticates the sender. The hash of the sender’s public key is supplied to him
following his validation.

@ Ann han(Kpy)
". Alice  hug.(Kpy)

BOI; Bob hg ., (Kpy)

@ —I Bob, h'g.,(Kpp) ll

Receiver is successfully authenticated and eligible to
Access KryptosChain

@ s i hAlice ( KPb) i ________________ :

Figure 5. Illustration of Phase 4: Receiver Authentication Process.
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3.2.5. Phase 5: Second Block Generation Process

As per Figure 6, the next phase begins with Bob either expressing his willingness or
reluctance to continue communication with Alice to Kyrios. If he is reluctant, then no more
further steps need to be performed. If he wishes to continue interacting with Alice, he will
access KryptosChain and access the contents currently present there by first decrypting it
using the hash of his corresponding private key. After this, he will choose a secret random
number y and retain it with him. Then, he will calculate the receiver’s key K = g¥ mod p.
His next task is to send this Kr value and the metadata of his response to Kyrios. Kyrios
will Timestamp this content and add this block into KryptosChain.

=

ThAnn(Kpb)

Kyrios_
Bob e hgic(Kpy)
Ready to communicate with Alice or not TR
@ > e hBob(KP'b)
Access KryptosChain
® T
* | T, p, g, Ks M(Message) | —L—L3
N Genesis of Bob’s g
Lo KryptosChain Willingness or "y 1.
@ | T Reluctance \;@
| Find Kg = grmod p | :
S @ | Kz M(Response) | >
Retains y A : - st | Second Block of
haic(Kep) (€8 Genesisof  [@of (@ ps|) KryptosChain
KryptosChain P3 --

Figure 6. Illustration of Phase 5: Second Block Generation Process.

3.2.6. Phase 6: Actual Information Exchange Process

At this stage, since both Alice (Sender/Transmitter) and Bob (Receiver) are already
validated, the responsibility of Kyrios ends. Henceforth, both of them will continue com-
munication without any intervention of Kyrios. Alice will extract the contents of the second
block and decrypt it using the hash of his private key. He will calculate a value K; using
the value of K he just found as per Equation (1). Simultaneously, Bob will also find a
value K using the value of Kg he has received in Phase 5. This calculation is illustrated in
Equation (2).

K; =Kg* mod p = (g¥)* mod p = g¥* mod p (1)

)

Using Equations (1) and (2), we see that mathematically K; = K; = K. This K is nothing
but the shared secret key for all further exchange of blocks between the sender and the
receiver. Thus, this model proposes a refinement on the famous Diffie-Hellman key ex-
change protocol by inculcating the concepts of Blockchain into it. After the shared secret
key has been established with the aid of Kyrios between the sender and receiver, the ac-
tual communication between them happens through KryptosChain. The original message
is broken down in fixed sizes of blocks pre-decided by the parties involved, and they are
added into the Kryptoschain. To enhance the security, everything is encrypted using the
recently established shared secret key K as demonstrated in Figure 7. At this stage, Kyrios
is no longer involved in the exchange so the messages are also free from any third party
involvement.

K; =Kg¥ mod p = (g*)Y mod p=g* mod p
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Access KryptosChain

-
— > Bl -@7f —— &
Bo[)

P3 BS
Alice
- | Kz M(Response) | .
N
. | Find K1 =Kg*mod p = g™ mod p P s | Find Kz =KsY¥mod p = g¥ mod p | .

Secret Shared Key K = K1 = K2 is established

A
v

Both Alice and Bob can continue information exchange by

~

>

adding more blocks in KryptosChain and encrypting with K

without involvement of Kyrios
Figure 7. Illustration of Phase 6: Actual Information Exchange Process.

3.3. Proposed Intrusion Detection Scheme

In order to further ensure secure communication between the sender and intended
receiver, an IDS guards the overall model. The basic working flowchart of the proposed
Intrusion Detection System is shown in Figure 8.

€3

Loading of the Network Dataset

v

Preprocessing of Dataset

4

Feature Extraction

7

Training and Testing of Dataset

\4

v

Figure 8. Flowchart of Intrusion Detection Scheme.

The first task it to choose an appropriate dataset. One of the earliest public datasets
for IDS is KDD 99 [51] with 43 features and attacks of four categories. The NSL-KDD [52]
dataset overcomes the deficiencies in the KDD 99 set by removing duplicate records and se-
lecting records that are difficult to classify. This proposal thus uses the NSL-KDD dataset.
This data set is comprised of four subdata sets: KDDTest+, KDDTest-21, KDDTrain+, KD-
DTrain+_20 Percent. The data set contains 43 features per record, where 41 refers to the
traffic input itself and the last two are labels —whether it is a normal or attack and Score,
which gives the severity of the traffic input itself. Within the chosen dataset exists four
different categories of attacks: denial of service (DoS), probe, user to root (U2R), and re-
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mote to local (R2L). The goal of a DoS attack is to stop traffic going to and from the target
system. Because of the unusually high volume of traffic, the IDS shuts itself off in defense.
This stops normal traffic from accessing a network. An attack that tries to gather crucial
information by sniffing a network is called a probe or surveillance. U2R is an attack that
begins as a normal user account but in the future tries to gain access to the system as a
super-user (root) to exploit all the access privileges. R2L is an attack that tries to gain local
access to a remote machine.

The proposed schema for data preprocessing majorly consists of the OneHotEncoder
(OHE), which transforms the categorical features into dummy numeric features. It is fol-
lowed by min-max normalization techniques to ensure that all features are in the same
range and the model is absolutely unbiased. All features are normalized in the range of [0,
1] using Equation (3). Here, min (z) and max (z) are the minimum and maximum values
of any attribute Z. The original and normalized value of the feature are indicated by Z and
ZNormaIized/ respectively.

ZNormalized = Z — min(z)/max(z) — min(z) 3)

The next important step is that of feature selection to shortlist the features that con-
tribute most to the prediction variable, reduce the training time and prevent computa-
tional complexity. The proposed model is tested with three different Feature selection
methodologies—Spark-Chi-SVM model, SVM classifier with a reduced set of input fea-
tures. The Spark-Chi-SVM model combines the ChiSqSelector and SVM (support vector
machines). The feature selection that is applied is the numTopFeatures method. The sec-
ond technique first builds a classifier using all input features in the training dataset (M1).
Then, it gradually removes one input feature and builds another classifier(M2). If the clas-
sification accuracy of M2 > M1, then the algorithm considers the new set of features. The
random forest technique checks the correlation among the features. It selects those features
which affect other features and have high significance.

Different classifiers have been used to train and test the proposed IDS system such as
NB, Logistic, MLP, SMO, IBK, J48. Only the selected features are trained. They are then
analyzed on the basis of parameters such as Accuracy, Precision, Recall and F Score.

3.4. Corresponding Original Information Retrieval Scheme

The intended receiver can finally decrypt the Huffman Tree, cipher information and
other communication essentials from the KryptosChain. It begins by traversing the entire
cipher information characterwise from right to left. Simultaneously, the Huffman Tree is
also referred to from the extreme rightmost node towards the leftmost nodes. Each time a
Purine (A or G) is encountered, we go to the upper branch. The lower branch is referred
to on hitting upon a Pyrimidine (T or C). By following this trend, once a symbol on the
left-most node is reached, we immediately note it down. This process is followed until the
entire cipher information string is traversed. The flowchart is given in Figure 9.
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e

Begin traversing Cipher Information Obtained from left to right

v

Start from the right most node on the Huffman Tree.

>y

Go to top branch if you find a Purine and lower

branch if you find a Pyrimidine
v

No

Note down the symbol encountered with and
continue till entire Cipher Information is traversed

A4

Figure 9. Flowchart of Original Information Retrieval Scheme.

4. Results and Calculations

This section provides the demonstration and calculations of the proposed scheme in
detail.

4.1. Demonstration of Cipher Information Generation Scheme

Consider the Original Message to be: Cryptography is a method of protecting infor-
mation and communications through the use of codes, so that only those for whom the
information is intended can read and process it.

Frequency Distribution: C—1;r—9;y—3; p—4; t—15;0—19; g—3; a—10; h—9;i—11;
s—9;, m—6;e—11;,d—7,f—5,c—6;, n—13; u—3;,—1;1-1, w—1; .—1

Alphabetical sequence categories symbols first, then lower case characters, and then
lastly the upper case characters. Thus, rearranging in increasing order of frequency and
in alphabetical sequence: ,—1; .—1;1-1; w—1; C—1; g—3; y—3; u—3; p—4; {—5; c—6;
m—6;,d—7,h—9;,r—9;s—9;a—10;e—11;i—11; n—13; t—15; 0—19

Figure 10 illustrates the detailed Huffman tree generation of each symbol in the Orig-
inal Message and Table 4 gives the corresponding Huffman codes of those characters. The
least two frequent symbols “,” and “.” have been merged into a new node labeled 2, which
is the sum total of the frequencies of “,” and “.”. Next, “,” being the higher branch is de-
noted with and A, which is a Purine; and “.” being the lower branch is denoted with T,
which is the complimentary Pyrimidine of A. In the next round, again, all symbols are ar-
ranged in increasing order of frequency. This time “1” and “w” form a new node labeled
as 2. Being the higher branch “1”, this time it is denoted with another Purine G and corre-
spondingly “w” is allocated with complementary pyrimidine C. The process continues till
there are no unmerged symbols, and the last node is the sum total of the frequencies of all
symbols. Next, to obtain the code, read from the last node till the concerned symbol and
keep noting down the nitrogenous bases on the way from right to left.
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Figure 10. Demonstration of Huffman Tree Generation.
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Table 4. Corresponding Huffman Codes for each symbol of the Original Message.

Character Frequency Huffman Code

TGTGAGA
TGTGAGT
TGTGACTG
TGTGACTC
TGTGACA
TCCGGA
TCCGGT
TCCCTG
TCCCTC
TGTGT
TCCGC
TCCCA
ATGG
ATGC
ATCA

9 TCTA
10 TGTC
11 TCGA
11 TCGT
13 AAA
15 AAT
19 TGA

—_

OO NN U B WWWR R,

O = ®unnr >l nm~T <o NS —-

The final cipher information will be obtained by replacing the original symbols with
the Huffman codes —TGTGACAATCATCCGGTTCCCTCAATTGATCCGGAATCATG
TCTCCCTCATGCTCCGGTTCGTTCTATGTCTCCCATCGAAATATGCTGAATGGT
GATGTGTTCCCTCATCATGAAATTCGATCCGCAATTCGTAAATCCGGATCGTAA
ATGTGTTGAATCATCCCATGTCAATTCGTTGAAAATGTCAAAATGGTCCGCTGA
TCCCATCCCATCCCTGAAATCGTTCCGCTGTCAATTCGTTGAAAATCTAAATAT
GCATCATGATCCCTGTCCGGAATGCAATATGCTCGATCCCTGTCTATCGATGAT
GTGTTCCGCTGAATGGTCGATCTATGTGAGATCTATGAAATATGCTGTCAATTG
AAAATGTGACTGTCCGGTAATATGCTGATCTATCGATGTGTTGAATCATGTGAC
TCATGCTGATCCCAAATATGCTCGATCGTAAATGTGTTGAATCATCCCATGTCA
ATTCGTTGAAAATCGTTCTATCGTAAAAATTCGAAAAATGGTCGAATGGTCCG
CTGTCAAAATCATCGATGTCATGGTGTCAAAATGGTCCCTCATCATGATCCGCT
CGATCTATCTATCGT

4.2. Demonstration of Cipher Information Transmission Scheme

The pictorial representation of all six phases is given from Figures 11-16 in a chrono-
logical order.

4.2.1. Phase 1: Registration Process

The public-private key pair is generated using the RSA scheme and then the hash of
the public key is calculated by Alice using the SHA-256 algorithm. She next shares the
hash of the public key to Kyrios, who stores it in the Look-up Table and returns a unique
User ID to Alice as shown in Figure 11.

4.2.2. Phase 2: Sender Authentication

To authenticate the sender, Kyrios will match the hash of the public key sent by Alice
with the value stored in his look-up table. Alice will be granted permission only if both
the hashes match. This step is pictorially represented in Figure 12.
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4.2.3. Phase 3: Genesis Block Generation Process

This phase is represented in Figure 13 along with the values of the different variables
involved in this phase by Alice. The contents of the KryptosChain are shown after this
phase is also depicted.

4.2.4. Phase 4: Receiver Authentication
The intended receiver of Alice is also similarly validated by Kyrios and this step is
illustrated in Figure 14.

4.2.5. Phase 5: Second Block Generation Process

The detailed pictorial illustration of this step is presented in Figure 15, along with the
view of the current contents of KryptosChain.

User (Sender / Receiver)
Request for Key Pair :
. d s > Kyrios
MIGeMABGLSqGST MIIC\VgIBAAKBQF 7utS|NFEpSxZb OKF 1 AZNZDreCwJaVsQYLIAUL Smipg 5i8s
BIDQEBAQUAAAGH BAGFLUpMY DkwEBGEWnvUOdEwW 2p0fmSEFUM2We YmnbrxcSuvG tatidugdank
g | ADCBrIcCwlavsg oXhvdx452XUIZoMYBOF 1 xnhiBJHp7SenwetOPRoNK 1 AEP4 RUUHDINAGMEAA
YLIAULSMKPE/ST  poqva piiming
BsBAGFLt
KPy KP;
Retain Kp, Apply S 256 1 93a4469118e8d@f4b21583d49583098e3427cc45d52960d4a52e8132€5593b25 |y S i
GHE tore in his
P
Look Up
. . I Alice I Table
Figure 11. Demonstration of Phase 1: Registration Process.
Il ‘1cd25f3f71dea9b379cc9777215994fb5d6ad9251538b82bd4a5eae8013a292‘
Alice | 93a4469118e8de4b21583d49583098e3427cc45d52960d4a52e813ae5593b25 | —=-=-==-=-===== |
= 1
Alice Bob e8d9ecads49a1f52c799C50bbaababd59a4dc6154063adecae76b85746209792 Kyrios -
1
Peter  [375543c6c55ef2018510b7fde111973041dc fd307582a4b1ae427460163cc948 | :
Sodsenmoah

Look Up Table :
1
1

. _—| Alice, [93a4469118¢8d0F4b21583d49583098e3427cc45d52960d4a52e813ae5593b25 ||_) ------ ; .

Alice is successfully authenticated and eligible to Access KryptosChain

M

Figure 12. Demonstration of Phase 2: Sender Authentication.

4.2.6. Phase 6: Actual Information Exchange Process

Figure 16 gives the actual information exchange process. First, Alice and Bob estab-
lish the shared secret key and then continue communication by encrypting the additional
contents of the blocks with it. It at this stage that the sender will share the encrypted block
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containing the final ciphertext, Huffman tree—all important information related to key
generation and selection with the receiver.

A

T, 167, 191 KryptosChain _
Alice ’ ’ Kyrios
127 Chat
. p=167,g=191,x=25 N Essentials ~5
m |
[eBd9eead549a1f52c799c50bb4dobebd59a4dc6154063adeeae76b85742289F92 | ‘
@ [Ko--177 | ik
Retainsx (@) [ Bob, 167,191,127 | > ol
. (—lﬁﬁ:eadstwalfsz:?ss:sﬁﬁlﬁlﬁbds%ddc&lSMﬁBadeeae?SbSS?éeZWw
6] | T, 167,191, 127 Chat Essentials . o ®
[eBd9eead549a1T52c799c50bbd@b@bd59addc6154063adeeae76b8574e209192 | i

Genesis of @
KryptosChain PHash: Null

Figure 13. Demonstration of Phase 3: Genesis Block Generation Process.

“‘ Ann |1Cd25'F3‘F71b8da9b3796c9777215984fb5d63§62d1538b32bd4a§eaeeel38292|

Alice I 93a4469118e8def4b21583d49583098e3427cc45d52960d4a52e813ae5593b25 J e e e
- 1
Bob Bob (eBdseead5asaTF2CTo3CEObbARbabdsoasdc s aveTadeeaeTabssTaezooFez] Iy TI0S :
1
Peter |375543CSC55ef2918519b7fde111973041dcfd39758234blae427460163cc948 ] :[

Look Up Table }:

i

. Bob, [e8d9eead549a1f52c799c50bba0bebd59addc6154063adeeae/6b8574e209792 | C S .

Bob is successfully authenticated and eligible to Access KryptosChain
. 4—I1Cd25'F3‘F71b8da9b379cc9777215994'Fb5d53602d1538b32bd435ea209139292l— <

Figure 14. Demonstration of Phase 4: Receiver Authentication.
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Figure 15. Demonstration of Phase 5: Second Block Generation Process.
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Figure 16. Demonstration of Phase 6: Actual Information Exchange Process.

4.3. Demonstration of Intrusion Detection System Scheme

The system configuration used for the implementation is Intel) I(TM) i5-8250U
CPU@1.60 GHz. The observations related to the NSL KDD dataset is displayed below in

Table 5.

The details of the NSL-KDD Training and Testing Dataset are further depicted in Ta-
bles 6 and 7
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Table 5. Details of NSL_KDD dataset in general.

Parameter Value Further Specifications
Intrinsic Features 1-9
Number of Features in 41 Content Features 10-22
the Dataset Time-based Features 23-31

Host-based Features 32-41
Categorical (Features: 2, 3, 4, 42)
Binary (Features: 7, 12, 14, 20, 21, 22)

Feature Type 4 Discrete (Features: 8, 9, 15, 23-41, 43)
Continuous (Features: 1, 5, 6, 10, 11, 13, 16, 17, 18, 19)
DoS Attack Classes 6
Number Of Attack Cl 22 Probe 4
umber ttac asses R2L 8
U2R 4
Table 6. Details of NSL_KDD Training dataset.
Parameter Value
Number of Rows 25,291
Number of Columns 42
Number of Missing Values 0
Number of Duplicate Records 0

Normal-13488

Load Distribution Attack-11743

Table 7. Details of NSL_KDD Testing dataset.

Parameter Value
Number of Rows 11,850
Number of Columns 42
Number of Missing Values 0
Number of Duplicate Records 0
L Normal-2152
Load Distribution Attack-9698

Thus, itis evident that there is no class imbalance in the training dataset as the number
of normal and attack samples is almost equivalent.

The encoding demonstration of three of the categorical outputs—Protocol Type, Ser-
vice and Flag feature of the NSL-KDD dataset whose original value is a string is shown in
Table 8.

Table 8. Encoding of categorical features.

PE;);;ZOI Service Flag TypI::r_Ol;?lcc(())lde g Service Encoded  Flag Encoded
icmp http SF 1 10 9
tcp http SF 2 10 9
tep ecr_i SF 2 5 9
upd private SH 3 15 10
icmp ecr_i SF 1 5 9
udp private SH 3 15 10
tep http SF 2 10 4
tcp http SF 2 10 9
icmp ecr_i RSTR 1 5 2
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An illustration of the normalization of the numeric values is shown in Table 9 using
Equation (3).

Table 9. Normalization of Numeric Values.

src dst
src Bytes dst Bytes Bytes_Normalized Bytes_Normalized

1032 0 0 0
230 1041 0 0
336 406 0 0
30 0 0 0
378 838 0 0
54,550 8341 1 1
278 6845 0 0
0 0 0 0
1032 0 0 0
333 710 0 0

The accuracy obtained from different feature selection methodologies is depicted be-
low in Table 10. Thus, the highest accuracy is achieved by considering only 17 features in
the Spark-Chi-SVM model. The same accuracy is found by using all and only the 36 fea-
tures in the SVM method.

Table 10. Accuracy of the applied Features Selection Techniques.

Spark-Chi-SVM Model SVM with Reduced Features
No. of Features Accuracy (%) No. of Features Accuracy (%)
25 99.38 41 99.01
22 99.47 36 99.01
17 99.55 17 97.92
15 99.38 9 95.48
11 92.35 3 91.01

Different classifiers are used to train and test the dataset and the analysis is shown in
Section 5.3. For that, the following metrics have been defined:

True Positive (TP) — Attack data that is correctly classified as an attack.
False Positive (FP) —Normal data that is incorrectly classified as an attack.
True Negative (TN) —Normal data that is correctly classified as normal.
False Negative (FN)— Attack data that is incorrectly classified as normal.

The following performance evaluation matrices are used to analyze the working of
the classifiers.

Accuracy, which measures the proportion of the total number of correct classifications,
is given by Equation (4).

TP + TN
TP + TN +FP + FN

Accuracy = 4)
Precision gives the number of correct classifications penalized by the number of in-
correct classifications as shown in Equation (5).

. TP
Precision = T +Fp 5)

Recall counts the number of correct classifications penalized by the number of missed
entries as depicted in Equation (6).

TP
Recall = ™ T EN (6)
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F-score measures the harmonic mean of precision and recall as given by Equation (7).

F — score — 2 X Precision x Recall @
" Precision + Recall

Sensitivity gives the number of intrusions detected correctly
Sensivity = TP + TP x FN x 100 8)

4.4. Demonstration of Original Information Retrieval Scheme

The intended receiver retrieves the following cipher message TGTGACAATCATC
CGGTTCCCTCAATTGATCCGGAATCATGTCTCCCTCATGCTCCGGTTCGTTCTA
TGTCTCCCATCGAAATATGCTGAATGGTGATGTGTTCCCTCATCATGAAATTCG
ATCCGCAATTCGTAAATCCGGATCGTAAATGTGTTGAATCATCCCATGTCAATT
CGTTGAAAATGTCAAAATGGTCCGCTGATCCCATCCCATCCCTGAAATCGTTC
CGCTGTCAATTCGTTGAAAATCTAAATATGCATCATGATCCCTGTCCGGAATG
CAATATGCTCGATCCCTGTCTATCGATGATGTGTTCCGCTGAATGGTCGATCTA
TGTGAGATCTATGAAATATGCTGTCAATTGAAAATGTGACTGTCCGGTAATATG
CTGATCTATCGATGTGTTGAATCATGTGACTCATGCTGATCCCAAATATGCTCG
ATCGTAAATGTGTTGAATCATCCCATGTCAATTCGTTGAAAATCGTTCTATCGT
AAAAATTCGAAAAATGGTCGAATGGTCCGCTGTCAAAATCATCGATGTCATGG
TGTCAAAATGGTCCCTCATCATGATCCGCTCGATCTATCTATCGT.

The Huffman tree is already depicted in Figure 10. We begin from the rightmost node
labeled 148. The first character of the cipher message is T (i.e., a Pyrimidine) so we go to
the lower branch 86. The next character is G (i.e., a Purine) so we go to the higher branch
39. Next, we trace across two boxes labeled 39 using the blue arrows to find that box
of 39, which is formed by adding to lower-valued boxes. The next character is T (i.e., a
Pyrimidine) so we go to the lower branch 20. Again, we trace across four boxes labeled as
20. The next character is G (i.e., a Purine) so we go to the higher branch 10, and then trace
across four 10 boxes. The next character is A (i.e., a Purine) so we go to the higher branch
5 and trace two more 5 boxes. The next character is C (i.e., a Pyrimidine) so we go to the
lower branch 3. The next character is A so we go to the higher branch and encounter the
symbol “C”. Thus, the first symbol of the original message is successfully retrieved. We
follow similar steps to retrieve the entire original message.

5. Analysis of Proposed Model

This section provides the meticulous analysis of each proposed scheme in terms of the
parameters mentioned in the subsections, as well as their comparison with existing similar
models schemes

5.1. Analysis of Proposed Cipher Information Generation Scheme
5.1.1. Number of Bits Required to Encode

Table 11 showcases the comparison of number of bits required to encode each sym-
bol of the considered original message using ASCII encoding, traditional DNA encoding,
wherein each symbol is represented as a codon using a pre-decided table (shown in Table 1)
and proposed DNA-based Huffman encoding.

It thus is evident that ASCII encoding needs a huge number of bits to encode the same
symbols as compared with traditional DNA code and the DNA Huffman code, thus giving
large-space complexity. Traditional DNA codes need a number of bits in comparison with
DNA Huffman codes but since their length is fixed, they are more guessable and prone to
brute force attacks. The variable length of the DNA Huffman codes make them immune
from intrusions. Thus, it is evident that the proposed method is better in terms of code
length and security.
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Table 11. Analysis on Numbers of bits required to Encode.
Traditional DNA Proposed DNA
Character ASCII Code Code Huffman Code
, 00101100 CCC TGTGAGA
. 00101110 GTC TGTGAGT
1 01101100 TGC TGTGACTG
w 01110111 CCA TGTGACTC
C 01000011 GAC TGTGACA
g 01100111 ATG TCCGGA
y 01111001 AAA TCCGGT
u 01110101 ATA TCCCTG
) 01110000 GTC TCCCTC
f 01100110 AGT TGTGT
C 01100011 GAC TCCGC
m 01101101 TCA TCCCA
d 01100100 GAT ATGG
h 01101000 CGT ATGC
r 01110010 CAC ATCA
s 01110011 AGT TCTA
a 01100001 CTG TGTC
e 01100101 GCG TCGA
i 01101001 AAG TCGT
n 01101110 GCT AAA
t 01110100 TTA AAT
o) 01101111 GAA TGA
Total number of bits 176 Bits 66 Bits 113 bits

5.1.2. Effect of Increase in Number of Symbols in Plaintext

Figure 17 shows the effect of an increase in the number of symbols on the numbers of
bits required to represent in ASCII encoding as well as the proposed scheme.

No. of .
Bits

- i N
, Number of Number of Number of bits in
~ symbols in bits in DNA based
Plaintext ASCII code Huffman Code

Figure 17. Comparison of number of bits needed in ASCII code and DNA-based Huffman code as
Number of Symbols in Plaintext is doubled.

It is evident that the number of bits needed in ASCII is huge in contrast to the num-

ber of bits needed in the proposed DNA encoding scheme when the number of symbols
is doubled.

5.1.3. Security Analysis

Usage of variable length makes the codes less guessable and shows strong immunity
against brute force attacks as the intruder cannot guess the probable key space.
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5.1.4. Complexity Analysis

The Total time to calculate the DNA encoded string for all symbols depends on the
total number of distinct symbols “n”. It uses a heap to store the weight of each tree; each

iteration requires O(log n) time to determine the cheapest weight and insert the new weight.

There are O(n) iterations, one for each item. Thus, the Time Complexity is of the order O(n

log n).

For Space Complexity, at max there can be O(n) extra nodes so n nodes for characters
and O(n) extra nodes, which in total is still O(n).

5.1.5. Comparison of Proposed Model with Existing Similar Models

The comparison of the proposed cipher generation scheme with some of the existing
similar works is portrayed in Table 12.

Table 12. Comparison of Proposed Cipher Generation Scheme with Existing Similar Models.

Parameter

Smith et al. [53]

Aecilenberg and
Rotstein [54]

Meftah et al. [55]

Proposed Scheme

Frequency
Distribution Value

Type of Plaintext

Resultant Huffman
code for

4

OB oo Taldnrnmtae<d<ne NS —-

As described by
authors

Re-usability of
the codes?

Case sensitive?

Standard frequency of
English alphabets

Only
English
alphabets

,=No Code
. =No Code
1=AAA
w=AAT
C=AAG
g=ACT
y=ACC
u=AAC
p=CCA
f=ACG
c=AAG
m=ACA
d=CT
h=CA
r=CG
s=GT
a=AT
e=T
i=GG
n=GC
t=AG
o0=GA

Yes, as same
Huffman tree is
generated every time
as frequency of
characters remain the
same.

No

Standard frequency of
English alphabets

All letters,
numbers,
characters

,=TAAT
.=TCTA
1=TTAG
w =TATG
C=TTCG
g=GAAT
y=TACG
u=TACT
p=GAAC
f=TAAG
c=TTCG
m=TAAC
d=TTAC
h=TTTC
r=TTTG
s=TTCT
a=GAC
e=GCT
i=GCG
n=TTAT
t=GTG
0=GAG

Yes, as same Huffman
tree is generated every
time as frequency of
characters remain the
same.

No

Probability of
appearance of a short
Sequence in the
initially chosen DNA
string

Input Image

No
methodology
described
for text
symbols

No, as they are based
on tedious biological
processes.

Not applicable

Real-time occurrence
of symbols in the
considered plaintext

All letters,
numbers,
characters

,=TGTGAGA
. =TGTGAGT
1=TGTGACTG
w =TGTGACTC
C=TGTGACA
g=TCCGGA
y = TCCGGT
u=TCCCTG
p=TCCCTC
f=TGTGT
c=TCCGC
m=TCCCA
d = ATGG
h=ATGC
r=ATCA
s=TCTA
a=TGTC
e=TCGA
i=TCGT
n=AAA
t=AAT
o=TGA

No, as it considers
real-time frequency of
occurrence of the
symbols involved.

Yes




Electronics 2023, 12, 493

25 of 29

It is evident from Table 12 that most of the similar existing works rely on standard En-
glish frequency, thus giving a fixed Huffman tree, which can be readily constructed at the
intruder site because even he can access the frequencies of the alphabets. Some of the ex-
isting schemes consider only alphabets as their plaintext. In contrast to already proposed
similar models, our proposed model considers all alphabets, numbers and characters as
input. It always considers the real-time frequency of the plaintext symbols, which man-
dates the calculation of a fresh Huffman tree each time. Although it is time-consuming,
security wise it is better as it is less prone to intrusion by adversaries. Other schemes are
case insensitive. However, the proposed scheme provides distinction between the lower
and upper case letters.

5.2. Analysis of the Proposed Cipher Transmission Generation Scheme
5.2.1. Attainment of Principles of Security

e Achieving Confidentiality: The proposed KryptosChain achieves confidentiality as
any adversary or even the trusted third party Kyrios only get to see either the hash of
the public key or encrypted contents locked with the hash of the public key or shared
secret key. Hashes are one-way so the original values cannot be obtained from them.
If any content is encrypted with the hash of the public key, then only a corresponding
hash of the private key can unlock it. Private keys are always kept as a secret and never
revealed to the outer world. The shared secret key is calculated at the respective ends
of the sender and receiver and never transmitted directly through the KryptosChain.

e Achieving Integrity: The fundamental feature of the blockchain stores the hash of the
contents of the previous block into its successive blocks. KryptosChain also employs
this basic feature. If any block is tampered with, the hash automatically alters. This
will lead to a hash mismatch with the hash stored in the successive block. This helps
to easily identify any contaminated blockchain and assure integrity.

e Achieving Availability:All users after successful registration can access KryptosChain
whenever needed, thus providing availability.

e  Achieving Authenticity: The responsibility to authenticate each user is bestowed upon
Kyrios, which validates them by referring to the look-up table.

e Achieving Non-Repudiation: If anything is uploaded once into KryptosChain, it is
immutable; thus, there is no repudiation possible at a later stage by any user. The
addition of timestamps by Kyrios also eliminates any kind of refusals in the future.

e Achieving Access Control: Even if in the rarest of cases an adversary also successfully
registers himself, he too cannot comprehend anything. The reason is that each and
every content in the KryptosChain is encrypted and in an unreadable form. Thus, the
proposed scheme eliminates any chances of man-in-the-middle attacks.

Thus, the summarized attainment of the principles of security is depicted in Table 13.

Table 13. Attainment of Principles of Security by Proposed Cipher Transmission Scheme.

Goal. Status Justification

o Kyrios or a registered adversary cannot read the

Confidentiality contents of the blocks as they are all encrypted.

Integrity Hash mismatch denotes any kind of tampering.
g All successfully registered users can access
Availability KryptosChain whenever needed.
Authentication Kyrios authenticates each user by referring to

his look-up table and uses timestamps.

Basic immutability of KryptosChain and
timestamps refute repudiations in the future.
Unwanted parties can be debarred from access
by Kyrios and encryption resists man-in-the
-middle attack.

Non-Repudiation

8 E B @&

Access Control
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5.2.2. Immunity to Cryptographic Attacks

The summarized attainment of immunity to common cryptographics is depicted in
Table 14.

Table 14. Attainment of Immunity to Cryptographic Attacks by Proposed Cipher Transmission

Scheme.

Attack

Immunity

Justification

Ciphertext Only Attack M

Known Plaintext Attack M

Chosen Plaintext Attack M

Chosen Ciphertext

Attack

Replay Attack

Brute Force Attack

Side Channel Attack ™

The block containing the final Ciphertext,
Huffman tree and other information is
encrypted by the shared secret key established
secretively between Alice and Bob through
KryptosChain. Even Kyrios is not aware of
this key.

The final DNA key is chosen from a pool of best
DNA keys and changed for each

encryption process.

The intruder needs to undergo the registration
phase only; then, he gets access to
KryptosChain and encryption machinery.

The intruder needs to undergo the registration
phase only; then, he gets access to
KryptosChain and decryption machinery.

The intruder needs to undergo the registration
phase only; then, he gets access to
KryptosChain.

All the information is encrypted in the form of a
chain of blocks.

All efforts are futile as everything is encrypted
with suitable asymmetric keys, which are
difficult to guess.

5.2.3. Comparison of Proposed Model with Existing Similar Models

The comparison of the proposed cipher transmission scheme with some of the existing
similar works is portrayed in Table 15.

Table 15. Comparison of Proposed Cipher Transmission Scheme with Existing Similar Models.

. Khacef & Proposed
Parameter Menegay etal. [34] Naz et al. [35] Ellewalaetal.[37]  Singh et al. [38] Pujjole [39] Scheme
Real Blockchain Yes Yes Yes Yes Yes No
usage
Public with IPFS . . L
Type Of. Public and smart Private Wlth . I.)ubhc Wl.th Public with PKI Not applicable
Blockchain encryption digital certificates
contracts
Crypto Currency Yes Yes Yes Yes Yes No
Email server .. Each user Instead of .CA A Blockchain-
. Digital assests are . uploads his Blockchain - v

added in an Restricted to a . inspired Diffie

Comments - shared and . ; public key enables
existing . single enterprise e ; o Hellman protocol
/ delivered certificate into distribution of .
Blockchain - is used
the Blockchain keys
Scalability issues . Private Highly Scalability issues
R Economically . dependent on 6 phases need to
Limitations as number of blockchains are . as number of
- cumbersome . MNO to provide . be passed
users increases expensive certificates users increase

5.3. Analysis of Proposed Intrusion Detection Scheme

proposed IDS system, which puts forward that J48 is the best classifier.

Table 16 represents the performance evaluations of various classifiers applied on the
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Table 16. Classifiers Training vs. Testing Performance Evaluation.
Classifier Accuracy (%) Precision Recall F-Score Time to Train (msec) Sen?ol/t;wty
o

NB 78.35 0.812 0.785 0.798 2457 75.45
Logistics 82.47 0.856 0.815 0.836 2490 83.14
MLP 80.35 0.808 0.785 796 2503 79.89
SMO 85.56 0.832 0.798 0.814 2734 84.67
IBK 91.35 0.837 0.807 0.821 2556 91.28
J48 95.84 0.868 0.838 0.852 2769 96.78

Itis thus evident that the J48 classifier provides the highest Accuracy, Precision, Recall,
F-Score and Sensitivity compared with its counterparts. Time to train is, however, high
for J48.

6. Conclusions and Future Work

The proposed scheme uses Huffman coding fundamentals due its feature of assigning
variable codes and smaller codes for more frequently occurring symbols. It considers the
real-time occurrence of every distinct symbol in the plaintext to determine their frequency
distribution. In contrast to assigning a 1 to the higher branch and 0 to the lower branch
after adding the two least frequent symbols, the proposed scheme alternatively assigns a
purine and pyrimidine value to the high and low branch. A different Huffman tree needs
to be derived each time to get the corresponding codes, thus enhancing the security. The
variable length of the codes also make them less guessable and immune to attacks.

To transmit the ciphertext to the intended receiver, a Blockchain-inspired scheme has
been proffered. Real Blockchains necessitate possession of cryptocurrencies, writing smart
contracts, deploying them and arriving at consensus to get the enormous facilities. There-
fore, this paper produces a blockchain-inspired KryptosChain scheme that transmits fixed-
sized blocks of the original message to the genuine receiver. All the essential goals of secu-
rity are attained by the proposed KryptosChain scheme as it stores the hash of the current
block into its successive block. The trusted third party Kyrios is only involved to authen-
ticate the sender and receiver and unknowingly assist them to establish the shared secret
key. Kyrios only knows the hash of the public key, and he cannot obtain the actual public
key as hashes are one-way The actual message exchange is also safeguarded from Kyrios as
they are encrypted by the intended receiver’s public key, which only he can decrypt with a
corresponding private key. Thus, involved parties can exchange information securely via
KryptosChain.

A panacea to any further possible intrusion on KryptosChain is curbed by an Al-based
IDS system. Various classifiers, namely-NB (naive Bayes), logistics, MLP (multi-layer per-
ceptron), SMO, IBK, and J48 were employed for classification of data as normal or attack
on the NSL-KDD dataset. Empirical results reveal that the performance of J48 was ad-
mirable at 95.84%. Thus, the proposed model has an effective prediction rate, and also
reduces the computational complexity by removing irrelevant features using appropriate
pre-processing and feature selection methodologies.
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