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Abstract 

Critical Physical Infrastructures (CPI) are assets and systems that are vital to the 

health, safety, security, and economic or social well-being of people, and have 

become increasingly vulnerable to cyberattacks that have the potential to cause 

severe debilitating and destructive impact on a nation’s economic security or public 

health and safety. The United Arab Emirates (UAE) has experienced a high level of 

cyberattacks targeted at its critical physical infrastructure which has also undergone 

rapid modernisation, digitisation and interconnection of systems that could expose it 

to potential vulnerabilities in cyberspace. This thesis addresses a major challenge in 

the capacity of law enforcement to address cyberattacks in respect of the digital 

capabilities that are necessary to maintain pace with technologies and respond 

effectively in a digital environment. The purpose of this study is to develop a digital 

competences framework for UAE law enforcement agencies to combat cyber 

security threats facing CPI. This identifies the key functions and role of law 

enforcement and prioritises primary domains and elements of digital competency for 

cyber security that are critical for law enforcement to perform its role in protecting 

CPI. A holistic case study design using multiple methods to generate qualitative and 

quantitative data is adopted. A Delphi method is applied over multiple stages aimed 

at achieving consensus among experts and professionals using open and semi-

structured interviews, analytical hierarchy process (AHP), quantitative survey and 

group building methods. The sample consists of 25 experts from different law 

enforcement organisations and from different roles and different levels of the 

organisation. The findings present a digital competency framework for cybersecurity 

of CPI which models a holistic socio-technical approach and evaluation of digital 

competency requirements in line with the different functions and roles of law 

enforcement. Digital competency is conceptualised as an interplay of multiple 

interconnected dimensions including balance, type and relevance of training and 

future proofing. The highest ranked digital competencies for law enforcement to 

protect CPI are identified as Investigate, Analyse, Collect and Operate and Protect 

and Defend. The three highest ranked specialty areas are Cyber Investigation, Digital 

Forensics and All-Source Analysis. Cybercrime Investigator, Law 

Enforcement/Counterintelligence Forensics Analyst, and All-Source Analyst are the 

highest ranked work roles.  The framework identifies knowledge skills and ability 

competencies for each of these domains. This study makes a novel contribution to 

theory of digital competency in identifying and prioritising key factors and processes 

for the design and implementation of digital competency development. The study 

prioritises the competences and speciality areas of digital competency and the 

associated knowledge, skills and abilities (KSAs) in the area of law enforcement for 

enhancing security of CPI.   
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Chapter 1 Introduction 

1.1 Research Background 

Critical national infrastructure such as power, water, or waste installations, 

airports and ports, oil storage and refineries, hospitals and key government 

installations is the backbone of any country’s security and economy. Rapid 

technological development and the pervasive role of the Internet cyberspace touches 

on every facet of modern life (Willits and Nowacki, 2016). The growth in the use of 

the Internet and increasingly interconnected networks coincides with increasing threat 

and risk of cybercrimes on individuals, organisations and national and critical 

infrastructures (Johnson, 2014). Over decades critical infrastructures (CI) consisting of 

organisational and physical structures and facilities that are vital to nations’ social and 

economic functioning have been subject to technological change.  

Increasing digitalisation means that cyber security is emerging as a major issue 

for critical infrastructures (Gjesvik, 2019). Inter-connected computers and industrial 

control systems are at the heart of operating critical physical infrastructure (CPI), 

allowing for centralised monitoring and remote operations and maintenance. 

Cyberspace is the sphere in which operations across all different fields of personal and 

public life are conducted and interconnect (Galik and Tolnaiova, 2020).  

1.1.1 Cyber Security Threat to Critical Infrastructure  

Cyberattacks on CPI are able to inflict major impacts and incapacitate physical 

and economic security and health and safety at national levels. All different CPI 

systems for power, water, health, defence, manufacturing, and transportation have 

become increasingly interconnected and vulnerable to cyberattacks. CPIs have been 

subject to increasingly frequent and intense disruptions and hazards originating with 

cyber-physical systems and systems-of-systems, that includes the Internet of Things 

(IoT) (Bogdanoski et al., 2019). 

The protection of CPIs is a matter of national security and an issue attracting 

increased attention from governments and law enforcement and security agencies 

(Enisa, 2019; Bate, 2017). This is because CPIs around the world are victims of a 
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rising incidence of cyberattacks ranking as the fifth highest economic risk in 2020 

(WEF, 2020). CPIs are under threat of attack through different areas and levels of 

technologies: device/IoT, network level, system, applications, data or user level 

(Kohnke et al., 2019). Attacks can be boundaryless and a single cyberattack can result 

in paralysis of CPI or data breaches and impact victims in multiple jurisdictions.  

The potential impact of cyberattacks on a nation’s CPI can be even more 

significant than conventional terrorist attacks (Lin, 2016). Cyberattacks can cause 

significant economic damage and threaten public safety and security. In recent years 

CPI across all sectors and around the world has faced disruption and damage as 

cyberattacks caused partial or full shutdown or disabling of systems affecting health, 

power, water and causing serious threat to life. Cyberattacks have halted air traffic 

(Haugli et al., 2019), disrupted the functioning of health systems and the daily delivery 

of health care and surgeries (Wiedeman, 2019), impeded commerce and business at 

global level (Greenberg, 2018) and have provoked temporary power outages (Gjesvik, 

2019; FireEye, 2018).  

Examples show the extent to which cyberattacks can threaten critical physical 

infrastructure. In 2021 the Irish health system suffered a ransomware attack that 

severely disabled key Health Service Executive systems and necessitated the shutdown 

of the majority of its other systems. In 2017 the ‘WannaCry’ ransomware attack on the 

UK NHS disrupted a third of English NHS trusts resulting in cancelled appointments 

and medical operations (Rees, 2021). In 2020 cyberattacks on European energy 

infrastructure caused temporary shutdowns of power systems and produced major 

economic disruption and life-threatening impacts to medical systems (Owaida, 2020). 

Moreover spear phishing attacks on power distribution companies in one European 

country resulted in disruption of the power grid that affected more than 200,000 

people, left 8 provinces without power and physically degraded operational systems 

(ECSO, 2018).  

1.1.2 Critical Infrastructure in the UAE 

Cyberattacks on critical physical infrastructure are increasingly a threat to the 

security of the Middle East. In this region the oil and gas sector and CPIs are a major 
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target accounting for half of all cyberattacks. In 2019 an oil company in the United 

Arab Emirates (UAE) was the focus of Shamoon 3, a malware attack that deleted and 

overwrote files and systems (Murphy, 2020). In January 2021 UAE telecom 

companies and internet service providers were hacked and data was stolen by a 

cyberespionage group linked to Hezbollah (CSIS, 2021).  

For the UAE the protection and safeguarding of its growing and evolving CPIs 

has become an issue of paramount importance for national security and safety. The 

country has increasingly emerged as a popular and attractive target for cybercriminals 

as a result of its strong economic growth and activity, widespread adoption of 

technology, high levels of tourism and the development of the oil and gas sector 

(Rajan et al., 2017). The UAE has increasingly become a gateway hub for trade and 

travel both in the Middle East and worldwide. Due to these factors the country is the 

second-most targeted nation globally for cybercrime with an increasing level of attacks 

against infrastructure (digital14, 2021). Industry reports show for example that a 4% 

increase in cyberattacks on the UAE’s Industrial Control Systems (ICS) in 2021 is 

considerably greater than the 1.2% increase experienced by the rest of the world 

(Zawya, 2021).  

All the seven emirates of the UAE have undergone rapid economic development 

and urbanisation. Major private, commercial and infrastructure construction projects 

and mega projects in all sectors have implications for the built environment and the 

expansion of critical infrastructures (Al-Shihri, 2016; Jamil et al., 2016).  The UAE 

context in respect of CPI is evolving rapidly due both to urbanisation and a 

modernisation programme that has resulted in a process of rapid and comprehensive 

adoption of technology in which infrastructures and government services are 

substantially digitised, smart cities are highly interconnected and internet and 

smartphone penetration rates are among the world’s highest (UAE Gov, 2021; 

eMarketer, 2019). This has included the expansion and digitisation of critical physical 

infrastructures and systems. There has been significant development in health, water 

and electricity, financial, chemical, transport, nuclear, and oil and gas infrastructures 

accompanied by new installations and systems that have yet to be fully tested and 

secured. This underlines that despite rapid modernisation the country remains under-
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developed in certain areas and compared to more developed nations such as the US 

and Europe cybersecurity and protection remains in its infancy. The Middle East and 

UAE are still vulnerable and evolving and there is an imperative to develop the 

competencies of law enforcement for the protection of CPI.  

The UAE further inhabits a volatile and fragile geo-political context geopolitical 

context that has implications for cybersecurity and law enforcement protection of CPI. 

The importance of the UAE regionally and globally suggests that critical damage to its 

infrastructure would have significant implications for the rest of the world. Evidence 

shows that the UAE is experiencing significant pressures from cyberattacks driven by 

nation states for economic and political purposes (digital14, 2021) and on CPI leading 

to espionage and disruption to public life and which pose a potent threat to national 

security. Development of these CPIs has relied on foreign involvement and an 

immigrant workforce, potentially increasing vulnerabilities. Moreover general issues 

exist of aging and decaying infrastructure and the adaptation required to meet modern 

standards. To mitigate the threats and risks of cyberattacks in the future, there is a need 

in the UAE for a framework which could enhance the development of digitally 

competent professionals capable of managing and securing reliable digital 

infrastructures effectively (Al Neaimi et al., 2015). 

1.1.3 Law Enforcement and Cyber Security of CPI 

The threat to CPI underscores the capacity of law enforcement to respond 

effectively. The role of law enforcement and the development of competencies in 

cyber security skills is viewed as a critical dimension to protection of CPIs (Robertson, 

2019; Nowacki and Willits, 2019). Cybercrime is increasing in size and scope across 

the globe and rapidly creating new and changing forms of crime. Cyberspace 

represents a major opportunity for criminals to launch attacks against a nation’s critical 

physical infrastructure (Cavelty et al., 2016; Brown et al., 2006). Law enforcements’ 

ability to protect CPI is dependent on maintaining pace with the evolving cybercrime 

and threat landscape. Improving the capabilities and understanding of skills required 

of law enforcement agencies in order to effectively combat physical and cyber threats 

facing national infrastructure is recognised as a major imperative.  
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The scope of awareness, skills and knowledge required for cyber security is vast, 

multidimensional, layered and complex (Cavelty et al., 2016; Deibert and Rohozinski, 

2010). Tackling the problem of cybercrime in the UAE and around the world is linked 

to the imperative to develop a digital competence framework for UAE enforcement 

agencies especially in regards to critical physical infrastructure. Law enforcement 

needs to be responsive and competent so as to be able to counter threats against 

national and critical infrastructures and effectively investigate and prevent cybercrime 

(Robertson, 2019; Bossler and Holt, 2012). 

1.2 Research Rationale 

Cybercrime poses a range of problems for police organisations. A major issue is 

deepening understanding of the best way to develop key knowledge and skills in 

relation to cybercrime across the organisation to ensure the appropriate responses to 

cybercrime incidents from police officers. There is a strong rationale for the 

development of a digital competency (DC) framework. Current research and practice 

remain fragmented and unclear in defining digital competences and establishing key 

dimensions that are required for law enforcement to prevent and investigate 

cybercrime both in general and in relation to CPI.  

In particular there exists no detailed framework or reference that enables 

practitioners to understand the type of skills needed to develop law enforcement. 

Much research has identified the relation between law enforcement and technology 

(Wall, 2015; Faith and Bekir, 2015; White and Escobar, 2008; Nuth, 2008). Other 

studies stress the link between advancements in technology and crime (Custers, 2012; 

Wexler, 2012; Savona and Mignone, 2004). Nuth (2008, p.443) argues that 

development of digital technology has driven police into a “crime technology race” 

where both criminals and police utilise technology to obstruct the other side.  

Moreover in research and practice there remains limited understanding of the 

relationship between digital capabilities and law enforcement roles. There is growing 

acceptance among law enforcement globally that there are insufficient skills and 

knowledge, training and resources to identify, understand and respond to the 

increasing challenges posed by cybercrime and the additional implications of 
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cybersecurity (Hunton, 2012, p. 225). Cyber security is a highly multifaceted and often 

subjective discipline, and the absence of universally accepted definitions and 

competencies underscore the need for a methodological approach to explore and 

validate digital competencies.  

Cybercrime is an increasing global challenge for which police require training to 

enable an effective response, and identifies incidences in which a computer is 

employed in carrying out a crime or is the crime target itself. Without necessary digital 

competencies law enforcement will be less effective in addressing cybercrime. It is 

important to provide recognised behaviours and values and establish a consistent 

foundation for development and raise standards and capabilities for law enforcement. 

Although consensus exists in relation to the requirement to develop and strengthen law 

enforcement digital competencies, until now this has not been reflected in the 

priorities of governments for capacity building. 

The driving force of technology and the digitisation of CPI underscores the 

importance of developing the digital capabilities of law enforcement. The problem 

context emphasises the need to develop attitudes, knowledge and skills for cyber 

security across law enforcement to engender necessary levels of expertise 

organisation-wide to address the challenges of cybercrime. There is a requirement for 

a law enforcement skilled in cyber security to address the unique cyber security needs 

of critical infrastructure. This recognises that given the evolution of technology and 

cyber threats police need to persist in the adaptation, design, implementation, 

maintenance and continuous improvement of cyber security practices (Newhouse et 

al., 2017).  Digital competency represents an integral facet for maintaining pace with 

innovations in technology impacting cybercrime and the methods and operations of 

cybercriminals.  

To comprehend the consequences and complex issues linked to the development 

of digital competence, a detailed mapping of available resources and skills training 

needs across different cyber technical disciplines is imperative (Hunton, 2012). The 

digital competences needed for future operational functioning are likely to be framed 

as multi-disciplinary, multi-skill, and multi-agency (Hunton, 2012). This provides the 

rationale for the multi-faceted approach applied in this research that links training and 
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digital competences in the context of the UAE police force to propose a framework. 

Recent research has identified five key technical roles for police departments to 

consider: technical domain expert, technical enquirer, network investigator, digital 

forensic examiner and forensic technician (Hunton, 2012). Few studies have examined 

this topic in the context of UAE law enforcement which underscores the need to 

investigate further to understand the technical roles, competencies and knowledge 

required in this context (Hunton, 2012). There is a strong rationale for conducting this 

research in the UAE. Like many aspects of UAE society critical physical infrastructure 

has undergone rapid modernisation, digitisation and interconnection of systems that in 

turn represent potential vulnerabilities. This links further to the level of cybersecurity 

and protection in the country which remains under-developed in comparison with 

developed nations. Compounding this issue the UAE is one of the most highly targeted 

countries in the world for cyberattacks (digital14, 2021) with assaults on infrastructure 

and industrial control systems higher than global averages (Zawya, 2021). This 

situation is not helped by limited analysis or empirical evidence in the area of 

developing digital competence within the UAE context, and even less in terms of 

cybersecurity and the protection of CPI. This points to a critical need for additional 

research in safeguarding CPI within UAE against growing threats of cyberattacks. 

Governments and law enforcement are experiencing major challenges in 

responding to cybercrime and safeguarding CPI. There is an imperative for the 

development of digital competencies that underpin capabilities for investigation and 

attribution and stimulate novel operating practises. It is necessary to address this issue 

through more education and training in cybercrime. However there is a need for 

greater transparency and consistency for required practitioners for digital competence 

development that can be addressed by a DC framework which can provide impetus 

and focus for the development of all-round skills of law enforcement personnel in their 

specific roles. To date cyber security curricula have been challenged to maintain pace, 

predominantly due to a lack of structure and systems to rapidly integrate new content 

in response to developing threats or needed skills (ENISA, 2019). A DC framework 

will support the law enforcement training curriculum and provide greater clarity and 

support in the design of programmes to provide more comprehensive and unified 

knowledge and skills that law enforcement should develop.  
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There is also significant rationale to provide policy and strategists with a 

comprehensive understanding of digital competencies for law enforcement to promote 

awareness and understanding that has been validated. A proposed framework in the 

UAE should take into consideration not only adoption but also training for 

technological engagement within the police workforce (Willits and Nowacki, 2016).  It 

is necessary to acquire digital capabilities beyond specialised units to ensure that 

personnel across all divisions and levels are able to perform effectively in the digital 

environment. A competency framework can establish foundation for creating in law 

enforcement officers broad cybercrime knowledge and addressing deficiencies in the 

cyber workforce. Further, it is necessary to provide clarity on specific requirements for 

DC for law enforcement roles that is necessary to raise the level of digital competence 

among all law enforcement personnel and address skills shortages. 

1.3 Research Problem 

Despite the significance of developing digital competences of enforcement 

agencies, few attempts have been made to undertake rigorous analysis with empirical 

evidence in this area within the UAE context. Governments have trailed behind the 

evolution of cybercrime in their capacity to stop or prevent cyberattacks and the extent 

to which they are able to ascribe crime to cybercriminals and ensure they meet justice, 

generating a gap in cyber enforcement worldwide (Nowacki and Willits, 2019). Law 

enforcement faces a major challenge in ensuring cyber security competencies at 

organisational level to effectively combat cybercrime in general and in relation to the 

protection of critical physical infrastructure (CPI).  

The problem context that underpins the motivation and goal of this study is 

characterised by a number of issues that underline the need for a digital competency 

framework that supports the capabilities of the police to effectively respond to cyber 

threats to CPI. To address these research questions this research aims to develop a 

digital competences framework for UAE law enforcement agencies to combat cyber 

security threats facing the UAE’s critical physical infrastructure 

Cyber security skills globally and across all sectors are in crisis where demand for 

such skills significantly exceeds supply and a skills gap is evident in the CPI sector 
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(Enisa, 2019; UK Gov, 2018). It is evident that law enforcement faces challenges in 

recruiting the necessary skills. Of all the sectors in the labour market cyber security is 

one of the most constricted. The Cybersecurity Workforce Study (ISC2, 2021) shows 

that globally there are 4.19 million cyber security professionals however a further 2.72 

million are needed with growth of 65% required in the cyber workforce to address the 

demands of the labour market. Results indicate that nearly 65% of organisations 

surveyed are deficient in the staff needed for cyber security tasks and a lack of 

experienced and skilled cyber security personnel is a major issue (ISC2, 2021).  

This skills gap is more acute in law enforcement where competencies remain 

largely embedded in traditional law enforcement skills. This skills shortage places 

stress on organisational training and development to increase officers’ levels of digital 

competencies and develop core specialists’ competencies to address different types of 

cybercrime. Cybercrime is steadily increasing and existing technical models to address 

cybercrime appear to be ineffective in countering its growth. Cybercrime trends 

indicate a growing aggressiveness and willingness to confront targets. Rapid societal 

digitalisation, which has increased with the advent of the Covid-19 pandemic, 

generates new vulnerabilities able to be utilised by criminals conducting their 

activities online. Cyberattacks such as ransomware, the generation and dissemination 

of malware, theft of sensitive personal or industry data through hacking, and denial of 

service (DoS) attacks, have risen in recent years both in number and level of 

complexity (EU, 2021). 

Further, the increasing complexity and interconnectedness of information and 

technology, incorporating operational technologies, represents a major challenge to 

plainly describe the work being conducted or desired to be achieved. The response of 

law enforcement agencies to cybercrimes has been made more difficult by issues of 

jurisdiction, budget and training, and interest among police management (Nowacki 

and Willits, 2019; Holt et al., 2015). Cybercrime is in a stage of infancy and its rapid 

and evolving nature is associated with minimal consensus of the definition and 

parameters of cybercrime that makes it difficult for organisations to identify and 

address the demand for skills (Schreuders et al., 2018; Vogel, 2016). 
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In the United Arab Emirates (UAE) while the government has brought in 

modifications to its sole law on cybercrime there exist concerns over its ability to 

provide adequate protections (Rajan et al., 2017). This concern is not unique to the 

UAE as there is consensus that law enforcement and the criminal justice system is ill 

prepared to address cybercrime globally (Joshi, 2015; Peachy, 2014). Enforcement 

agents often find themselves disadvantaged due to lack of clarity in regards to 

governance of interconnected threats, leading to the need to enhance understanding of 

the nature of interdependence and cooperativeness of governments and law 

enforcement agencies at regional and global levels (Cavelty et al., 2016; Deibert and 

Rohozinski, 2010). 

Additionally, due to the nature of cyber networks as cross border/transnational 

organisms, the issue of security and governance of such networks requires supra 

national solutions (Cavelty et al., 2016; Deibert and Rohozinski, 2010). The above 

supra national/transnational solutions for cyber defences appear to still be ‘grey areas’ 

with need for further documented empirical studies, especially in Middle Eastern 

countries (Alneaimi, 2016). This research therefore is long overdue and as the Global 

Cybersecurity Index 2018 has identified, the issue of capacity building and in 

particular education and training programs for public sector agencies such as law 

enforcement have been under researched or given less priority.  

The complexity of cybercrime, the evolving nature and the threat landscape 

creates a major challenge for law enforcement to maintain pace and achieve the 

necessary level of competency across all areas to sufficiently counter the threats to 

CPI. A key challenge lies in understanding and maintaining pace with developments 

(Nowacki, and Willits, 2019). As criminals adapt and capitalise on the opportunities 

provided by new technologies police forces are also under pressure to continually 

innovate and change and update to address different forms of criminal innovation. 

Responding effectively to criminal innovation and use of technology to commit crime 

is rapidly becoming a key priority, driving a need to keep pace with emerging 

technologies, new crimes and a dynamically changing threat landscape (Europol, 

2018).  
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Thus a wide range of criminal innovation represents a major impetus for police 

innovation to counter new forms of crime. The development of new technologies has 

provided a major incentive for criminal innovation to create new crimes and adapt 

traditional crime techniques and radically altering criminal practices. One of the 

notable characteristics of criminal innovation acknowledged by leading law 

enforcement agencies is the high degree of flexibility and adaptability of individuals 

and groups perpetuating crime and the speed at which they can identify new 

opportunities, victims or evade detection or countermeasures (Europol, 2019). 

Technology has unlocked new avenues for criminals to commit crime through 

innovations that maximise revenues from crime, operate more efficiently and minimise 

risks and risk of detection (Europol, 2018).   

In addition to the external context of cybercrime, internally a number of 

organisational issues in law enforcement has constrained the development of digital 

competencies resulting in a lack of consistency and coherence in overall capability to 

respond to cybercrime. The relationship between technology and law enforcement has 

traditionally been complex and occasionally contentious (Heal at al., 2016; Fatih and 

Bekir, 2015). Criminals appear able to take advantage of new technologies more 

rapidly than police whose ability to adapt to technological advances is more 

constrained (Robertson, 2019).  

In particular existing training for police is ill prepared to address the needs of 

digital societies (House of Commons, 2018; Timpf, 2014).  According to needs 

assessment research for police the most widespread need is training and knowledge in 

digital technologies (Cockcroft et al., 2018). Conversely evidence shows that 

technological competencies are frequently not a recognised part of police training 

(Cockcroft et al., 2018; Koksal, 2009). White and Escobar (2008) identified the need 

for police agencies to improve their current training curricula to ensure officers 

possess the knowledge and skills to utilise digital technologies effectively.  

Against this knowledge gap, law enforcement agencies are failing to offer the 

correct quantity and depth of training which is impeding both the development of a 

continuous pipeline within agency workforces and the professional development of 

police officers in different roles. Law enforcement lacks competencies to operate in 
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the digital world and effectively prevent and investigate cyberattacks on CPI 

(Robertson, 2019). A society which is so highly digitised has requirements for police 

officers who have both the technological resources and skills to address the demands 

of that society (Hitchcock et al., 2017; Custers, 2012) nevertheless digital skills are not 

yet an integral part of conventional police training and development (Harkin et al., 

2018; Bossler and Holt, 2012) so that officers are frequently left without help to 

develop necessary digital skills (Sanders and Hannem, 2012; Schafer and Boyd, 2007).  

In particular training on cybercrime or digital cyber security skills is fragmented 

and inconsistent across programmes (House of Commons, 2018; Palmiotto et al., 

2000). Until now cyber security curricula have faced challenges to maintain pace, as 

they lack the methods and tools to rapidly integrate material on new skills or emerging 

threats (ENISA, 2019). Some research shows that there is a need for redefining 

educational and training pathways and unifying standards for cyber security however 

this is hampered by low availability of cyber security courses, misalignment between 

educational provision and market demands and focus on theory in place of practical 

training. Students experience constraints in developing a holistic cyber security skillset 

due to the need to specialise in either societal or technical cyber security issues 

(ENISA, 2019). Therefore current methods in training have failed to ensure that 

officers are effectively prepared to combat digital crime (House of Commons, 2018; 

Wolf, 2013).  

Studies have also found that police officers are expected to be effective first 

responders to cybercrime however have little experience or training in these cases 

(Holt and Bossler, 2012; Craiger et al., 2005). Digital competencies remain largely 

unrecognised as a core competency with training concentrated on specialised units 

rather than organisation-wide. The literature emphasises the resources continuum 

(Williams et al., 2013) and the frequent tensions between specialist cybercrime units 

vs non-specialists (Willits and Nowacki, 2016). Digital skills in cyber security have 

yet to feature as a comprehensive component of law enforcement curricula (Stoetzer 

and Robertson, 2019). In the UK College of Policing, of over 170,000 courses 

completed in 2014-15, only four focused on cybercrime modules (Hitchcock et al., 

2017).  
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This issue in turn may well be influenced by a broader cultural mindset in law 

enforcement that places emphasis on behavioural and militaristic cultures and a focus 

on officer attributes that emphasise physical strength, command, and crime control 

(UK Gov, 2018). Where cybercrime and digital literacy has been prioritised this has 

been in a highly specialised way. More broadly in the job market cyber security is a 

relatively new and dynamic sector and job specifications are linked to the specific 

context in terms of organisation sector and size (Pedley et al., 2018). Thus in general 

cyber security has been viewed as a highly specialist role which exists in large firms 

that may well be reflected in law enforcement. Stokes (2010) argues that specialisation 

can allow police organisations to save considerable cost in redundant training, 

provides greater expertise and enables skilled staff to follow and progress in 

individualised career pathways (Robertson, 2019).  

Specialised cybercrime units are the most prevalent policing model and 

increasingly implemented globally (Robertson, 2019; Harkin et al., 2018). The need 

for organisation-wide upskilling of law enforcement both beyond traditional policing 

and specialist cyber-crime has yet to be recognised (Harkin et al., 2018, p. 529). In this 

context law enforcement officers cannot maintain pace with continuous criminal 

innovation and counter the threat to CPI. Moreover this creates major risks for law 

enforcement linked to mismanagement of digital evidence, inappropriate utilisation of 

technology and social media, resource wastage and delays (Stoetzer and Robertson, 

2019). Traditional methods to fight crime would be unlikely to match the more 

advanced techniques employed by cyber criminals (Willits and Nowacki, 2016).  

Analysis of CPI cyber security skills has identified the need for training across all 

CPIs including: awareness raising; vulnerability assessment; identity and access 

management malware analysis; incident response management; forensics analysis; 

data protection; data security; network analysis; cloud security; web app security; 

wireless security; ICS/SCADA Security; device and endpoint security; intrusion 

prevention and detection; threat intelligence; supply chain security; security of 

outsourcing; protection against advanced persistent threats (APT); and protection 

against distributed denials of service (DDoS) attacks (Piesarskas et al., 2019). The 

significance of digital competencies for law enforcement is underlined by the fact that 



 

 

 

14 

law enforcement around the world lacks understanding of digital trends, threats and 

skills. 

This context underlines the need for a broader and deeper level of competency for 

law enforcement (Gluschke et al., 2018; Willits and Nowacki, 2016). There is a major 

scarcity of law enforcement agents who understand security implications associated 

with CPIs and required processes to effectively assess and investigate cyberattacks. 

Moreover the necessary competencies to operate in the digital environment and 

respond to cybercrimes and attacks are not clearly defined in existing law enforcement 

roles (JCNSS, 2018). A diverse range of specialist skills and strong technical expertise 

is needed to secure CPIs against evolving and varied cyber threats. Responses require 

innovative ideas and initiatives and new forms of collaboration among public sector 

agencies (von Solms and Van Niekerk, 2013). While some commonalities exist 

different sectors have context-specific issues, concerns and risks requiring differing 

approaches to cyber security (Gjesvik, 2019).  

Law enforcement needs to understand the specific risk and threat to CPIs and to 

possess the knowledge and skills to respond to cyberattacks. The protection of CPI 

requires a broader range of technological competence. Emphasis has been placed on 

comprehension of the risks, technologies and actors and the increasing cyber security 

requirements associated with the complex domain of critical infrastructures (Weed, 

2019). There is a need for flexibility and speed at strategic level to prepare for events 

in the dynamic cyber context (Pöyhönen et al., 2020). Enhancing situational awareness 

(SA) depends on information sharing between the different actors involved and 

improves incident planning and management. Law enforcement response depends on 

their level of ability to detect and classify threats which in turn depends on a high level 

of security awareness drawing on different sources of information to identify and 

categorise patterns of cyber activity (Gjesvik, 2019).  

However law enforcement can lack the ability to sufficiently understand the threat 

landscape and the sophisticated campaigns and patterns of cyberactivity (Gjesvik, 

2019; Smith, 2018). Law enforcement may lack the digital capabilities to respond 

efficiently and effectively and investigate cyberattacks which often require analysis 

through a complex network of systems. For instance, CPI supply chains are 
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characterised by complex systems of systems that have interrelated interdependencies 

and networks. In general organisational networks and work processes are large 

logistical frameworks composed of interrelated elements (Poyhonen et al., 2020). 

Traditionally, UAE law enforcement has focused on preventing failures in CPI 

caused by accidents or natural disasters. However, as a result of increased digitisation, 

there is an urgent need for additional research in safeguarding CPI within UAE against 

growing threats of cyberattacks (Brown et al., 2006) to enhance security, reliability 

and resilience of UAE’s CPI against cyberattacks. Further there is a need to identify 

the organisational and technical interventions required by UAE public sector 

organisations to enhance cyber security with a focus on both proactive and reactive 

approaches. Law enforcement requires understanding of preventative measures so that 

they are able to advise and support the protection of CPIs. In general across all sectors, 

while cyber security threat awareness and its perceived importance is identified to be 

high the extent of efforts to address cyber security risk are often differentiated across 

sector and organisation size. Just under half of organisations have introduced new 

policies to mitigate risks to cyber security and an even lower proportion (43%) have 

implemented risk assessments and analysis of impacts to quantify potential threats 

(Gluschke et al., 2018).  

The protection of critical physical infrastructures is associated with a number of 

core functions which in law enforcement may be severely limited. Protection of CPIs 

requires competencies related to identification and understanding of cyber threats to 

systems, activity monitoring and detection, the implementation of protective measures, 

responding to incidents, and recovery and restoration (NIST, 2018).  Law enforcement 

lack the specific competencies in each of these broad areas in order to effectively 

undertake their role to prevent and investigate cyberattacks. In some countries such as 

the UK information about the nature of the cyber security skills gap in the CPI sector 

is primarily anecdotal. There is no detailed analysis available of which CPI sectors are 

most affected, in which disciplines and at which levels of expertise the shortage is 

most acute (JCNSS, 2018).  
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1.4 Research Questions 

This problem is consistent with a knowledge gap in the literature in the 

understanding of digital competency of law enforcement for CPI (Ala-Mutka, 2012; 

Ferrari et al, 2012). There remains a lack of clarity in the literature and practice in 

what ways law enforcement needs to develop digital competences to be able perform 

its role effectively in a digital environment. Based on the research context and 

problems three research questions are formulated that guide the focus of this 

investigation and ensure a significant contribution in this field: 

1. What are the function and roles of law enforcement in Cyber Security for CPI? 

2. What key domains and elements of digital competency for cyber security can 

be identified that are critical for law enforcement to perform its role in protecting CPI? 

3. What framework can be developed to guide policy and the development of law 

enforcement in the UAE and enhance its capability to perform its role effectively in a 

digital environment? 

1.5 Research Aim and Objectives 

To address these research questions this research aims to develop a digital 

competences framework for UAE law enforcement agencies to combat cyber security 

threats facing the UAE’s critical physical infrastructure. To address this aim the 

research is directed towards three research objectives: 

1. To investigate the key function and roles of law enforcement in cyber security 

for CPI 

2. To define and validate the key dimensions and elements of digital competency 

for cyber security law enforcement to perform its role in protecting CPI 

3. To develop a framework to guide policy and the development of law 

enforcement in the UAE and enhance its capability to perform its role effectively in a 

digital environment. 
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1.6 Research Contribution 

The findings will have relevance to law enforcement training and performance 

policy both in the UAE and in the wider international context. The findings from this 

study will make a novel and significant contribution to both theory and practice. At a 

theoretical level this research contributes a novel digital competency framework for 

cyber security skills specific to law enforcement necessary for protection of CPI. This 

provides a unique understanding by making four major contributions that extend 

existing work. Firstly while there has been some work on digital competencies for 

cybersecurity (Cybok.org, 2020; JCNSS, 2018; Libicki, 2007) the findings will be 

unique in terms of identifying digital competencies for cybersecurity specifically in 

the context of law enforcement. In particular this study provides empirical analysis 

that identifies and prioritises categories of digital competencies and associated 

specialties and work roles critical for law enforcement to ensure cybersecurity 

protection of CPI. This points to the second unique contribution in terms of providing 

a response to protection of CPI for law enforcement. The goal of the empirical analysis 

is to identify and prioritise the specific digital competencies, specialty areas and work 

roles for law enforcement that will most allow them to effectively protect critical 

physical infrastructure. The resulting framework addresses a knowledge gap in 

understanding and mapping digital competencies that are required for different law 

enforcement roles in terms of cyber security of CPI. The framework contributes a 

comprehensive reference of the set of knowledge, skills, and abilities necessary for 

law enforcement that defines structured pathways for understanding and developing 

them. The outcomes of this research further contribute a holistic framework that 

integrates the theories of cybercrime linked to CPI protection. The literature shows 

that the majority of frameworks focus attention on either the technical aspects of 

cybercrime or less technical aspects such as organisational, human, and leadership 

(Boin and McConnell, 2007). The proposed framework takes into consideration 

organisational, leadership, managerial, and resource driven digital competences 

(Skogan and Hartnett, 2005; Weisburd and Lum, 2005). A unique contribution will 

also be made in terms of identification of key implementation factors for a digital 

competencies framework for law enforcement in the context of cybersecurity for CPI. 

This will address the planning and implementation context by identifying multiple 
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planning factors that are critical to establish an effective and efficient design and 

implementation for a digital competency framework.  

Fourthly the framework provides a novel contribution by extending understanding 

in the context of an Arab and developing country, and specifically in the context of the 

UAE. The importance of this research is linked to concerns over the UAE 

government’s ability to provide adequate protections against cybercrime (Rajan et al., 

2017). Further despite the significance of developing digital competences of 

enforcement agencies, there is limited analysis or empirical evidence in this area 

within the UAE context. While traditionally, UAE law enforcement has focused on 

preventing failures in CPI caused by accidents or natural disasters a rapid and 

widespread increase in digitisation underlines an urgent need for additional research in 

safeguarding CPI within UAE against growing threats of cyberattacks. This study 

makes a contribution by addressing the need to identify the organisational, technical 

and development interventions required by UAE law enforcement to enhance cyber 

security.  

The findings will also have a range of managerial implications in increasing the 

capacity of law enforcement agencies to address cybercrime and protect CPI. The 

framework can promote consistency and common reference across all agencies for 

development of DC and support practitioners to make informed decisions and raise 

standards. The framework represents a tool that supports development of law 

enforcement to maintain pace with the cyber security landscape and enables law 

enforcement to adapt and develop to operate in the digital environment.  

Further it offers practitioners a tool to assess and evaluate the digital 

competencies for law enforcement personnel and promote a holistic understanding of 

cyber security for CPI. This can support benchmarking and allow law enforcement 

organisations to understand organisational needs and identify skills gaps in different 

areas and roles relating to CPIs and ensure a consistent and efficient approach for 

development of digital competence for law enforcement in cyber security of critical 

physical infrastructures.  
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Across all law enforcement functions the framework can support the development 

of policies and procedures, tools and implementation of measures that increase the 

capability of law enforcement to protect CPI. Finally, this research can contribute to 

defining nationally recognised behaviours and values in the UAE, and represents a 

consistent foundation for a range of local and national processes and ensure 

expectations and improved standards of law enforcement for the protection of CPI. 

1.7 Thesis Structure 

This study presents the research goal and the research process across seven 

chapters. The first chapter provides an introduction to the study including background 

and problem context, the research rationale and the research aims and objectives and 

significance. The next two chapters provide the theoretical foundation for this study. 

Chapter 2 provides a background to the role of law enforcement in cyber security and 

critical infrastructures which is necessary to understanding the requirements for digital 

competences. Chapter 3 presents a review of relevant literature, theories and concepts 

in relation to competencies and digital and cyber security competencies and presents 

the conceptual framework for this study. Chapter 4 concerns the research design and 

methodology for this study and outlines the mixed method approach incorporating 

qualitative and quantitative data that is collected using a Delphi method and the 

different phases of this approach. A comprehensive overview is given that explains the 

research approach, methods and procedures utilised to achieve the research aims and 

discusses the methodological considerations and rationale that underpinned the 

research process throughout all phases of this study. Chapter 5 presents the results of 

the data analysis for the several phases of research outlining key themes in relation to 

cyber security competencies for law enforcement. This is structured in line with each 

phase of the Delphi method. These results are then discussed in Chapter 6 in the 

context of prior literature and theory. In the final Chapter 7 the thesis is concluded 

summarising the key findings, contributions and implications emerging from this study 

as well as key recommendations, limitations and avenues for future research. 
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Figure 1-1. Thesis structure
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Chapter 2 Law Enforcement in Cyber Security for CPI 

2.1 Introduction 

The development of a digital competency framework for law enforcement for 

the purpose of enhancing cyber security for critical physical infrastructure (CPI) 

requires an understanding of the scope and underlying requirements that will shape 

such a framework. The purpose of this chapter is to provide a detailed background to 

the research focusing on understanding the criminal innovation, nature of 

cybercrime, cyber security in the UAE, CPI and the role and functions of law 

enforcement.  A discussion of these topics in this chapter is essential to researching 

and developing a digital competence framework that addresses the cybercrime 

context and challenges and focuses on the necessary competencies for law 

enforcement in the area of CPI. 

2.2 Cybercrime Definition and Types 

The changing role of technology continues to redefine the role of the state and 

its enforcement agents globally. Cybercrime is a broad term that identifies the 

incidence of a harmful action that is conducted using or facilitated by information 

and communication technologies (ICT) (Wall, 2007). The expression has been 

utilised to represent a range of different concepts at differing levels of definition. 

Broadly the term can refer to any illegal activity resulting in either pecuniary or non-

pecuniary loss such as violent crime, vandalism, or blackmail. It can also be 

employed to allude exclusively to nonviolent crimes leading to a monetary loss 

where for instance a financial loss is incurred due to hacking into a system and 

accidentally or intentionally deleting files or records associated with financial 

accounts. According to the definition by Wall (2007) cybercrime depends on an 

understanding of how technologies impact on society, social systems and behaviours. 

It is evident that the Internet and digital space is continuously changing and evolving 

creating new opportunities for criminal activity. This has implications for the 

competencies of organisations and agencies either engaged or connected to 

cyberspace or responsible for governing and regulating this space (Jahankhani et al., 

2014; Yar, 2006).  
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Wall’s (2007) classification of cybercrime by level of opportunity and type of 

crime shows cybercrime can be considered broadly in terms of four impacts: 

computer-related (acquisition theft/deception); content-related (obscenity); content 

related 2- (violence); integrity-related (harmful trespass). Further, digital space offers 

opportunities for more traditional crime to be perpetrated through communications and 

creating opportunities for traditional crimes to be perpetrated across borders and 

boundaries; or novel opportunities for emerging kinds of crime.   

The complexity of cybercrime can be seen through different perspectives that 

underline the potential threat on CPI. More widely the literature categorises four 

overarching categories of cybercrime defined in terms of the relationship between ICT 

and the crime: the computer or device as the target; the computer or device as the 

instrument of crime; the fraudulent use of ICT systems; and crime linked to the 

prevalence of computers (Jahankhani et al., 2014). When applied to CPI the computer 

can become the target of attacks, be used to perpetrate crime, used fraudently or used 

to steal critical data about CPI or other facilities. 

Other definitions of cybercrime suggest more specific types of attacks on CPIs. 

The Convention on Cybercrime Treaty adopted by the Council of Europe in 2001 

alludes to several activities considered to represent cybercrime offences such as: 

intentional but unauthorised access to computer systems and interception of private 

transmission of digital data; intentional damage to system functioning and 

unauthorised inputting, deletions, alteration or suppression of digital data; and the 

creation, sale, procurement, or distribution of devices or data aimed at committing 

such crimes (CoE, 2001). One definition by Yar (2006) underlines the issue of CPI and 

identifies “crime against the state” as a form of activity which breaches laws 

protecting the security and stability of national infrastructure such as espionage, 

disclosing state secrets and terrorism.  

Cybercrime can also be understood in terms of the cyberattack methods and tools that 

can be used to target CPI (Kamat and Gautam, 2018). Cybercrimes can be perpetuated 

through different methods and tools such as malware, automated software applications 

(bots), Internet messaging and chats, spyware, viruses, and code (Jahankhani et al., 
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2014). Common methods that have implication for competency of law enforcement 

include: 

● E-mails: one of the main tools that provide a most efficient form of spamming 

and phishing, that facilitate devastating attacks on organisational networks with 

tremendous ease and speed. E-mail based attacks can be content based 

targeting HTML or exploiting scripting features and vulnerabilities. 

● Buffer overflow attacks: these send data packages that exceed the fixed-size 

memory buffer of the e-mail recipient, to exploit the chance that the overflow 

data rather than being safely discarded overwrites critical information. 

● Shell script attacks: these can be invoked when code fragments embedded in 

message headers are executed by the mail client. 

● Staged downloaders: these allow for installation of malicious codes onto a 

compromised computer to stage any number of attacks such as Trojan against 

other systems to relay spam. 

● Keyloggers: these record and relay information 

Competency for cybercrime for can also be understood in terms of awareness of 

cybercrime and of different motivations and intent of perpetrators targeting CPI. 

Jahankhani et al., (2014) offer a taxonomy for motives that defines: financial, political, 

moral, self-actualisation, exploitation and promotional. Awareness of these offers a 

basis for situational awareness that can assist law enforcement in successfully 

investigating cybercrimes. Financial drivers for cybercrime are associated with fraud 

and financial gain but can also be linked to financial system disruption. Political 

motives relate to support or opposition for governmental agendas and activities and 

can encompass espionage, propaganda or state sponsored attacks. In terms of moral 

motivations these can be connected to activities which oppose exploitation or 

oppression or work to uphold freedoms and rights. Motivations in this category may 

be linked to religious systems in terms of attacks conducted by religious groups on 
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other religious or belief systems or attacks on religious groups against their belief 

systems (Jahankhani et al., 2014).    

2.3 Criminal Innovation 

As criminals adapt and capitalise on the opportunities provided by new 

technologies police forces are also under pressure to continually innovate and change 

and update to address different forms of criminal innovation (Jackson et al., 2020). 

The global value of organised crime alone is estimated at over $4 trillion dollars a 

year, which is twice the world’s military budgets combined (MP, 2019). Cybercrime is 

the top domain for criminal activity with cybercrime costs estimated to reach $6 

trillion dollars in 2021 (WEF, 2020) and $10.5 trillion annually by 2025 (Morgan, 

2020). Thus responding effectively to criminal innovation and use of technology to 

commit crime is rapidly becoming a key priority for policing, driving a need to keep 

pace with emerging technologies, new crimes and a dynamically changing threat 

landscape (Europol, 2019). Thus a wide range of criminal innovation represents a 

major impetus for police digital capabilities to counter evolving threats to CPI. 

Digital competency of law enforcement needs to maintain pace with technological 

advancements. The development of new technologies has provided a major incentive 

for criminal innovation creating new forms of crime, adaption of traditional crime 

techniques and radically altering criminal practices. One of the notable characteristics 

of criminal innovation acknowledged by leading law enforcement agencies is the high 

degree of flexibility and adaptability of individuals and groups perpetuating crime and 

the speed at which they can identify new opportunities, victims or evade detection or 

countermeasures (Europol, 2017). Technology has unlocked new avenues for criminals 

to commit crime through innovations that maximise revenues from crime, operate 

more efficiently and minimise risks or risk of detection (Europol, 2018). It is evident 

that technology has become a key component of most, if not all crime. Criminals have 

applied new practices and technologies in the way they communicate, creating new 

forms of anonymity and the employment of readily available secure apps and end-to-

end encryption across all crime areas (UN, 2015). Application of ad-hoc technological 

solutions and utilisation of myriad communication channels provides the ability to 
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share information covertly and perpetuate an unprecedented volume of transgressions 

against victims (Europol, 2019). 

Cyber security of CPI also has implications for financing in digital context of 

criminal activity related to CPIs. The financing of criminal operations and 

management of the funds of crimes has also been subject to significant transformation 

and innovations. Criminals are exploiting a diverse range of complex payment options 

that provide higher levels of anonymity, speed and global mobility spanning many 

jurisdictions. These new forms of payments such as cryptocurrencies are contributing 

to the opportunities provided to criminals for establishing new methods and ways to 

finance and expand criminal activities (Ozkaya and Islam, 2019). Cryptocurrencies are 

increasingly being exploited for illegal enterprise due to their rapid processing and 

encryption and anonymisation tools, which can hide the origin of illicit funds and 

allow them to be reinvested into the legal economy. Cryptocurrencies are the only 

currencies acceptable to the majority of darknet marketplaces (Europol, 2017). 

Cyber security skills for law enforcement are also related to structures and 

patterns of criminal organisations in the modern era. Traditional hierarchical structures 

and organisation of major crime groups is now being challenged with new, more 

dynamic and flatter structures and the adoption of service-based models to perpetuate 

crimes online (EPO, 2014). The criminal environment is now increasingly 

characterised by entrepreneurial culture and new possibilities provided by evolving 

technologies. This has witnessed new entrants from across the social spectrum who 

have been emboldened by the anonymity of the Internet and the ability to hide behind 

multiple identities and entities (UN, 2015). This has resulted in the growth of new 

entities that are fluid and flexible based on virtual and highly distributed and 

fragmented criminal structures. There has been a marked shift from groups to 

individual operators. A new culture of work has evolved based on service-orientated 

principles and addressing market needs and partnerships and joint ventures within a 

vast interconnected online network of myriad communities (UN, 2013). Criminals 

often come together on an ad-hoc basis for specific criminal projects or criminal 

services and for sharing knowledge and expertise (Europol, 2015; UN, 2013).  
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2.4 Cyber Security in the UAE  

The UAE national cyber security strategy has evolved to encompass policies, 

standards, and strategies guiding frontline practitioners. The  National Cyber Security 

Strategy (NCSS), shown in Figure 2-1, has a clear aim to secure the national 

information and communications across the UAE as set by Telecommunications 

Regulatory Authority.  The NCSS is guided by a number of umbrella bodies and 

policies that support implementation in different areas and sectors:  The National 

Information Assurance Framework (NIAF) whose main goal is to ensure a minimum 

level of information assurance; the Critical Information Infrastructure Protection 

Policy (CIIPP) whose aim is to identify and develop the necessary application 

programmes to protect critical information infrastructure; and the National Information 

Assurance Standards (IAS) whose main goal is information protection and 

management. This includes aspects such as compliance, certification and accreditation, 

business information continuity, and disaster recovery. The NCSS is based on five 

focus areas: 

● Prepare and prevent: Aims to raise the minimum protection level of cyber 

assets and ensure compliance to the UAE’s cyber security standards 

● Respond and recover: Aims to develop incident and response management 

capabilities and improve threat neutralisation capabilities 

● Build national capability: Aims to inform and educate the public and 

workforce about cyber security and promote research in the field 

● Foster collaboration: Aims to collaborate with international bodies to 

catalyse cyber security efforts nationally and internationally 

● Provide national leadership: Aims to develop initiatives to guide the 

implementation of the National Cyber Security strategy (UAE Gov, 2019). 

In addition to the national strategy on cyber security for the UAE individual 

Emirates have introduced specific initiatives. For example Abu Dhabi 

operates a vital centre referred to as the Critical Infrastructure & Coastal 

Protection Authority (CICPA). It has the main duty of assessing all the 

https://www.tra.gov.ae/userfiles/assets/vzjmlB3CM34.pdf
https://www.tra.gov.ae/userfiles/assets/vzjmlB3CM34.pdf
about:blank
about:blank
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security procedure and breaches across Abu Dhabi’s infrastructure in land, 

sea, petrol establishments, and maritime logistics. 

 

Figure 2-1 National Cybersecurity Strategy 

(UAE Gov, 2019). 

CICPA was established in 2007 and has embarked on the task of ensuring threats 

to cyber security have been mitigated or repelled. CICPA works in collaboration with 

the UAE’s enforcement agencies to ensure regulations and implementation of policies 

leading to securitisation and protection of the nation’s critical infrastructure. 

2.5 Cyber Attacks and Critical Infrastructure Protection 

The rate, scope, and magnitude of cyberattacks directed at critical national 

infrastructure have escalated in recent years (Rudner, 2013; Brown et al., 2006). This 

is because national efforts to improve infrastructure efficiencies through interlinked 

automation and networks have created new vulnerabilities in terms of physical and 
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computer-related attacks (Radvanovsky and McDougal, 2010, p.3). Motivation for 

cyberattacks has been linked to malicious intent emanating from a broad range of 

wrongdoers that includes hacktivists, dissatisfied insiders, international terrorism, 

domestic militants and state sponsored espionage/sabotage (Rudner, 2013).  Attacks on 

critical national infrastructure are an attack on the entire population with a capacity to 

inflict maximum suffering at unprecedented speed to targeted countries (Rudner, 2013; 

Brown et al., 2006).   

Approaches and strategies adopted to protect critical physical infrastructure are as 

varied as the cybercrimes perpetrated. Multiple methods have proven their 

effectiveness to deter or mitigate coordinated or accidental attacks caused either by 

hackers and criminals or natural disasters (Radvanovsky and McDougal, 2010, p. 4). 

Methods range from preventive to reactive in order to minimise the impact of 

cascading failures in a complex network. Where threats are deemed likely to escalate, 

responses have included deactivating affected critical infrastructure such as power 

grids, transmission lines, telecommunications networks, or computer networks (Li et 

al., 2013).  

A widely implemented approach to improve the defence systems of critical 

infrastructure draws on teams to model Attacker-Defender scenarios to develop an 

optimal solution (Brown et al., 2006). Such models often address criticality, 

vulnerability, reconstitutability and the threat being posed so that a critical 

infrastructure may be declared robust and resilient against potential attacks (Brown et 

al., 2006). These approaches support a strategy of developing digital competences 

through simulated systems and scenarios based on cognitive heuristics and information 

availability that uses experimentation and problem-solving to understand the 

effectiveness of possible attacks and defences. While such approaches can provide 

useful insights a determined adversary seeking gaps or ambiguities within the limit of 

cognitive heuristics may still be able to perpetrate an effective coordinated attack 

(Brown et al., 2006). A number of criticisms are advanced that suggest a sole 

dependence on this approach to protect critical infrastructure could be problematic. 

Brown et al., (2006, p.543) state that: “If we base defensive measures on heuristically 

identified, near optimal attacks, we risk an attack by an aggressor who is smarter than 
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our heuristic”. According to Radvanovsky and McDougal (2010, p.2) attackers of 

critical infrastructure are generally assumed to be determined, creative, resourceful 

and flexible and “able to learn how to target vulnerable areas while avoiding those that 

are more protected and predictable”. Zhang and Ramirez-Marquez (2013) attempt to 

address this weakness in the development of a multi-objective optimisation model that 

takes into consideration the attacker’s intelligence. This models critical infrastructures 

as networks and protection as a game with two phases staged between a guardian and 

an attacker with incomplete information.  

Another approach focuses on backup of redundant assets to enable rapid 

reconstitutability and recovery following damage inflicted by a cyberattack (Brown et 

al., 2006). This is based on the proposition that developing analytical competence 

which could be used to assess vulnerabilities, conduct risk analysis for remediation 

and mitigation relative to infrastructure protection is more significant than any unique 

set of intelligence collection method or unique integrated intelligence function 

(Radvanovsky and McDougal, 2010, p.1). Adopting this strategy would have 

implications for the design and development of digital competence training that 

prioritises analytical competences over intelligence collection and sharing.  

While CIP protection can often be characterised as a reactionary response to 

various hazards, risks, threats, or vulnerabilities, preventive measures and 

countermeasures form a key dimension of protecting critical infrastructure 

(Radvanovsky and McDougal, 2010, p.4). This is because keeping pace with advances 

in cybercrime is highly complex and deteriorating infrastructure is vulnerable to newer 

and advanced tools. Proactive and preventive policies and measures can strengthen, 

upgrade and prolong the life span as well as the quality of the infrastructure against 

failure or collapse which might arise due to unintentional or intentional attacks or 

disruptions (Au-Yong et al., 2014; Al-Najjar and Wang, 2001). 

2.5.1 National Response Mechanisms 

Increasing CPI vulnerability has driven global efforts to create assurance 

mechanisms that provide validation for optimal defence through a range of strategies 

including continuous testing and evaluation of the critical infrastructure and its 
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vulnerability (Radvanovsky and McDougal, 2010). The Global Cybersecurity Index 

(2021) reports that to achieve a further level of assurance countries from around the 

world are investing in digital competence professional training in cyber security as 

shown in Figure 2-2.  

 

Figure 2-2 Professional Training 

(Global Cybersecurity Index, 2021, p.17). 

Governance of cyberspace and information represents a further national level 

response to protecting critical infrastructure from cyberattack. Cyberspace governance 

is highly complex especially in relation to critical infrastructure and challenging as 

infrastructure networks and communication are not organised through the institutional 

apparatus of the state (Deibert and Rohozinski, 2012). While a sovereign state can 

claim ownership and sovereignty over a certain material infrastructure, in reality they 

are never fully in control of the entirety of the cyberspace (Deibert and Rohozinski, 

2012). Governance becomes more problematic as the ‘architecture’ itself is distributed 

with overlaps between private and public organisations and there is no single point of 

control (Dutton and Peltu, 2007). Actors from the private sector in multiple countries 

operate the majority of the key infrastructural cyberspace constituents. Consequently 

the structure of cyberspace governance consists of a network of organs that include 

numerous stakeholders such as governments, businesses, and civil society networks. 

These address issues of copyright and intellectual property regulation, content 

filtering, and spectrum allocation, as well as cyber-crime (Deibert and Rohozinski, 

2012, p. 17).  



 

31 

 

Unlike other spaces such as land, sea, or air, cyberspace allows for the addition of 

generative technologies and ideas to the network giving rise to constant variation, 

which often presents more complexity in regards to regulations and governance 

(Deibert and Rohozinski, 2012). Despite the challenges presented by the nature of 

cyberspace, attempts at controlling and monitoring it frequently commence with 

physical infrastructure interventions at “key internet chokepoints” (Deibert et al., 

2008). This places emphasis in the UAE on strengthening digital competences in 

regards to legal measures to enhance cooperation and facilitate rapid governance and 

intelligence sharing regionally and globally. The global Cyber Security Index 2018 

depicted in Figure 2-3 shows that the Arab region scored low in regards to the 

commitment to strengthen cybercrime legislations especially with links to critical 

infrastructure.  

  

Figure 2-3 The Commitment Level per Pillar in Six Regions 

(Global Cybersecurity Index, 2018, p.31). 

 

2.5.2 Cybersecurity Challenges in Cloud Computing  

The nature of cloud computing presents numerous challenges for law enforcement 

agents in relation to CPI protection (Battistoni et al., 2016; Martini and Choo, 2012; 

Dykstra and Sherman, 2012). This is because cloud computing enables cybercriminals 

to store data abroad challenging law enforcement agents’ ability to investigate and 

enforce (Battistoni et al., 2016; Martini and Choo, 2012; Dykstra and Sherman, 2012). 

The virtuality and geographical spread of cloud computing presents law enforcement 

agents with technical and jurisdictional challenges in terms of identification, seizure, 

acquisition, and analysis of evidence by digital forensics in a timely fashion 
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(Garfinkel, 2010). There is urgent need for police officers to develop technical 

competences in regards to cloud network digital forensics on the one hand, and 

procedural competences in terms of cooperative and legal reforms (Martini and Choo, 

2012). Cloud computing poses a problem to forensic investigations as stored evidence 

can be tampered with (Taylor et al, 2011). 

While no definition of cloud computing is universally accepted the following 

definition appears to be widely accepted and utilised by government agencies and 

experts: “ICT sourcing and delivery model for enabling convenient, on-demand 

network access to a shared pool of configurable computing resources (e.g. networks, 

servers, storage, applications and services) that can be rapidly provisioned and 

released with minimal management effort or service provider interaction” (AGIMO, 

2011, p.10; NIST, 2020). Cloud computing can be deployed under different service 

models; software, infrastructure and platform (Martini and Choo, 2012). From a 

security perspective IaaS allows the user to provide for themselves the infrastructure 

with control over processing time, storage, and speed and upon which they can run the 

software operating system of their choice (Mell and Grance, 2009). This is generally 

considered safest since through the IaaS portal the user may have control over CPU, 

RAM, and network access (Martini and Choo, 2012).  

Despite the potential to ensure the security of users a number of concerns have 

been raised in regards to safety within the cloud environment. Six layers of trust have 

been defined to ensure integrity and authenticity of data that is trustworthy and 

forensically sound (Dykstra and Sherman, 2012), as shown in Table 2-1. However 

unlike a situation where the forensic examiner has remote access to the evidence 

contained in virtual machines (VM) for further analysis online and off line, conducting 

forensic investigation in the IaaS cloud environment in which the VM is not easily or 

directly accessible the investigator “requires trust that the guest operating system, 

hypervisor, host operating system, underlying hardware, and network produce 

complete and accurate evidence data, and are free from intentional and accidental 

tampering, compromise, or error” (Dykstra and Sherman, 2012, p.92).  
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Therefore in addition to the six layers of trust experts have proposed that sources 

of evidence be corroborated from multiple sources (Garfinkel, 2006). Following a 

cross examination of the layers of trust the investigator needs to determine the layer 

with highest technical competence to launch and execute the forensic process as well 

as gather the evidence required. Once this choice has been established the investigator 

can proceed accordingly to retrieve, reassemble, and report evidence from mediums at 

different layers (Dykstra and Sherman, 2012, p. 93). Within each data type it is 

essential that the data adheres to a strict chain of custody and includes mechanisms for 

checking its’ integrity (Dykstra and Sherman, 2012). 

Table 2.1 IaaS Cloud Environment Comprised of Six Layers 

(Dykstra and Sherman, 2012, p.92). 

Both PaaS and SaaS allow for a platform to develop and host user applications 

and software environment and to operate without any control over the underlying 

infrastructure (Martini and Choo, 2012). The nature of user needs often determines the 

nature of cloud computing services in use. PaaS and SaaS would need additional 

layers of trust to account for the trustworthiness of their platform or services provided 

accordingly (Dykstra and Sherman, 2012). This underlines the imperative for the UAE 

to develop digital competences in all three areas (IaaS, SaaS, and PaaS).  

While a range of cloud computing forensic frameworks have been introduced 

(Kent et al, 2016; McKemmish, 1999) in addition to good practices around the world 

there is minimal consensus in this area (Martini and Choo, 2012). Kent et al., (2016) 

and McKemmish (1999) share similarities in regards to stages of digital forensics: 

Identification of digital evidences (e.g. type/format); Preservation of data using correct 

methods and from original devices so that evidence remains unchanged; Analysis and 
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storage of data in original formats; and finally presentation to court with expert 

testimony of the analysed data (Martini and Choo, 2012). Nonetheless, some scholars 

argue that applying traditional digital forensics to cloud environments is not fit for 

purpose as the cloud computing environment is characteristically different from 

traditional computer network environments (Dykstra and Sherman, 2012; Birk and 

Wegener, 2011). The key challenge for law enforcement agencies (LEAs) is that data 

in cloud environments are stored and distributed across a range of data centres in 

geographically diverse environments with different legal jurisdictions making forensic 

evidencing difficult (Dykstra and Sherman, 2012; Taylor et al., 2011). In order to 

resolve this issue Martini and Choo (2012) proposed an integrated framework from the 

works of McKemish (1999) and Kent et al., (2016). Their framework proceeds with a 

principle of iteration in mind at every stage of the digital forensic investigation which 

encompasses the following phases (Martini and Choo, 2012): 

1. Preservation and identification: once the usage has been identified in an 

initial iteration the second iteration immediately preserves on an on-going 

basis. This is vital as the data usage could change as the investigation 

unfolds. 

2. Collection: this phase enables the LEAs to separate between collection of 

evidences from different sources such as from physical devices (export of 

hard drive, memory), as well as extraction from the sources recovered.  

3. Examination/Analysis: at this phase emphasis is placed on analysis of 

usage from the cloud source leading to more iterations 

4. Reporting/Presentation: this final stage is about how evidence is collected 

and presented legally. 

Another challenge to cloud computing forensic investigation is in regards to the 

possibility of time of events (ToE) alteration by the adversary (Battistoni et al., 2016). 

Such attempts could render digital forensic investigation in the cloud difficult as the 

adversary may be operating in geographically dispersed regions with different 

timelines making timeline alterations easier (Thorpe and Ray, 2012). Adversaries can 

for example sustain a privileged escalation attack such that they commit crime at one 

time and switch on virtual machine (VM) guest session and show that at the time they 



 

35 

 

were equally busy writing elsewhere; or create a file system time stamp alteration in 

which case the adversary changes time span to fake activity (Battistoni et al., 2016). 

Either of the time alteration mechanisms utilised could render evidence invalid or void 

for forensic evaluations (Battistoni et al., 2016).  

In order to limit the occurrences of ToE alterations Battistoni et al. (2016) 

developed a model referred to as CURE based on time controller/time stamp service, 

secure channels, and heart beat channels. The key utility of the CURE framework is in 

regards to its ability to detect and send security warnings during a potential malicious 

attempt (Battistoni et al., 2016). The implication of this model/framework for LEAs is 

to channel and develop competences on cloud infrastructure with the architecture of 

guest-host continuum on one hand, and time alteration forensic evaluations on the 

other (Battistoni et al., 2016).   

2.5.3 Critical Infrastructure Protection: Good Cyber Practice 

A number of good practices in regards to critical infrastructure protection can be 

identified around the world. One approach to CPI protection is cooperation and 

collaboration between government, law enforcement and industry that involves 

information sharing between sectors and law enforcement. In the US for example a 

coordinated approach is adopted in the design of frameworks that facilitate partnership 

between law enforcement agencies, intelligence community, industry sectors and 

national coordination centres in respect of national critical cyber infrastructures 

(Homeland Security, 2018; Dutta and McCrohan, 2002).  

Another practice is the development of specialist units within law enforcement to 

address cybercrime. In the UK for example dedicated e-policing units have been 

developed including the Police Central eCrime Unit (PCeU) based within the 

metropolitan agency, in addition to the National Cybercrime Unit (Wall and Williams, 

2013). These have focused on cultivating digital competencies to a specialist level 

among police officers. Using social media as an information source is a further 

practice to extend existing policing practice. This has been encouraged in the UK, 

where police leaders have identified that investigations can benefit greatly from the 
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information available, while Germany has developed a detailed legal framework for 

social media investigations and applied as training content for law enforcement agents.  

The framework elucidates the relationship between law enforcement operations 

and the regulatory environment for commercial operators of social media platforms 

and differentiates between the right to privacy of personal data and 

telecommunications for individuals and varying levels of interference. The framework 

further distinguishes between various categories of usage and inventory information 

accessed by law enforcement to select the relevant law.   

Legal approaches have also been adopted that represent good practice to combat 

cyberattacks on CPI in response to the new challenges presented by cloud computing 

to traditional digital forensics. This has implications for digital competences for 

information sharing and accessing systems between organisations and agencies across 

national boundaries. Rogue elements which may be domiciled in different jurisdictions 

are now able to target cloud systems for storing illicit/illegal data on a cloud, crack 

passwords and encryption, or use the cloud as a base for a brute force attack, making it 

more difficult to trace, police, and even enforce (Hooper et al., 2013). One approach to 

address these issues is demonstrated by the Australian government who, in 

collaboration with LEA’s have undertaken legislative reforms that encompass access 

and disclosure of data, legal interception of data, and cooperation with LEAs in other 

jurisdictions (Hooper et al., 2013). 

Other approaches go beyond policing in respect to critical infrastructure such as 

the EU Network and Information Security Directive (NISD). This requires that all 

critical infrastructure organisations apply more robust reporting in terms of security 

and breaches for ICS/SCADA/OT networks or risk being fined. In the case of the UK 

this can be up to £17 million or 4% of global revenue (CyberX Report, 2018).  

2.6 Cyber Security Role of Law Enforcement 

As an organisation responsible for the maintenance of law and order and detecting 

and preventing crime the police are confronted with significant challenges in 

addressing both old forms of crime enacted in the digital environment and new forms 
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of criminal activity enabled by ICT (Quille, 2009; Wall, 2007). Existing approaches to 

fighting real-world crime are often ineffective or inapplicable when dealing with 

crimes committed in cyberspace (Wall, 2007). Generally police roles have been 

described in terms of four key functions of enforcing the law, prevention, detection 

and investigation (UN, 2011). These functions can also be applied at the specific level 

and to police roles in responding to cybercrime.  Enforcement of the law in this 

context relates primarily to monitoring and detecting breaches of cybercrime laws.   

2.6.1 Prevention Role in Cyber Security 

Preventing and mitigating cybercrime involves a range of policing functions. 

Roles can focus on raising awareness and understanding of cybercrime among the 

private sector and individuals to enable them to undertake precautions to protect 

against risks. The majority of breaches and incidents are the result of known 

vulnerabilities or human errors which emphasises the importance of a preventative 

approach (Gjesvik, 2019). Much of the preventative measures for securing critical 

infrastructures is undertaken by specialists in the infrastructure organisations (FireEye, 

2019). Nevertheless, law enforcement in general has played a key role in working with 

organisations and the public to promote a prevention mindset. For critical 

infrastructures there is an implication for digital competency for law enforcement both 

in terms of their ability to advise and guide cyber security specialists on new 

developments and emergent threats and to share technical information. Law 

enforcement has a part to play in providing information, standards setting and 

increasing awareness of companies operating in critical infrastructures (EU, 2020). To 

perform this role effectively law enforcement would require sufficient knowledge and 

understanding of preventative methods undertaken in order to report. When threats are 

reported it is vital that law enforcement can understand which and how such measures 

were circumvented.  Law enforcement are in a unique position in terms of their access 

to specific details of incidents that can enable them to assimilate and describe the 

incidents and then to share security updates with key stakeholders (Gjesvik, 2019). 

Increasingly prevention roles involve collaboration and knowledge sharing with 

partners and other agencies at local, national and international level. 
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2.6.2 Monitoring and Detection 

Another function is to monitor and analyse cybercrime trends as well as to alert 

and advise on cybercrime risks and crimes. Cybercrime detection comprises functions 

such as monitoring and identifying cyber threats and cybercrimes and analysis and 

profiling of cybercrime activity. To achieve this police functions may also focus on 

developing strategies, tools and operational measures to identify and analyse 

cybercrimes.  

2.6.3 Cyber Attacks and Criminal Investigation 

Criminal investigation reflects a complicated process that is highly complex to 

manage. Increasingly law enforcement need to possess capabilities to conduct 

investigations within a digital environment under each area of the criminal 

investigation process. Criminal investigation consists of a number of essential 

components: reported crimes; proactive investigations; information and evidence 

gathering; identification; witnesses and victims; covert techniques; database; trial 

preparation; partnership co-ordination; international partnership. Each of these areas 

has implications for CPI protection or responding to cyberattack in terms of possessing 

the necessary digital competencies in order to undertake these roles efficiently and 

effectively.  

The US National Institute of Standards and Technology (NIST) identifies a four-

phase process for conducting digital forensics: collection, examination, analysis and 

reporting (Kent et al., 2006). The law enforcement role in cybercrime investigation is 

founded on a digital forensic model which in turn is based on US FBI protocols for 

physical crime scenes. Undertaking digital forensics encapsulates seven key stages or 

processes of identification, preservation, collection, examination, analysis, 

presentation, and decision (Palmer, 2001, p.14) as depicted in Figure 2-4.  

Cyber investigations are initiated in an identification phase that focuses on 

recognising and characterising cybercrime incidents through processes such as 

event/crime detection, profile detection, anomalous detection, monitoring and analysis 

(UNODC, 2019). Police next ensure that digital and physical evidence is securely 
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preserved for analysis and presentation. This involves elements such as case 

management and chain of custody, imaging technologies and time synchronisation. 

The following stage focuses on evidence collection through the recording of physical 

and digital crime scenes using standardised procedures and techniques and approved 

methodologies, software and hardware (UNODC, 2019). 

The evidence relating to the suspected crime is then subject to an in-depth and 

systematic search in the examination stage (Baryamureeba and Tushabe, 2004, p.3). 

Examination is accomplished by utilising processes and techniques such as 

traceability, filtering techniques, pattern matching, extraction of hidden data, or 

validation techniques (Palmer, 2001). 

 

Figure 2-4 Phases of Cybercrime Investigations 

(Palmer, 2001, p.24). 

The evidence is then analysed and reconstructed using statistical techniques, data 

mining, timelines and protocols, the results of which are used as a basis to determine 

the significance of the evidence and to draw conclusions. Police are then required to 

present the evidence to judicial authorities for decision-making providing a summary 

and explanation of their conclusions. This involves documenting evidence in addition 

to providing expert testimony and clarification, and interpretations of the evidence 

(Baryamureeba and Tushabe, 2004; Palmer, 2001).  
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Cybercrime investigations have also been modelled as a five-stage process 

incorporating different sub-phases within each phase, as shown in Figure 2-5. In the 

Integrated Digital Investigation Model readiness is proposed as the initial stage which 

involves assessment of the capability of infrastructure and operations to undertake an 

investigation (Carrier and Spafford, 2003). In the deployment phase police detect the 

incident and following authorisation for an investigation assign human resources.  

 

Figure 2-5 Phases of an Integrated Digital Investigation Process  

(Carrier and Spafford, 2003, p.6). 

The digital crime scene investigation phase mirrors the majority of phases in the 

previous model and involves securing and identifying digital evidence and 

documenting it, as well as acquiring and analysing it, reconstructing events, and 

presenting the findings in court. The model adds a final review phase aimed at 

assessing and identifying lessons to be learnt for future investigations (Carrier and 

Spafford, 2003). 

Reporting of crimes for CPI incidents requires fast digital communications and 

understanding of escalations based on understanding of cybercrime incidents. Many 

law enforcement agencies have been challenged to respond effectively to cybercrime 

due to the complexity involved in defining it. As such offenses frequently exceed or 

lack traditional jurisdictions police agencies may be unaware that they need to respond 

or who should be the initial point of contact (Cross, 2019). In addition global entities 

may be in the best position to address certain types of cybercrime such as 

cyberterrorism or cyberwarfare (Brenner, 2006). In numerous situations understanding 

is lacking in relation to which types of cyber offenses are suitable to be addressed by 

municipal or state law enforcement.  
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Proactive investigations of cybercrime involve effective targeting, profiling, 

criminal intelligence and analysis of data. Information and evidence gathering involves 

analysis of digital crime scenes, software logs, databases or forensic analysis. 

Identification of perpetrators of cyberattacks will involve analysing a wide range of 

digital sources across computer networks and national boundaries. Covert surveillance 

requires a unique set of techniques to monitor and analyse patterns of activity across 

systems and may involve interception of digital communications, analysis of video 

records, use of online information, monitoring discussion groups, or nurturing 

informants online. Cybercrime investigations may involve accessing databases across 

agencies and co-operating internationally and in the public domain to gather 

intelligence and communication. They may also encompass developing automated 

algorithms to search and analyse activity and conduct deep learning, profiling or 

predictions (Cross, 2019; Carrier and Spafford, 2003).   

2.6.4 Law Enforcement Cyber Security Challenges 

The police face difficulties in tracing offenders in cyberspace due to the potential 

it offers for hiding identity within global ICT networks and the different methods and 

tools available for anonymous access, browsing, and communications (Lovet, 2009). 

Cybercriminals widely exploit opportunities for utilising proxy servers, anonymisers, 

and unprotected public wireless networks (Gercke, 2009). Crimes that have both an 

international dimension as well as hidden identities are complex and difficult to 

investigate (Tropina, 2017).  

While criminal law and investigations are traditionally a question of national 

sovereignty cyberspace is borderless in that the criminals and victims of cybercrime 

may be located in different countries or even continents (Sofaer and Goodman, 2001). 

This implies cooperation between different countries involved in international 

investigations (Putnam and Elliott, 2001). Initiating investigations is difficult for 

police due to a lack of visibility of cybercrimes and a low level of reporting (Lovet, 

2009) that for companies and organisations may be associated with several reasons: 

reputational damage, lack of knowledge that such crimes can be reported or lack of 

trust in the police (Wall, 2007; CSI and FBI, 2004). 
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Law enforcement agencies may further lack the resources to respond to 

cybercrime even where definitions are fully understood. Where agencies do not 

possess appropriate personnel and expertise to adequately investigate cybercrime 

victims may be less likely to report future crimes. This may have a deleterious effect 

as a lack of cybercrime reporting in sufficient numbers can undermine the motivation 

to commit police resources to cybercrime (Leppänen and Kankaanranta, 2017; 

Sommer, 2004; Wall, 1998). 

Training is linked to resource availability and many police agencies may not 

possess well-trained officers who can respond to cybercrime. Recruitment of police 

officers does not focus on technological skills but rather aspects such as physical traits, 

critical thinking abilities, and emotional and psychological stability (Hogue et al., 

1994). Moreover where training is provided it can be superficial and delivered in 

ineffective mediums (Forouzan et al., 2018). Debate exists within policing on whether 

all police officers should investigate cybercrimes or if this should be the responsibility 

of a smaller specialist group or team (Willits and Nowacki, 2016; Holt and Bossler, 

2012). Evidence shows that officers having training in cybercrime are more likely to 

approach cybercrime seriously and spend longer in investigations (Lee et al., 2019). 

Police officers also may not view cybercrime as seriously as traditional, real-

world crime due to the lack of visibility and apparent harm, leading to the perception 

that such crimes do not involve ‘real’ police work. Some research indicates that police 

officers can shift responsibility for cybercrime to the victims or other elements of the 

criminal justice system such as courts. This suggests the potential for greater online 

precautions and more punitive sentencing from courts to have more effectiveness than 

police responses (Bossler and Holt, 2012). 

2.6.5 Review of Cybersecurity Skills 

Information security has been recently re-branded as cyber security or e-crime – 

which generates debates as to what extent is the difference between information 

security experts vs. cyber security expert (Wall, 2007). Some see the two as mutually 

exclusive – while others see the two as complementary and other group of scholars 
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consider the two to be a continuation of one another – thus synonymous (Furnell et al., 

2017).   

Cyber security is broad with no one universally agreed definition, but entails a 

range of specific specialisations such as network security and architecture, digital 

forensics etc (Furnell et al., 2017; Willits and Nowacki, 2016; Hunton, 2012). While 

the debate continues in regards to semantic differences of terminologies (Wall, 2007; 

Hunton, 2012), there seems to be a consensus that police agencies have trouble finding 

suitable digitally competent cyber police (Furnell et al., 2017; Bhaskar, 2006; Wittes, 

1994).  In particular, studies have pointed to a global shortfall of up to 2.72 million 

security practitioners in 2021 (ISC2, 2021). This potential shortfall raises global 

concern in regards to shortage of cyber-security specialists as organisations with weak 

digital –cyber capabilities are likely to spend three times as much to recover from 

security breaches (Furnell et al., 2017).  

The rapid evolution of cyber security intelligence means that there is consistent 

change in job-related requirements. Nevertheless the ongoing creation and definition 

of job roles in the profession has implications for the recruitment of expert talent. The 

need for cybersecurity expertise is growing, but with talent scarce and at a premium, it 

can be difficult, and in some instance unfeasible, for smaller businesses to hire full-

time members of staff in security roles. However, one way that you can potentially 

bridge the gap is to provide training for your existing technical and IT staff in all 

aspects of cyber security. For example, if you have a web developer, it can be hugely 

valuable to improve their understanding of the latest types of web application security 

risks and how your business web site can be protected against them. Implement an on-

going training programme that includes everything from specialist courses, attending 

industry events, reading and webcasts. It can be a good idea to set up a specialist 

development plan for individual team members to ensure that they are on the right 

track and have the knowledge they need. Mentoring is also a good option. Have junior 

employees spend time with colleagues that are more knowledgeable about cyber 

security for a hands-on learning experience. It is important to remember that every 

hiring decision that you make needs to be taken with cyber security in mind. If you are 

hiring staff in any kind of technical position you should make sure that you assess their 
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knowledge of, and attitude towards, security during the interview process. This can 

help to ensure that new staff entering the business take the correct approach to cyber 

security and help to foster an awareness culture. If you are in a position to hire for a 

role with a specific emphasis on security you may also encounter the problem that you 

don’t know exactly what skills you require. Without a security expert already in the 

business it can be difficult to know how to assess the knowledge and suitability of 

candidates. The fact is that the gap in cyber security skills comes at a time when cyber-

crime is increasing, as is the sophistication and skill level of hackers and cyber-

criminals. With cases of hacking and data theft on the increase, the cybersecurity skills 

gap can seem like a major problem. This is especially for smaller businesses without 

the resources to hire security-focused technical staff. Nevertheless, it is important to 

take action, as if your organisation lacks the knowledge and resources required to 

safeguard against the latest threats it could be become an easy target. 

Cyber security represents a domain that should be entrusted to skilled 

professionals. This raises the questions of what skills are needed for a person to be a 

competent cyber security personnel (Furnell et al, 2017). For many years the major 

concerns within the cyber space has been on the technical point of view of networks. 

There is little emphasis on the human dimension of cyber security (Smith, G. 2018). 

Specific training and realistic exercises procedures and supporting systems are 

required to help a country to become more resilient in order to deal with cyber attacks. 

Cyber attack life cycle steps include reconnaissance, initial compromise, command 

and control, lateral movement, target attainment and exfiltration, corruption and 

disruption. No level of protection or prevention is full proof protection hence cyber 

security requires more that technical capabilities but also knowledge of awareness of 

the possible cyber threats (Nevmerzhitskaya et al., 2019). 

This trend of demand for cyber security specialists outstripping the supply affects 

security agencies the most (McMurdie, 2010; Furnell et al., 2017), hence the urgent 

call by experts to invest more resources in training for digital competences and 

infrastructure.  
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The skill set necessary to carry out certain cybercrimes has implications for its 

detection. Traditional methods of combatting crime are therefore unlikely to enable 

effective detection and tracking of such crimes and most crimes emerge as a result of 

victim or observer reporting and are challenging to investigate even when known 

(Willits and Nowacki, 2016, p.106). 

As discussed above, since finding cyber security experts/specialists presents 

difficulties, an alternative would be to develop and train in-house talent (Furnell et al., 

2017). This call is vital since it is very difficult to for example find an expert with all 

varied specialisations and certifications in network security, digital forensics, 

information security etc.  The fundamental question that arises is in regards to whether 

it is the breadth or depth of knowledge or skills that are most fundamental in a certain 

cyber security threat domain, in other words generalist vs. specialist skillsets (Falcone 

et al., 2002). 

Kaspersky Lab report states that: “Care needs to be taken about how much we 

regard graduates as being directly ‘qualified to work’ in the IT security field. Even as 

degree graduates, I would not necessarily regard them as qualified practitioners. They 

should certainly have a good level of supporting knowledge and some of the skills, but 

there will equally be various aspects that they have not been able to put into practice 

‘for real’ at that stage” (Furnell, 2017). 

In view of the above, to tackle the shortage/skills gap,  it is  imperative to develop 

expertise in some of the following areas: a) network certifications to enable the 

policing of network security and risk management; b) certified ethical hacking 

techniques to enable the police to understand advanced hacking techniques employed 

by hackers; c) security essentials certifications for information security to enable the 

police to promote and comply with security practices with global standards and in 

addition be able to  manage, design, oversee societies information security; d) certified 

information system security to enable police officers with deep proven technical as 

well as managerial competences, skills, and experience design, engineer, implement, 

and manage sophisticated attacks on the nations cyber infrastructural assets.  In 

addition to above, it is also imperative for the security agency to categorise and 
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prioritise their training in regards to skills groups as shown in Error! Reference 

source not found.. 

Table 2.2 Knowledge, Skills, & Capabilities 

Task Knowledge and Skills 

Required 

Capabilities  

Threat 

Intelligence 

Assessment 

and Modelling 

Level 1: Knowledge Can describe concepts and principles of threat 

intelligence and modelling 

Level 2: Knowledge 

and Understanding 

Experienced in applying threat intelligence and 

modelling principles in training in training or 

academic environment example test or 

examination 

Level 3: Apply Can undertake routine threat intelligence 

modelling tasks under supervision 

Level 4: Enable Can undertake complex threat intelligence and 

modelling without close supervision 

Level 5: Advice Capable of managing threat intelligence in teams 

without supervision 

Level 6: Initiate Leads, advises and reports threat intelligence to 

the Board or highest authority/example 

government  

 (adapted from Furnell et al., 2017). 

Although there is no one universal framework for closing the knowledge/skills 

gap of cyber security the previous framework provides a useful guide. For example, it 

could enable UAE police force to first categorise their knowledge and skills gap based 

on priority and approach the training schemes identified in the preceding table.  

2.6.6 Cyber Policing Strategies: Enforcement & Jurisdictional 

Challenges 

The digital age is acknowledged by scholars as necessitating novel methods of 

enquiry, and the introduction of new understandings and concepts in relation to how 
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individuals’ digital selves are created, recreated and presented (Dholakia & Reyes, 

2013; Hansen, 2013). 

The concept of personhood (status of person in a digital real) had undergone 

change over the years due to technological advances (Kerrigan and Hart, 2016). These 

changes have profound implications in regards to policing cybercrime as individuals 

especially Millennial and digital natives tended to have multiple digital identities and 

poses more security challenges (Kerrigan and Hart, 2016; Liang et al., 2014; Wall, 

2007).  

The issue of multiple digital identities complicates investigations and 

digital/online surveillance by police due to nuances of meaning which arises when 

individuals choose to construct/represent themselves digitally but sharply contrasts 

self-reflection of self-provided by others (Kerrigan and Hart, 2016).  For example, one 

could imagine the level of complexity involved in a law enforcement investigation 

where a supposedly digital person commits crime with multiple online identities in 

different legislative jurisdictions (Hunton, 2010). Such legislative complications must 

be resolved in the light of inter-jurisdictional cooperation of the police (Hooper et al, 

2013). It is quite challenging as online identity could be likened to ‘theatrical 

performance’ leading to front vs. backstage personas (Goffman, 1959). The former 

(front – online representation) is driven by impression management, while the latter 

(backstage representation) is hidden and private (Goffman, 1959). Through impression 

management users on social media to selectively disclose ‘fantasised’ ideal self in 

multiple online spaces sometimes deceptively (Higgins, 1987; Leary & Kowalski, 

1990; Donath, 1998). The big question for cyber police has now become to what 

extent can these fantasised ‘ideal’ self can be relied upon?  

To answer the above, it is noteworthy for a police force to turn to theories of 

identity which that questions the notion of fixed identity, in favour of dynamic 

narrative and social time on a digital enclosure (Shankar et al., 2009). Our digital 

personhood is in continuous state of transition (liminality), making investigations in to 

digital traces and transitions difficult to achieve (Turner, 1960).  Research on digital 

identity construction in social media uses a dramaturgical approach to examine 
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biographical films of users and finds that it is quite challenging to sustain digital 

representations over time (Kerringan and Hart, 2016). The authors suggests strategies 

for dealing with temporal shifts and separation of selves (Kerrigan and Hart, 2016), 

but the temporal nature of digital identities (changing with time), presents greater 

challenge for police surveillance in a digital age especially if it focuses on a snapshot 

of an on-going situation (Ball, 2002).  

Other additional challenges for cyber policing (social media)  are confounded by 

social media leakage which often leads to misrepresentation  or an undesired digital 

self  as content change hands through processes of interpretive-re-enactment (gossips 

and rumours) (Solove, 2007; Belk, 2013, 2014). A misrepresented persona based on 

reflection of other digital natives could be counterproductive to cyber policing. This is 

due to the ubiquitous nature of the networked, nodal of cyberspace (Johnson and 

Sheering, 2003). There have been attempts internationally at reforming legislations to 

empower and give police more investigative powers as discussed in the subsequent 

sections.    

As demands outstrip supply of cyber security specialists globally, the need to 

embark on strategies for long term solutions becomes crucial. Many experts point to 

the fact that there is gap which needs to be bridged. According to Bryant et al., (2008), 

police forces are unprepared to address growing cybercrime demands in terms of the 

availability of trained resources. It has been suggested that law enforcement remains 

badly-equipped at every level to deal with the extent of cybercrime occurring (McAfee 

(2008). The police now more than ever require new models of law enforcement 

investigations to combat cybercrime (Hunton, 2010). Despite scepticism expressed 

above, there some initiatives/strategies around the globe which could be considered a 

good practice (Yar, 2006). 

Social media and policing is one approach to addressing the policing of 

cybersecurity for CPI. To have a detailed understanding of social media policing and 

strategy, one needs to utilise the theoretical interfaces of sociology, criminology 

(routine activity theory), as well as undercover (policing) (Trottier, 2011; Zedner, 

2007; Yar, 2005). The ability of social media platforms to allow technology for 
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domestication of everyday life presents interesting social dynamics with visibility to 

the police in ways unachievable before (Trottier, 2012; Ericson and Haggerty 1997).  

Unlike traditional policing techniques with origins from military, the social media 

had origins in the sociology of human interaction, sharing, and visibility in University 

life (Trottier, 2012). Information about individuals that use to be institutionally 

invisible, have suddenly become a de facto tools for criminal investigations – through 

searchable ephemeral details (Trottier, 2012).  Since social media platforms are social 

spaces before becoming de facto investigative tools, and then the role of sociological 

theories takes precedence.  

For example, prior evidence suggested how visibility of social ties has become a 

source of evidence for investigators on one hand, and a source of insecurity for the 

criminal suspects (Trottier, 2012). This has increasingly become the case as the 

digitisation of social ties has enabled the police to make more sense of domestic 

relationships, peer-to-peer relationships, and identity (Trottier, 2012).  Social media 

saturation have also made impossible to fully trace the authenticity of the ‘digital 

personhood’ – hence individuals could create believable narratives of themselves in a 

dramatic way (Goffman, 1959). However, experts argue that, by utilising range of 

tools undercover policing (through enrolling users) to aid conjointly in criminal 

profiling of  digital footprints – police could minimise the tendencies of cybercrime 

perpetrated (Li and Bernoff 2008; Shirky 2008). For example, while social media 

enable rioters to mobilise support, it also help identify suspected rioters (Trottier, 

2012).  

Since social media platforms tend to act more like a digital enclosure – they 

provide an invaluable source of convergent information and mutual augmentation of 

social reality by a mere single act of lateral surveillance (Andrejevics, 2005; Trottier 

and Lyon, 2011). As public interactions, relations, and events and other related social 

life activities are mediated on social media platforms – they present the police with 

more visible and useable information to aid investigations and surveillance (Trottier, 

2011). In so doing, and in the context of theoretical criminology, it can be argued that 

social media platforms aid pre-emptive policing (Zedner 2007).  
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The above suggests that, it is imperative for social media police to be able to 

engage in investigation and surveillance by social association of network of friends, 

sites visited, groups belonged, fans club etc (Andrejevic, 2005; Ball, 2002). Social 

media policing is therefore associated with the capability of the police investigators to 

piece together a big picture of ‘socio-technical self’ and digital identity of perpetrators 

of crime online through surveillance (Lyon, 2001). The approaches employed in social 

media policing is underpinned in sociological theories of narcissism – since even 

people with issues to hide tend to share their lives with others (Cheng, 2010).   

Social media content have now been scrutinised to investigations of quality of 

social life in for example investigations of insurance fraud (Millan, 2011), to extreme 

private cases of divorce (Popken, 2011). Some successful strategies used includes 

‘fake persona’ (so called authentic fake profiles online –based on fictional identity) 

and deception : to enable investigators befriend suspected users on social media, 

possibly circumventing targets privacy settings, enabling them to place themselves in a 

context of information sharing and disclosure thereby maximizing investigative gains 

with low risk (Zetter, 2010; Kerringan, 2011). United States Homeland Security have 

utilised this strategy to   enable them create and manage several authentic fake profiles 

online – often scrutinizing applicants for citizenship (Kerringan, 2011).  In addition to 

above, social media have made the practice of ‘snitching’ (a barter system between 

police and public in which targets are approached through their peers) less risky for 

informants (Shirky, 2008; Natapoff, 2009). 

Having mentioned that social media platforms are increasingly gaining traction as 

de facto tools for investigations – critiques argue that, there is still no universal 

consensus on its content interpretation on issues regarding digital enclosure, privacy, 

and exploitation (Andrejevic, 2009). Some scholars express scepticism in regards 

police utilisation of social media content as basis for investigation and surveillance – 

since digital personhood is highly contentious (Kerringan and Hart, 2016). The real 

person behind the post – could be an ‘idealised’ instead of ‘authentic’ version of self 

and could use pseudonyms to hide their identity (Goffman, 1959; Kerrigan and Hart, 

2016; Bullinghan and Vasconcelos, 2013).  



 

51 

 

Another criticism had been labelled against police use or tapping in to 

interpersonal vulnerabilities which might arise out of genuine social need to mitigate 

for distant relationship, coping with isolation, maintain bonds, and seeking validation 

(Trottier, 2012).  Another criticism arises as experts express that sometimes the 

visibility of social networks like memorial groups for murder investigations on social 

media further complicates investigative process when near lead is shared through 

perhaps photographs/videos etc. (Trottier, 2012). 

2.7 Conclusion 

The purpose of this chapter was to present a detailed research context that 

elaborate on the drivers and the goals that influence the development of digital 

competency framework for law enforcement in the area of CPI. Firstly, cybercrime 

was defined and discussed in terms of the categories, types and techniques that have 

implications for cyber security practices and necessary digital competencies to combat 

different cyber security threats to CPI. A discussion of criminal innovation underlines 

the different and evolving patterns of cybercrime that has implications for 

development of digital competencies to maintain pace with rapid change. In addition, 

this chapter provides a discussion on the critical infrastructures and CIP in relation to 

the key dimensions and challenges that inform the development of digital 

competencies.  Finally, the role and function of law enforcement was discussed in 

terms of the broad roles and responsibilities, cyber security and in relation to cyber 

security of CIP. This has implications for defining digital competencies in relation to 

different functions of policing in cyber security and in relation to CIP. In conclusion, 

this chapter provided an essential underpinning to focus the literature review and 

research process on the digital competences relevant to law enforcement in the specific 

area of cyber security for CPI. 
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Chapter 3 Review of Seminal Literature on Digital 

Competencies 

3.1 Introduction 

The purpose of this research is the development of a digital competency 

framework for law enforcement that enhances the cyber security of critical physical 

infrastructure (CPI).  This chapter undertakes a review of the literature to establish 

existing knowledge and theory that is relevant to this research goal. Firstly, the concept 

and theory of competency is reviewed to provide a broad conceptualisation of 

competency and specifically to define and identify key elements and models of digital 

competency. A second area of this review focuses on defining and classifying cyber 

security competencies and explores the theories and models in this area. Thirdly, this 

review examines extant knowledge in the literature focused on digital competencies 

for CPI and identifies the key concepts at different levels and areas. In reviewing the 

literature a digital competency framework for cybersecurity in CIP for law 

enforcement is lacking. Based on this review a conceptual framework is developed 

that integrates the different theory and concepts for competency, digital competency, 

cyber security and CIP to guide the research investigation to determine the constituent 

elements of a framework relevant to the different functions of law enforcement for 

CIP. 

3.2 Competency 

Competences represent a mechanism for organisations to guide the development 

of employees that aligns with sector or organisational needs (Petersen et al., 2020). 

The dictionary definition of competency states it as the capability and possession of 

sufficient skills or training to perform an activity (Ala-Mutka, 2011). Competency also 

refers to the proven ability to use them in work or study situations and in professional 

and personal development (Piersarskas et al., 2020; Ala-Mutka, 2011; European 

Parliament and the Council, 2006). A broad definition of competency is the capability 

to use knowledge, skills, abilities, behaviours, and personal characteristics to 

effectively carry out key work tasks, specific functions, or operate in a particular role 
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or position (Newhouse et al., 2017). Modelling competencies depends on a number of 

factors including considering the organisational context, goals, future job 

requirements, rigorous job analysis and defining different levels of competencies 

(Campion et al., 2011, p230). 

Knowledge, skills and abilities (KSAs) are identified as three core components of 

competency. Knowledge, skills and abilities are associated with the possession of 

relevant education, training or experience (Ala-Mutka, 2011). Knowledge is directly 

employed in the performance of a function and represents product of information 

assimilated from learning and comprises a body of facts, principles, theories and 

practices related to a specific area of work or study (European Parliament and the 

Council, 2008). Skills refers to the ability to employ knowledge and know-how in the 

resolution of problems and completion of tasks (Ala-Mutka, 2011). Skills can refer to 

tangible capabilities such as physical manipulation of tools, instruments or methods 

and processes (Petersen et al., 2020) or logical, intuitive and creative thinking 

(European Parliament and the Council, 2008). Skills can also be defined at a sector 

level such as cybersecurity skills (Petersen et al., 2020). Ability as a competency 

component refers to the competence to perform an observable behaviour or a 

behaviour that results in an observable product such as completion of a task 

(Newhouse et al., 2020, p.6).  

Competency can also be characterised as attitudes that influences knowledge, 

skills and abilities. In the European Qualifications Framework (EQF) attitudes is a key 

component alongside knowledge and skills.  This is consistent with the OECD (2005, 

p.4) which explains that: “A competence is more than just knowledge and skills. It 

involves the ability to meet complex demands, by drawing on and mobilizing psycho-

social resources (including skills and attitudes) in a particular context”. Attitudes are 

considered the motivators of performance and include values, ethics and priorities 

which provide the foundation for ongoing competent performance (Ala-Mutka, 2011).  

The literature also characterises different levels of competency. The NICE 

framework (Petersen et al., 2020) for cybersecurity education identifies three levels of 

competency which are based on the performance of behaviours and the degree of 
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knowledge and awareness. At the basic level performance demonstrates a fundamental 

knowledge/awareness of the competency. At an intermediate level substantial 

knowledge/awareness is demonstrated in the performance of individuals who are 

considered fully and independently capable to perform work. At advanced level 

individuals exhibit exceptional knowledge/awareness of the competency and are 

considered experts.  

Tobey et al., (2012) advances a multidimensional model of competency 

knowledge, skills and depth and consistency of knowledge. Competency can be 

categorised from novice to master based on performance in each of these dimensions. 

For instance in Figure 3-1 a master will have consistent skills, a deep knowledge of 

strategy or procedure and a broad ability to transfer across domains.  

 

Figure 3-1 Tobey et al., (2012) Competency Model 

(Tobey et. al., 2012, p.6).  

In the area of policing competencies have similarly been divided into levels 

reflecting a cumulative process from low to higher level. For instance in the UK 

policing college, a competency framework addresses different roles of practitioner, 

middle manager and senior manager (College of Policing, 2018).  
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3.3 Digital Competency 

The concept of digital competence is novel and has yet to be clearly defined given 

that only a modest number of studies have examined this phenomenon in respect of 

digital competence or digital skills (Ilomaki et al., 2016). Recently discussion has 

increasingly centred on the concept of digital competence as a measure or frame to 

comprehend the understanding and skills people require in the current digital society. 

The term digital identifies information that is formatted in a numerical manner and 

predominantly employed by computers, and literacy means the capacity to read and 

understand media and to produce data and images by means of digital manipulation as 

well as being able to assess and utilise new knowledge acquired from digital 

environments (Ilomaki et al., 2016).  

In turn digital competence is the latest concept applied to technology-related 

skills following the use and evolution of several other terms including technology 

skills, information technology skills, ICT skills, 21st century skills, digital skills, 

information literacy, and digital literacy (Ilomaki et al., 2016; Ilomaki et al., 2011). It 

can be a reflection of both governmental beliefs and desires in relation to future needs 

as well as the economic competition in which the term has its roots, wherein new 

technologies are considered to be both opportunity and solution (Ananiadou and Claro, 

2009; Sefton-Green et al., 2009; Punie, 2007).  The term digital competence is often 

employed synonymously with digital literacy (Adeyemon, 2009; Krumsvik, 2008). 

Some terms such as “Internet skills” identify a specific area of digital technology 

while others such as media and literacy have broader meaning. Jenkins et al., (2006) 

explore digital skills in terms of skills needed in the modern era placing emphasis on 

social skills rather than individual technical skills.  

 Further, it is evident that digital competence reflects a multidisciplinary concept 

reflecting a range of elements from different fields as shown in Figure 3-2. In a review 

of terms used in the literature to describe digital competence, digital literacy emerges 

as the most utilised expression followed by new literacies, media literacy, 

multiliteracies and digital competence (Ilomaki et al., 2016). Digital literacy remains 

difficult to define, nevertheless UNESCO have identified digital literacy as “the ability 
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to access, manage, understand, integrate, communicate, evaluate and create 

information safely and appropriately through digital technologies for employment, 

decent jobs and entrepreneurship” (Law et al., 2018, p.3). 

Digital literacy is identified variously as information literacy, media literacy, ICT 

literacy, and computer literacy (Robertson, 2019). Such definitions imply digital 

literacy is a combination of skills and competencies (Sharma et al., 2016; Reedy and 

Goodfellow, 2012), and is a cognitive operation that goes beyond practical skills to 

integrate higher level cognitive skills such as analysis, processing, and generation of 

information and understanding (Xiong, 2016; Osterman, 2013; Davies, 2011). 

 

Figure 3-2 Multidisciplinary View of Digital Competence 

(Ilomaki et al., 2016, p.670). 

As shown in Figure 3-3 digital literacy is also characterised in terms of social 

interactions and connections combining both information skills and communication 

skills (Van Es and Schafer, 2017; Reedy and Goodfellow., 2012) or collaboration, 
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teamwork, and social awareness. Leu et al., (2004) contend that the new literacies 

associated with ICT and the internet enable individuals to distinguish critical 

questions, find information, evaluate its utility, synthesise the information to address 

these questions and further transmit the answers to others. 

 

Figure 3-3 Digital Competence and Related Competence 

(Ilomaki et al., 2011, p5). 

One definition by Jones and Flannigan (2008) situates digital literacy in the 

specific context of digital environment that represents a person’s ability to perform 

tasks effectively in a digital environment. Other research on digital literacy further 

characterises it in terms of: information technologies, understanding information, 

search abilities, communicating information (Bawden, 2008; Campbell, 1990); critical 

thinking (Campbell, 1990; Hague and Williamson, 2009). The concept of digital 

literacy has been employed in some law enforcement agency development 

programmes as a distinct component. In Canada a review of Police Sector Council 

(PSC) competency framework resulted in a proposal for the inclusion of digital 

literacy as a core competency alongside cognitive, behavioural and leadership 

(Stoetzer and Robertson, 2019). 
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Media studies is another field which contributes to the concept of digital 

competence. Work by Lee (2010) centred on media literacy terms and contents and 

identified the competences required by a media literate individual in the 21st-century 

including awareness of the influence of media and understanding of the operation of 

media.  On a broader level computer and ICT skills have been defined as a component 

of digital literacy and digital competence (Delfino, 2011). The term 21st-century skills 

or competence is almost synonymous with digital competence and has a similar 

background in terms of identifying policy or societal requirements for delineating and 

enhancing core competences within a fast-moving digital society (Annetta et al. 2010). 

On a practical level however what digital competence actually entails is less clear 

(Janssen et al., 2013). At the very least there is commonality with general descriptions 

in that digital competence can be defined in terms of knowledge, skills, and attitudes 

which can be organised in a hierarchical manner (Cheetham and Chivers, 2005).  

The increasing use in the literature of the term digital competence over digital 

skills signifies the shift towards a broader and more in-depth understanding of these 

concepts (Ilomaki et al., 2011). This is consistent with OECD (2005) definitions of 

competency which assert that it comprises more than just knowledge and skills but 

also psychosocial factors such as attitudes that can be mobilised in a specific context. 

This view is reflected in the most recent and broadest definitions of digital 

competency which propose that it entails not only digital skills but also social and 

emotional elements for understanding and using digital technologies (Ilomaki et al., 

2011).  

3.4 Models of Digital Competency 

A number of digital competency frameworks are identified in the literature all of 

which are focused on the general public and define key components and concepts. A 

model of digital competency by Ala-Mutka (2011) comprises three broad components 

that range from lower order to higher order each of which define key skills and 

knowledge for that level. As shown in Figure 3-4 ‘instrumental’ skills and knowledge 

comprise the basic skills necessary for engagement with digital technologies that in 

turn provides a basis for ‘advanced’ knowledge and skills. These are the core 
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competencies that can be applied in all content domains and task objectives in the 

digital context. In the highest order theme attitudes are identified for the application of 

skills and knowledge that represent ways of thinking and motivations for undertaking 

actions that influence individuals’ digital activities (Ala-Mutka, 2011).  

Bawden’s (2008) model focuses specifically on digital literacy and similar to Ala-

Mutka (2011) incorporates three core components and critical competences for each 

component: instrumental skills and knowledge; central competences that integrate 

digital and information literacy; and attitudes and perspectives that support individuals 

to learn what is needed for their specific situation. 

 

Figure 3-4 Model of Digital Competence 

(Ala-Mutka, 2011, p.6). 

Another model for digital competency by the DigEULit project focuses on 

mapping the development of digital competences onto the circumstances of the 

individual (Martin and Grudziecki, 2006). Three stages of development are proposed 

of digital competence (skills, concepts, attitudes), digital usage (professional/discipline 

application), and digital transformation (innovation/creativity) that describe generic, 

personal and professional competences (Martin and Grudziecki, 2006).  
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A model by Janssen et al., (2013) identified twelve digital competence areas 

based on experts’ collective views. Figure 3-5 shows how these competencies relate 

and are arranged so that proficiency levels increase as the central blocks move upward. 

‘Core’ competences related to every day usage are connected at higher levels to 

creative work and expression. These are supported on the left side by collaboration 

and communication competences which are mediated by technology, and competences 

in respect of information processing and management on the right. 

 

Figure 3-5 Digital Competence Building Blocks 

 (Janssen et al., 2013, p.6). 

Van Deursen et al.’s (2010) model of digital competence centres on Internet skills 

and defines four primary categories presented in order of complexity: operational 

skills and formal Internet skills, which are medium-related; and content-related skills 

of information Internet skills and strategic information skills. In Europe a digital 

competence model for its citizens consists of 21 different competences in five areas: 

content-creation; information; communication; problem-solving; and safety (Ferrari, 

2013). Investigation of frameworks describing digital competence development has 

identified seven overarching competence domains: communication and sharing, 

collaboration, information management, content and knowledge creation, technical 

operations and ethics and responsibility (Ferrari et al., 2012).  
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3.5 Cyber Security Competencies 

Cyber security is a multi-dimensional, complex and highly subjective concept 

(Bogdanoski et al., 2019). It is defined as “the protection of internet connected systems 

(to include hardware, software and associated infrastructure), the data on them, and the 

services they provide, from unauthorised access, harm or misuse. This includes harm 

caused intentionally by the operator of the system, or accidentally, as a result of failing 

to follow security procedures or being manipulated into doing so” (UK Gov 2018, 

p.20). Study of the varied technical and non-technical requirements for cybersecurity 

skills for organisations identified cybersecurity skills as the “combination of essential 

and advanced technical expertise and skills, strategic management skills, planning and 

organisation skills, and complementary soft skills that allow organisations to:  

● Understand the current and potential future cyber risks they face 

● Create and effectively spread awareness of cyber risks, good practice, and the 

rules or policies to be followed, upwards and downwards across the 

organisation 

● Implement the technical controls and carry out the technical tasks required to 

protect the organisation, based on an accurate understanding of the level of 

threat they face. 

● Meet the organisation’s obligations with regards to cyber security, such as legal 

obligations around data protection  

● Investigate and respond effectively to current and potential future cyberattacks, 

in line with the requirements of the organisation” 

(Pedley et al., 2018, p.11).  

Cybersecurity skills have been addressed by different frameworks that have attempted 

to provide a comprehensive guide to the types of skills required to ensure 

cybersecurity. Two frameworks have been developed in both the US and Europe 

focused on comprehensively defining competencies for professionals and 

organisations in cybersecurity.   

3.5.1 National Initiative for Cybersecurity Education (NICE) 

Frameworks specific to protection of critical infrastructure are still under 

consideration by some governments with the option to apply the United States’ 

National Institute for Cybersecurity Education (NICE) as a model (JCNSS, 2018). 
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NICE (Petersen et al., 2020) provides a national level cybersecurity framework that 

offers a common language of the cybersecurity work and of the individuals who carry 

out that work. It defines seven categories of functions across thirty-three areas of 

speciality that professionals should be competent to perform. This describes the 

knowledge, skills and tasks required to undertake cybersecurity work by teams and 

individuals and enables organisations to develop their workforces and learners to 

engage in appropriate learning activities to develop their cybersecurity knowledge and 

skills. In turn this development is advantageous for employers as well as employees by 

identifying career pathways and documenting how to prepare for cybersecurity work 

using the data of Task, Knowledge, and Skill (TKS) statements bundled into Work 

Roles and Competencies.  

The competences in the NICE cybersecurity workforce framework defines 

knowledge, skills and abilities associated with cyber security necessary for work tasks 

based on the structure in Figure 3-6.  

 

Figure 3-6 Structure and hierarchical relationships of NICE Framework 

(Petersen et al., 2020, p.6). 
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Within a speciality area different work roles each provide a detailed grouping of 

cybersecurity work that incorporates a requisite list of competencies divided into 

knowledge, skills, and abilities (KSAs) and tasks performed in that role. According to 

the framework: “Competencies define the skills/capabilities critical for successful job 

performance across cyber roles, and the behaviours that exemplify the progressive 

levels of proficiency associated with these competencies” (Petersen et al., 2020, p.4).  

The NICE is the most comprehensive cybersecurity skills and education framework 

consisting of 7 top level cybersecurity functions; 33 speciality areas reflecting distinct 

areas of cybersecurity; 52 work roles that provides detailed sets of cybersecurity 

identifying specific knowledge, skills, and abilities (KSAs) that are necessary for these 

work roles.  

3.5.2 Europe Model of Cybersecurity  

The SPARTA framework of cybersecurity competencies shown in Appendix 1 

aligns with that of the NICE framework and contains seven skills categories of: 

analyze; collect and operate; investigate; operate and maintain; protect and defend; 

securely provision; and oversee and govern. Each category is associated with several 

speciality areas which in turn are linked to descriptions of the key activities and skills.  

3.5.3 Cyber Security Body of Knowledge  

Developed by academics and experts in cybersecurity the Cyber Security Body of 

Knowledge (CyBOK) depicted in Figure 3-7 is a comprehensive model of 

cybersecurity competences that aims to codify the cyber security knowledge which 

underpins the profession (Cybok.org, 2020). In total 19 knowledge areas are described 

in relation to systems, infrastructure and software security that further incorporate 

human, organisational and regulatory aspects of cyber security on the one hand and 

technical areas of attacks and defences on the other.  
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Figure 3-7 CyBOK Knowledge Areas 

(Cybok.org, 2020). 

3.5.4 Technical Models of Cyber Security 

Some models of cybersecurity emphasise a system or technical focus. The Open 

Systems Interconnection Reference Model (OSI) by Libicki (2007) structures 

communication protocols for cyberspace into four layers of physical, syntactic, 

semantic and pragmatic each served by the layer below. A fifth cognitive layer was 

later added to take into account the networking needs of organisations (Lehto and 

Neittaanmäki, 2018). The Stenmap model introduced by Mases et al., (2018) classifies 

cybersecurity competencies based on four quadrants as shown in Figure 3-8.  

 

Figure 3-8 Classifying Cybersecurity Skills 

(Frydenberg et al., 2020, p.34). 
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Each quadrant contains a different level of cybersecurity and technical skills 

ranging from non-cybersecurity specific and non-technical in quadrant 1 to 

cybersecurity specific and technical in quadrant 4.  

3.6 Digital Competences for CPI protection 

The fourth part of the literature review focuses attention on the role of recruiting, 

training, and development of qualified law enforcement agents and training (Hinduja, 

2004; Merrick, 1997; Pickhard, 1995; Rana, 1999). This generates insights in regards 

to cyber policing competences linked to other skills, behaviours, and organisational 

commitment required for effective CPI protection (Dick and Metcalfe, 2001). Scholars 

have suggested that for developing competences it is imperative to identify both 

‘technical’ as well as ‘behavioural’ needs of the organisation (May, 1999). In addition 

to the technical competences a CPI protection framework/model must take into 

consideration the role of committed law enforcement agents who “are less likely to be 

absent, and are more likely to be concerned with improving both individual and 

organisational performance” (Dick and Metcalfe, 2001, p.113). The technical digital 

competences for the protection of critical physical infrastructure could be equipped 

with domain experts, digital forensics, network investigators, and technical enquirers 

(Willits and Nowacki, 2016), while behaviourally could be equipped with highly 

motivated, committed, and loyal staff (Dick and Metcalfe, 2001). In so doing, 

academic debates on the roles of organisational, managerial, leadership, digital 

competences, and resources allocations and their relevance for CPI protection have 

been reviewed.  

3.6.1 Organisational Digital Competences for CPI Protection 

Training that targets organisations as a unit of analysis tend to ensure a reservoir 

of ‘knowledge’ and ‘skills’ necessary and collectively acquired by the organisation. 

Organisational theorists argue that cybercrime policing cannot be understood in 

isolation of organisational theory and structure (Willits and Nowacki, 2016). Such 

scholars found that “all organizational variables, including agency size, type, 

percentage of officers assigned to patrol, material technology use, and specialization 
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are statistically significant predictors of the use of a cybercrime unit” (Willits and 

Nowacki, 2016, p. 118).  

The acquisition of knowledge and skills could influence the collective knowledge 

necessary to confront adversaries with greater synergistic strength (Schwandt and 

Gorman, 2004; Bolden and Gosling, 2006). There are concerns however that police 

organisations established on the basis of similarity of organisational practices and 

digital knowledge competences could increasingly resemble one another by 

converging in one direction of ‘cognitive lock-in’ (Asaba and Lieberman, 2008). 

Homogenisation and mimicry of digital competences within a police organisation 

could negatively affect adoption rate of police innovation and discourages novel action 

(Asaba and Lieberman, 2008; Tolbert and Zucker, 1983). Population ecologists argue 

that, when such practices solidify they have the tendency to inhibit and resist 

organisational and technological innovations and tend to be passed from one 

generation of law enforcement agents to another, leading to inter-generational 

cognitive lock-in or collective blindness (Staber, 1997).  

To avoid the above tendency, police organisations that develop their 

organisational digital competences taking in to consideration ‘multiple’ specialisations 

of digital competences are more likely to support each other during an unprecedented 

cyberattack on a critical infrastructure. This is particularly important as cyberattacks 

tend to take place often in uncharted territories requiring unscripted actions. In 

addition, when such organisational competences accumulate they are more likely to 

enable law enforcement agents to act efficiently with innovation during a cyberattack. 

Previous research on ‘organisational memory’ supports the above in regards to speedy 

vs. novel actions during improvisations. For example one study finds that while “the 

greater the procedural memory level, the greater the likelihood that improvisation will 

produce speedy and coherent action” on one hand, while “the greater the procedural 

memory level, the greater the likelihood that improvisation will produce speedy and 

coherent action” on the other (Walsh and Ungson, 1991, p.61). The former refers to 

"for how things are done" or memory for "things you can do” and the latter is 

"memory for facts, events, or propositions” (Walsh and Ungson, 1991, p.62). 
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3.6.2 Managerial Digital Competences for CPI Protection 

Police forces have often attracted criticism for their inability to foster suitable 

management competencies to address the evolving nature of policing especially linked 

to the rise of cybercrime (Merrick, 1997). This is a vital issue as research has shown 

that the IT competence of a police manager is directly related to ability of 

implementing information security management (Change and Ho, 2006). Given the 

internationality of organised cybercrime and the jurisdictional challenge it possesses, it 

often requires more than dealing with the law enforcement agencies to encompass 

other actors (Hartfield, 2008). In so doing, coordination of organised crime policing 

requires managerial competences (Hartfield, 2008). Digital forensic investigation 

requires high degree of managerial competences including police managers’ ability to 

manage a collaborative enquiry, facilitate effective decision, communication, and 

coordination (Bednar et al., 2008). Managers play a crucial role in moderating and 

managing relationships and expectations in regards to public-private partnerships 

leading to sharing of common security issues in addition to solutions and best 

practices (Dutta and McCrohan, 2002).  

Collaboration is imperative thus Dutta and McCrohan (2002, p. 76) remark that, 

“managers’ role is first to recognise that critical infrastructure protection is an essential 

component of corporate governance as well as organisational security, and one that is 

beyond their direct control. This statement applies to senior management in both the 

private and public sectors; hence they each have a vested interest in collaboration”.  

The role played by manager’s organisational and cultural barriers often inhibits a 

smooth collaboration crucial for critical infrastructure protection (Dutta and 

McCrohan, 2002). Another vital role managers play is in regards to crisis management 

during a cyberattack on a critical infrastructure. When a critical infrastructure breaks 

down the need for law enforcement agents with crisis management abilities and 

resilience cannot be overestimated (Boin and McConnell, 2007). 

At the immediate aftermath of a CPI breakdown the traditional top-down models 

of planning and prevention are often rendered ineffective, hence the need for law 
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enforcement agents with competence capable of contingency planning, situational 

informational assessment, inducing public –private collaboration with owners, and 

ability to influence adaptive behaviour of citizens (Boin and McConnell, 2007). Hence 

scholars suggested that, for greater resilience, prior to attack on critical infrastructure, 

law enforcement agencies should engage in joint preparation, joint training, continuity 

planning, and working with communities and private owners (Boin and McConnell, 

2007).  

3.6.3 Leadership Digital Competences for CPI Protection 

There is an imperative for policy and organisational leaders to expand their ability 

to foster organisational resilience during crises. A major element is preventing the 

emergence of traditional leadership pathologies linked to crisis events that can inhibit 

adaptive behaviours and stimulate blaming behaviours (Boin and McConnell, 2007). 

Police leadership in key areas of digital competence is essential to the 

development of effective cybercrime solutions (Willits and Nowacki, 2016). This is 

because often at times when critical infrastructure is attacked the response could be 

chaotic and in need of a strong leadership for stable direction. “While organizational 

practices likely matter, there are reasons to expect police leadership and the 

availability of funding and especially federal grants to matter here as well” (Willits 

and Nowacki, 2016, p. 119). Leadership development strategies however are wide 

ranging as the definition of leadership itself. It is possible to identify leadership at 

multi-level of police individuals vs. teams.  

Some scholars from the functional leadership school of thought (McGrath, 1962), 

suggests that leadership training program should be designed in such a way that it 

leads to the development of “cognitive activities leaders need to foster in order to 

promote team-goal achievement while teams are dealing with task-related problems” 

(Santos et al., 2015, p. 471). The preceding study compares 45 trained vs. 45 untrained 

leaders in various functions and the results showed that “compared to the non-trained 

leaders, the trained leaders registered an improvement in their enactment of leadership 

functions” (Santos et al., 2015, p. 470). At individual levels law enforcement agents 
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are expected to equip themselves to succeed in the new environment of cyber threats 

(Densten, 2003; Willits and Nowacki, 2016). An emerging approach of leadership 

competences development, developmental leadership, attempts to establish links 

between individuals and teams within the police organisation and is increasing in 

popularity (Bass, 1985).    

The above approach focuses on ensuring an enabling organisational environment 

with a tendency to stimulate the development orientation of followers to be successful 

cybercrime leaders in their chosen aspects of cyber policing (Willits and Nowacki, 

2016; Bass, 1985).  Developmental leadership emerged from transformational 

leadership with an emphasis on development orientation (Bass, 1985). Despite its 

significance it has rarely been given attention in the literature (Rafferty and Griffin, 

2006). Because developmental leadership is not the only leadership competence with 

links to transformational effects, it has overlapped with other related constructs such as 

supportive leadership (Rafferty and Griffin, 2004). While supportive leadership 

focuses on providing supportive environment around employees to handle empathy, 

emotional well-being, and general social support on one hand, development leadership 

focuses on support infrastructure influencing the development of employees including 

mentoring, career counselling, attending courses, and recording followers progress on 

the other (Rafferty and Griffin, 2006). Supportive leadership is output driven aimed at 

supporting employees under stress and is linked to occupational stress research 

(Rafferty and Griffin, 2006). Developmental leadership is more process driven 

targeting specific individual developmental behaviours and ‘learning in process’ 

(Rafferty and Griffin, 2006). In many ways developmental leadership could be used as 

a reflective practitioner tool for developing continuous competences linked to 

mentoring and peer coaching (Parker et al., 2008; Barnett, 1995). Developmental 

leadership is found to be linked to self-efficacy, affective commitment, and career 

certainty (Rafferty and Griffin, 2006). Developmental leadership works best when 

applied to reflect a 360-degree view encompassing employee’s supervisors, 

colleagues, and subordinates (Boe and Holth, 2015).  

Nonetheless, the application of developmental leadership as a tool for evaluating 

leadership digital competences is contentious. On one hand, developmental leadership 
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questionnaire approach (DLQ – hereafter referred to as the standard approach), could 

reinforce the developmental trajectory of a leader through feedback (DeRue and 

Wellman, 2009). This is vital since empirical evidence suggests that without valuable 

feedback employees’ developmental trajectory is subject to diminishing return (DeRue 

and Wellman, 2009). Feedback ensures that cognitive resources are ‘not’ diverted to 

other non-leadership activities (DeRue and Wellman, 2009). On the other hand, it is 

very difficult to conclude that leadership potential could be limited to a DLQ 

questionnaire scope given its many shortcomings (Turner, 2007). Law enforcement 

peers might have different motives for presenting themselves the way they did, or even 

worse when staff collude in inter-rater appraisals to favour their friends (Bolden and 

Gosling, 2006).  

Error of judgement could also arise since the perceivers might be using different 

lenses to assess the same individual’s competences (managerial, organisational, and 

behavioural), depending on their functional roles in the organisation (Bolden and 

Gosling, 2006). It can be argued that DLQ does not reflect an accurate representation 

of all digital leadership potential of a police force especially where for example an 

officer had commenced gradual withdrawal from organisational citizenship due to a 

certain discontent about the organisation as a whole (Nadiri and Tanova, 2010).  

The advantage of developmental leadership is such that it could allow for the 

emergences of multiple leaders across the police force without having to rely on a 

mono-styled leadership competence ‘cult’ built around a particular ‘charismatic 

leader’ (Groves, 2007). Most traditional police forces generally tend to have the 

tendency to establish leadership ‘locked in’ around a particular charismatic leader or 

leadership style (Fox and Granda, 2008; Drodge and Murphy, 2002). Scholars have 

argued that the leadership charisma style and the “friend” impression that this can give 

to employees is less effective for fostering high performance (Fields, 2008). With 

advances being made in regards to developmental leadership and the declining role of 

charism, it is possible for police organisations to develop leaders across several digital 

competences and it is more likely for cyber investigation to be carried out in a unified 

direction.  
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3.6.4 Resources Allocation for CPI Protection 

Research points to insufficient availability of knowledge, skills and resources to 

identify, comprehend and address cybercrime risks and cyber security (Hunton, 2012). 

One of the key vital factors leading to successful protection of critical infrastructure is 

linked to resources investment in key strategic areas of cyber policing (Hunton, 2012).  

For example some intelligence information for a potential threat of attack on critical 

infrastructure could be revealed by social media police with a range of undercover 

policing tools (such as through enrolling users) to aid conjointly in criminal profiling. 

While this practice is valid to repel or minimise the tendencies of cybercrime 

perpetrated on critical infrastructure it is resource intensive (Li and Bernoff 2008; 

Shirky, 2008). 

In view of the above, Hunton’s (2012) resource matrix identified key technical 

roles necessary for police departments to consider for effective cybercrime policing 

namely: network investigator, digital forensic examiner, forensic technician, 

technical enquirer, as well as technical domain expert. Long-term investment in 

aforementioned technical expertise areas could speed up cybercrime investigation 

and enforcement investigation (Fahsing et al., 2008). The nature of cybercrime is 

such that it mostly has no specific single crime scene making investigations more 

challenging as it transcends jurisdictions and legislations (Brenner, 2007). This is 

vital for crime investigators to overcome since a nation’s network security 

infrastructure and cloud computing could be subjected to frequent attacks by cyber 

criminals who are capable of hijacking, storing and distributing criminal data, in so 

doing increasing the volume of digital evidences needed for a comprehensive 

investigation, law enforcement scrutiny and hence resources (Choo, 2010). Law 

enforcement agencies that invest additional resources in key relevant technical 

knowledge and skills areas could likely recover quicker from an attack (Boin and 

McConnell, 2007, p. 55). 
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3.7 Conceptual Framework 

A review of the literature reveals that a comprehensive framework for digital 

competency for law enforcement in the cybersecurity for CPI has yet to be 

established. Such a framework would contribute to knowledge on the key 

competences and implementation factors that enhance cyber security in law 

enforcement for CPI. The existing body of knowledge underlines a criteria for the 

development of digital competences of UAE law enforcement agents to protect 

critical physical infrastructure. The conceptual framework in Figure 3-9 proposes 

three dimensions that influence the development digital competency framework. 

Digital competencies are influenced by the organisational and external contexts.   

The conceptual framework outlines the external and organisational contexts that 

influence the development and implementation of a digital competency framework 

for law enforcement. Externally the development of digital competencies is 

underlined by the legal and regulatory environment and is shaped and directed by 

the mandates for law enforcement that define the roles and functions. Legal reforms 

and law relate to seizure, acquisition and analysis (Battistoni et al., 2016; Hooper et 

al., 2013; Martini and Choo, 2012; Dykstra and Sherman, 2012; Garfinkel, 2010) 

and information sharing (Trottier and Lyon, 2011; Zedner, 2007; Yar, 2005). 

Cybercrime and cybersecurity threats represent an evolving context that has 

implications for the development of digital competencies for law enforcement to 

maintain pace with such developments. As cybercrime advances and in the face of 

technological and criminal innovation, policing must be fully prepared to tackle all 

potential threats. In so doing, it is vital to organise cybercrime policing in such a 

way that it leads to a higher level of crime control, reactive approaches, fear 

reduction, and community partnerships (Moore and Stephens, 1991).  

At an organisational level the literature emphasises multiple factors that influence 

the development and implementation of digital competencies of law enforcement in 

cybersecurity. Development planning is influenced by a strategic approach and the 

wider culture which has implication for resourcing, enabling conditions, 

technological innovation, structures and layers of ownership. This framework 



 

73 

 

extended this multi-level approach by grouping the levels/phases of attack to factors 

that could moderate the outcome of CPI policing and protection including 

organisational (structure, culture, memory); leadership (style); managerial (sense 

making, experience); as well as technical resources allocation (investment in digital 

competence training, technical resources).  

 

Figure 3-9 Conceptual Framework for Digital Competency Development for Law 
Enforcement to Protect Cybersecurity of CPI 

These factors can influence the scope of digital competency development in law 

enforcement, for instance whether competencies are defined as specialised or 

generic. Specialist or single ownership and responsibility of the IT function and 

solutions strengthens only one cornerstone namely technology, at the detriment of 

other key cornerstones namely organisational and critical infrastructure (Dutta and 

McCrohan, 2002). Strategic development of training in key identified areas 

promotes critical mass of expertise. The framework aligns with the notion that 

“continuous training in the police system aimed at consolidating specialized 

knowledge of the policemen, expanding their general knowledge, as well as 
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maintaining their skills and their specific work abilities at a high level” (Udrea, 

2014, p.600). 

Organisationally in terms of critical physical infrastructures, the nature and 

challenges faced by different CPI guides the development of digital competencies. 

Theory of CPI protection suggests a multi-level protection approach with links to 

levels of preparedness encompassing pre-attack, aftermath, and recovery (Boin and 

McConnell, 2007).  These factors underpin human resource planning and training in 

key areas requiring critical mass of digital competence (Moore and Stephens, 1991). 

This approach to human resource planning and development in strategic areas also 

ensures that all areas required towards protection of critical infrastructure are 

considered. Without key strategic, distinct specialist structural units focusing and 

specialising in different cybercrime threats, cyber security initiatives and 

implementation to protect critical infrastructure would remain fragmented (Dutta 

and McCrohan, 2020).  Additionally, investment in the development of key 

technical areas of digital competences has a higher probability of quicker recovery 

from a cyberattack on critical infrastructure. The above is supported by extant 

theory of resources allocation for speedy investigations across 

jurisdictions/legislations, cooperation and implementations (Fahsing et al., 2008; 

Brenner, 2007). CPI recovery is associated with resources allocation for training and 

in certain key technical expertise. This is vital given the distinct lack of available 

resources allocated to the development of skills, knowledge and training for digital 

competences of police forces (Hunton, 2012).  

The literature underscores an evolving external and internal context of 

cybersecurity and the importance of recovery, learning and feedback. Critical 

infrastructure is a system that has the capacity to document the learning from 

previous failures, obstacles and challenges (Sommer et al., 2017) with implications 

for the type of competencies and resources to counter future threats and maintain 

pace (Sommer et al., 2017, p70). This component of the framework posits the digital 

competency framework as situated within an ecosystem (Broadhead, 2018; 

Kraemer-Mbula et al., 2013) that is continuously changing based on learning and 
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feedback loops (Sommer et al., 2017). Most attacks on critical infrastructure are 

different from previous and therefore require improvisation and innovation to 

resolve but also capability of a system to quickly document the accumulated 

learning for a flexible preparation for future similar attacks (Harvey, 1999). The 

model situates digital competency within innovative culture that fosters receptivity 

to learning, and compatibility with other policing philosophies (Scheider et al., 

2009). This is in line with theory of the learning organisation in which the law 

enforcement agencies in the UAE will be positioned to share ideas and knowledge 

leading to more organisational commitment (Atak and Ertugut, 2010). Learning 

police organisations invest in continuous training to encourage experimentation and 

new approaches of policing, systemic problem solving, learning from past 

experience and history, learning from best practices and outside experiences, and 

transfer and sharing of knowledge for organisational commitment, ‘emotional’ 

‘normative’ and ‘continuous’ (Atak and Ertugut, 2010).  

The digital competencies component represents the development of knowledge 

skills and abilities (KSAs) relative to the prevailing organisational and external 

contexts. Firstly, this framework posits digital competency beyond individual level 

capabilities to institutional level competencies that consider the digital policing 

policy framework; digital policing governance framework; digital policing 

regulations framework; digital policing collaborations framework. The framework 

places emphasis on strengthening management and leadership competences such as 

sense making and discursive through training and experience which provides a 

higher probability of high level coordination when protecting against a cyberattack 

on critical infrastructure. Development of crisis management has a higher 

probability of high level resilience in the aftermath of the breakdown of a critical 

infrastructure while digital developmental leadership competencies across several 

roles have a higher probability of protecting against cyberattacks on critical 

infrastructure with unified direction (Dutta and McCrohan, 2002). By placing 

management roles at the centre of responsibility this can help to ensure asset 

identification, risk monitoring and assessment of CPI, technical, control 

environment, and operational balance (Dutta and McCrohan, 2002). According to 
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the theory of managerial sense making managers’ competences in engaging 

subordinates through discursive practices improves communication (Rouleau and 

Balogun, 2011). By extension therefore the framework enables development of a 

deeper level of understanding in regards to “middle manager discursive competence; 

a middle manager’s ability to knowledgeably craft and share a message that is 

meaningful, engaging, and compelling within his/her context of operation” (Rouleau 

and Balogun, 2011, p. 954).  

In addition to managerial and governance dimensions of digital competency, the 

model emphasises a cyber security education framework as the basis for defining 

sector and role specific competencies. The cybersecurity education framework 

establishes an initial foundation that defines 7 cybersecurity functions, 33 speciality 

areas and associated work roles that are associated with a specific set of KSAs. The 

organisational context based on the key functions of law enforcement in the area of 

critical infrastructure protection influences the identification of KSAs. By applying 

the conceptual framework the organisational and external contexts provide the 

necessary parameters for determining digital competencies requirements for law 

enforcement for enhancing cybersecurity for CPI. 

Finally, this framework incorporates a learning and feedback loop for developing 

digital competency that reflects the evolving nature of cyber security and changing 

competency requirements. An intelligent system of protecting critical infrastructure 

is a system that has the capacity to document the learning from previous failures, 

obstacles and challenges (Sommer et al., 2017).  

This is vital as research has found that “learning activities in law enforcement are 

mainly directed toward daily police work and normal emergencies, and do not 

sufficiently prepare police officers and commanders to manage major novel crises 

such as the terrorist attacks” (Sommer et al., 2017, p. 70). The framework posits the 

police as an organised system within an ecosystem (Broadhead, 2018; Kraemer-

Mbula et al., 2013) which must continue to learn (Sommer et al., 2017).  A dynamic 

police system which focuses on learning in such a way can produce a variety of 

competences within the system (Martin and Sunley, 2007). Most attacks on critical 
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infrastructure differ from previous attacks and therefore require improvisation and 

innovation to resolve, but also system capability to rapidly document learning for a 

flexible transition and preparation for future similar attacks (Harvey, 1999). 

Learning police organisations invest in continuous training to encourage 

experimentation and new approaches of policing, systemic problem solving, 

learning from past experience and history, learning from best practices and outside 

experiences, and transfer and sharing of knowledge (Atak and Ertugut, 2010). The 

development of law enforcement agents based on feedback loops and learning 

influences an innovative culture, receptivity to learning, and compatibility with 

other policing philosophies such as community policing (Scheider et al., 2009).  

3.8 Conclusion  

This chapter provided a review of the relevant literature for this study to 

establish the body of existing knowledge for the subject of interest. The previous 

chapter outlined the background context that is foundational to the direction of this 

research. The development of digital competency to enhance cyber security of law 

enforcement in critical infrastructure is shaped by the evolving nature of cybercrime, 

the national context and understanding of the role of law enforcement in cybercrime 

and in cyber security of critical physical infrastructures. A review of the literature in 

this chapter explored the concept of competency that contributed to a broad 

multifaceted understanding and identification of its constituents. Further, research 

into digital competencies shows it to be an evolving concept with wide 

multidisciplinary underpinnings underlying different perspectives and models of 

digital competency: technical, media, informational, social or cognitive. In the area of 

critical infrastructures the literature underlines different dimensions of competency: 

organisational; managerial; leadership; and resource allocation. In the area of cyber 

security different frameworks for development or education identify comprehensive 

requirements for digital competency but studies have yet to address a digital 

competency framework that is either specific to law enforcement or that addresses 

law enforcement cyber security for critical infrastructure protection. While accurate 

definitions exist of cyber security few clarify the skills required for individuals 

working within different areas of cyber security. Research into the range of technical 
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and non-technical requirements for cyber security skills for organisations established 

a more detailed definition of cyber security skills as a combination of essential and 

advanced technical expertise and skills, strategic management skills, planning and 

organisation skills, and complementary soft skills. Cyber security competences may 

need to be defined for specific organisational contexts either for law enforcement 

generally or specific to critical infrastructure contexts.  The literature underlines 

organisational level and environmental considerations for the development of 

competency frameworks. Finally, drawing the conceptualisation of competency and 

digital competency a conceptual framework was developed that guides the focus of 

this research to exploring and validating digital competencies for cyber security that 

align with the role of law enforcement and critical infrastructure protection. In the 

next chapter this framework is integrated in a Delphi methodology and expert panel 

that identifies and validates key components of the digital competency framework. 
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Chapter 4 Methodology 

4.1 Introduction 

Methodology entails the “overall approach to the research process, from 

theoretical underpinning to the collection and analysis of data” (Collis and Hussey, 

2003, p.55). Methodology enables a researcher to systematically organise and 

generate a body of knowledge (Saunders et al., 2007) as it comprises the plan and 

structure of investigation to address the research questions. The purpose of this 

chapter is to present and discuss the research methodology employed at all levels of 

the research process focused on the development of a digital competencies 

framework for law enforcement in the area of cyber security for critical 

infrastructure. This chapter provides a comprehensive description and rationale of 

each aspect of the research process in this study describing the methodological 

procedures adopted and the justification.   

4.2 Research Process 

To underpin the research process the research onion model, shown in Figure 4-1, 

has been applied (Saunders et al., 2007). This model provides a comprehensive 

overview of research as connected layers that are essential for the selection and 

design of an appropriate and rational research approach.  

 

Figure 4-1 The Research Onion Model 

(Saunders et al.,2016, p.15). 
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Based on the research onion for this study a research design has been developed 

that adopts a pragmatist research philosophy incorporating an inductive approach and 

mixed methods methodological choice as shown in Error! Reference source not 

found.. A case study research strategy is employed that combines both qualitative and 

quantitative methods in the course of cross-sectional research.  

4.3 Research Philosophy 

Research philosophy refers to beliefs about the way in which data on a 

phenomenon should be collected, analysed and used. It assumes a central position in 

guiding the design of the research and the methods and procedures chosen to fulfil 

the research goals and generate valid knowledge (Bryman and Bell, 2007). The 

choice of research approach frequently focuses on two fundamental philosophical 

choices of positivism and interpretivism (Burrell and Morgan, 2017).  

Positivism advances a scientific and empirical approach based on the notion that 

observation and measurement are the basis of social science research. This reflects the 

assumption that reality is objective and stable and is external to human consciousness 

(Saunders et al., 2016). Under this perspective detached researchers can obtain 

‘objective’ truth through the use of scientific methods of experimentation and testing 

of hypotheses. A key assumption of positivism is that only measurable phenomena are 

considered the proper subject of scientific research (Eriksson and Kovalainen, 2008). 

Associated primarily with theory-testing and quantitative approaches the key 

assumption is that science is essentially value-free and the major goal of research is to 

uncover patterns and relationships between variables (Eriksson and Kovalainen, 

2008). Under this approach digital competencies are objective phenomena that can be 

simplified into key elements that can be isolated, measured and tested in an empirical 

way. 

A key criticism of positivism is its lack of ability to capture subjective truths in 

unique social settings (Burrell and Morgan, 2017; De Laine, 2000). This is based on 

the argument that positivist approaches oversimplify complex situations and how far 

they can be reduced to their simplest elements (Creswell, 2009). Adopting a 

positivist approach may fail to produce the rich and in-depth data that can provide a 
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more detailed explanation (Bryman and Bell, 2007). This has implication for a 

holistic understanding of digital competencies to inform a framework for law 

enforcement if the perspectives of social actors involved in this area are not 

explored and captured. 

In contrast an interpretivist philosophy is rooted in the assumption that reality is 

comprised of the continuous actions and practices of human beings as social actors. 

Under this perspective people create their own meaning of a particular phenomenon 

resulting in the generation of multiple and equally valid realities (Bryman and Bell, 

2007). That reality is obtainable only from the subjective interpretations of people 

within their particular context (Saunders et al., 2016). The researcher is instrumental 

as a subjective interpreter of that meaning and is embedded as an essential element 

of the research context (Collis and Hussey, 2013). Applying interpretivism to this 

study would generate rich and in-depth data that could allow for increased 

understanding of the underlying influences, motives and factors (Robson, 2002).  

Saunders et al., (2007) argue that it is difficult for social science research to be 

neatly tailored into one single paradigm. In relation to digital competencies for 

critical infrastructure cyber security there is a rationale for providing a more 

comprehensive understanding of this research phenomena by adopting a pragmatist 

philosophical position that allows for the combination of both positivist and 

interpretivist approaches in a single study (Tashakkori and Teddlie, 2009). Exploring 

and drawing on the perspectives of participants in this context may provide a deeper 

and more holistic perspective of digital competency dimensions, however a sole 

dependence on an interpretivist approach would challenge the capacity to precisely 

and quantitatively establish the particular importance of different dimensions of 

digital competencies in relation to each other that can validate a digital 

competencies framework for UAE law enforcement.  

4.3.1 Rationale for the Research Philosophy 

For the purposes of this research a pragmatist position has been adopted. The 

rationale for this approach is underpinned by a number of reasons. Predominantly a 
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pragmatic approach is selected because applying a single approach on its own would 

not provide the knowledge needed to fully address the research goals. Positivism 

would only allow for identification and quantification of key variables that would 

provide a simplified and incomplete picture of the digital competencies required by 

law enforcement for critical infrastructures and would not capture the underlying 

reasoning and justification. Interpretivism on the other hand is highly subjective and 

while providing rich data would not allow for precise understanding of the 

significance of specific competencies. Therefore by adopting a pragmatic approach 

this research is able to draw on the strengths of both paradigms to obtain a 

comprehensive view of digital competencies for law enforcement. Positivism enables 

understanding of what is important, while interpretivism is a major complement to 

positivist data as it promotes understanding of why and how. By drawing out rich and 

in-depth data it allows for understanding of dependencies, underlying complexities, 

barriers and the issues associated with them.    

Furthermore the focus of research is a novel topic that has yet to be fully explored 

in the literature. Given the fragmented nature of CPI protection, there is as yet no 

consensus or convergence on critical elements and dimensions to influence the 

development of a national framework. There is a strong rationale for providing 

flexibility in approaches to allow research participants to contribute data and 

perspectives in different ways to generate a comprehensive picture of the research 

phenomenon. Experts involved in this research have the opportunity to express their 

views in a quantitative way while also providing qualitative data that can generate rich 

insights on the underlying reasons and factors. Furthermore adopting a pragmatic 

approach allows for a measure of triangulation that can minimise the biases inherent in 

either of these two philosophical approaches and reinforce the validity of the findings.  

4.4 Research Approach 

Research design can also be considered in terms of the extent to which deductive 

and inductive reasoning is applied. Deductive research aims to explore a known theory 

or concept and test if that theory is valid in given circumstances (Wilson, 2010). 

Inductive approaches in contrast aim to build theory based on the data collected 
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(Saunders et al., 2016). This study is primarily inductive in nature as the aim is to 

generate data to develop theory of and establish the key components of digital 

competencies for law enforcement for critical infrastructure protection. Key themes 

and dimensions are developed from the primary qualitative data collected from 

participants with the aim to advance theoretical understanding and develop an 

overarching model/framework on the nature of cybersecurity competences within the 

context of CPI (Corley and Gioia, 2011; Eisenhardt, 2007).  

4.5 Research Methodological Choice  

The methodological choice for this study is based on a mixed methods simple 

design combining qualitative and quantitative methods in a sequential manner 

(Saunders et a., 2007). For this study the research design represents a methodological 

choice that influences the balance between quantitative and qualitative methods. 

Multiple design options can be considered when undertaking mixed methods research 

including: convergent parallel mixed methods; explanatory sequential mixed methods; 

exploratory sequential mixed methods; and multiphase mixed methods (Creswell, 

2009). For this study an exploratory sequential design is selected that begins with a 

qualitative research phase that explores the views and perspectives of participants to 

enable the generation of themes and identification of key dimensions in relation to 

digital competences for critical infrastructure cyber security.  This aligns with the 

essentially exploratory nature of this study in an area where there is little established 

theory or understanding to draw on.  Data is collected on what participants consider 

are the key factors and strategies for effective development of a national digital 

competences framework. This data is then analysed and the results incorporated into 

the second, quantitative phase. In this phase participants systematically prioritise and 

rank these dimensions assigning numerical rankings in order to understand their 

relative importance. The quantitative approach enables the quantification of 

perceptions in regard to the importance of different components of the framework 

being developed.    

Literature shows that the mixed method approach is valid and widely used in 

circumstances where the research requires both types of data (Brewer and Hunter, 
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1989).  The main advantage of mixed methodology is that it enables the researcher to 

gain a comprehensive view of the phenomenon from quantitative and qualitative 

lenses (Frevel, 2014). Furthermore this approach allows for a combination of data that 

potentially reinforces the strengths and minimises the weaknesses of any single data 

source (Platt, 2007; Yin, 2009). Therefore the outcomes of mixed method research 

may be of greater quality than those based on a single research method. Moreover the 

use of mixed methods could enhance quality through providing a measure of 

triangulation as the combination of different methods and data sources may help to 

gain a truer and more nuanced understanding of the research phenomena (Saunders et 

al., 2016).       

4.6 Research Strategy 

This research adopts a holistic case study design using multiple methods to 

generate qualitative and quantitative data. A case study is defined as “an empirical 

enquiry that investigates contemporary phenomena within its real-life context 

especially when the boundaries between phenomenon and context are not clearly 

evident.” (Yin, 2003, p.13). The value of this strategy is associated with the flexibility 

to use a range of both quantitative and qualitative research methods to closely examine 

situations to achieve in-depth insights and descriptions that can result in the 

development of theory (Fearn-Banks, 2007). A case study approach allows for 

identification of the key competencies necessary for law enforcement while allowing 

exploration of the underlying reasoning. The Delphi method is employed as the 

primary data collection technique that is implemented over several phases of research. 

This method consists of a process employed to arrive at a group view or decision by 

surveying a panel of experts. These participants respond to multiple rounds of 

questionnaires and after each round the results are aggregated and shared with the 

panel. The Delphi design employs a number of methods to generate group opinion and 

decisions including: open-ended questionnaire; semi-structured questionnaire; an 

Analytical Hierarchy Process; and a focus group. 

Using this approach can enable the development of a comprehensive and 

multidimensional understanding of the components, factors and dimensions that can 
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inform a national digital competences framework.  A case study can best address the 

research focus on a narrow or unique case of digital competences and training linked 

to CPI protection (Yin, 2009). Through systematic application of this design, the 

researcher can gain insights not only about the threats posed by newer technological 

advances, but also barriers and challenges to competent cyber security such as lack of 

education, awareness and training. The ability of case studies to allow for in-depth 

investigation can also support development of further insights on digital competences 

of law enforcement agents in the UAE including but not limited to aspects of 

investigation, cooperation and information sharing, legislative reforms, and other non-

technical competences (organisational, managerial and leadership).   

The specific context for this research is situated in UAE law enforcement in the 

area of cyber security for critical infrastructures. The decision for a single holistic case 

study design is appropriate in this context which focuses on one environment in which 

the UAE law enforcement agents and security stakeholders operate to ensure national 

critical infrastructure protection.  

Application of this design enables the researcher to determine patterns that exists 

across all the seven Emirates (Abu-Dhabi, Ajman, Dubai, Fujairah, Ras Al-Khaimah, 

Sharjah, Umm Al Quainan) of the UAE police departments (Yin, 2009). Different 

interpretations of what makes an effective digital framework have led to identification 

of key influential factors informing the development of a national framework/model 

(Frevel, 2014). Comparing multiple views in the same operating environment of CPI 

security means that the research avoids isolated instances (Tashakkori and Teddlie, 

2007; Eisenhardt, 2007; Saunders et al., 2007).  

The context and premise for the holistic case study design in this research is 

drawn from the regulatory and operational environment which is unique to the UAE 

digital policing and CPI settings. The holistic nature of the agencies working closely 

with law enforcement agents enables the researcher to generate insights taking into 

consideration the UAE’s information as well as critical physical infrastructure 

strategies.  
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The sample for this case study focuses on police officers with designated roles or 

associations with The National Information Assurance Framework (NIAF) whose 

main goal is to ensure a minimum level of information assurance (IA); and Critical 

Information Infrastructure Protection Policy (CIIPP) whose main goal is to identify 

and develop the necessary application programmes to protect critical information 

infrastructure. In addition, police officers with links to the National Information 

Assurance Standards (IAS) whose main goal is information protection and 

management aspects (including business information continuity, disaster recovery, 

compliance, certification and accreditation) have contributed to the study. This 

provides opportunity to gather rich sources of information for developing an 

overarching national framework/model for CPI protection (Yin, 2009).  

The overall research design for this study is summarised in Error! Reference 

source not found. that identifies the research philosophy, research approach, research 

strategy, sampling and analytical procedures, as well as limitations and ethical issues.  

Table 4.1 Research Design Process 

Methodological Process Appropriate Approach selected for 

this Research 

Research Philosophy Pragmatist 

Research Approach Inductive 

Research Strategy Holistic Single Case Study Design 

Time Horizon Cross-sectional 

Sampling Probability & Non- probability 

Data Analysis Descriptive Analysis, Narrative 

Analysis, Thematic Content Analysis; 

Group Model Building Analysis 

Limitations Bias, Value Judgement due to the 

researcher being law enforcement agent 

Ethical Issues Informed Consent; Confidentiality 
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4.7 Research Methods 

This research utilises a number of research methods for collecting qualitative and 

quantitative data. A Delphi panel is the primary method employed for collecting 

quantitative and qualitative data. Questionnaire methods, the Analytical Hierarchy 

Process (AHP) and focus group are incorporated into the Delphi to complete the 

research design. Figure 4-2 provides an overview of the research design and the 

relationship between these components.   

4.7.1 Delphi Method 

The Delphi method comprises a process applied over multiple stages aimed at 

achieving consensus of opinion among a group of experts or professionals on a 

particular real-world issue or problem (Hsu and Sandford, 2010). Identified as a 

process framework for problem-solving it is based on the outcomes of multiple rounds 

of questionnaires distributed to the expert panel. Their anonymous responses are 

aggregated after each round and shared with each panel member to afford experts the 

opportunity to modify their responses in later rounds in line with their interpretation of 

the group response (Linstone and Turoff, 2011). The Delphi method has been widely 

used in studies to identify, develop and validate solutions for critical infrastructure and 

cyber security related issues including protection, resilience, vulnerability, and 

interactions (Wells et al., 2016; Labaka et al., 2016; Turoff et al., 2014).  

The aim of this research is to develop a framework/model of digital competences 

for the protection of critical physical infrastructure in the UAE. Delphi provides a 

systematic process of structuring group mutual communications towards developing a 

commonly agreed framework (Labaka et al., 2016). The systematic approach allows 

for multiple rounds of an iterative process of divergent as well as convergent 

participant views to resolve a complex problem (Linstone and Turoff, 2011; Skulmoski 

et al., 2007; Okoli and Pawlowski, 2004).  
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Figure 4-2 Research Design Process 

In the first round of Delphi an open-ended questionnaire was administered to the 

sample of UAE law enforcement agents engaged in the policing and protection of 

critical infrastructure. This sample are situated in a position as ‘gate keepers’ to share 

their knowledge and experience in regards to key factors and strategies considered to 

influence practices. As the goal at this stage is identification of key factors and 

strategies in line with research objective 1 an open-ended questionnaire was 

considered suitable. The outcome of the qualitative data from the Delphi round 1 lead 

to development of a table summarising all the key factors and strategies related to 

digital competences, training, skills, and Critical Infrastructure Protection (CIP).  

In the second phase of Delphi a semi-structured questionnaire was implemented 

to allow for the ranking of factors and strategies identified in the first round while at 

the same time enabling the respondents to elaborate on cyber threats and skills gaps 

within the UAE police to establish the current state, aligning with research objective 2. 

The identification of cyber threats and skills gap added a dimension to areas of digital 

skills development training needed to be able to combat cyber threats and protect 

critical infrastructure.  
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In the third round of Delphi an AHP was implemented to identify the key digital 

competencies required by law enforcement to protect CPI based on the NICE 

framework (Petersen et al., 2020) which informed the composition of the matrix and 

pairwise comparisons for experts to evaluate. The inclusion of the AHP allowed for a 

quantitative component in which key components and dimensions of digital 

competences could be systematically evaluated and prioritised to reach a group 

decision on the importance of these dimensions in relation to each other. 

In the final round of the Delphi a focus group involving a smaller number of 

experts from the Delphi panel (N=7) was used to enable group model building (GMB) 

to reach final consensus through workshop facilitation. This provided systematic 

decision-making support leading to the development of the digital competencies 

model/framework (Andersen and Richardson, 1997). The previous phases of Delphi 

identified and ranked the key competencies and factors and their degree of importance 

towards developing digital competences for CPI protection, leading to the 

development of a ‘seed model’. Application of the GMB within the focus group aimed 

to engage a small group of experts to extend the seed model. First the GMB focuses on 

conceptualisation and formulation through brainstorming and designing of model 

structure (Andersen and Richardson, 1997). In so doing, the experts deliberated on key 

factors and strategies which can be utilised to close the digital competences ‘skills gap’ 

as well as the resources required within the UAE police.  

In so doing, the researcher starts building a consensus table by eliminating certain 

factors with less attainment of consensus. While eliminating certain factors is a vital 

step, it is not sufficient in providing insights required for full consensus building. 

Thus, the researcher utilises the data to develop a ‘seed model’ of CIP taking into 

consideration current threats, skills gaps, and resources (Sekaran and Bougie, 2010).  

The final workshop facilitated by the researcher aimed to ensure consensus is 

reached in regards to what extent the participants feel that the competencies, factors 

and strategies identified should be integrated to stages of national policy framework 

development namely: the policy formulations, the policy design, the sequencing, and 

the policy implementation.   
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The key policy frameworks considered here including the overall digital policing 

policy framework, digital policing governance framework, digital policing regulations 

framework, and digital policing collaborations framework. The results of Group 

Model Building exercises will lead to the development of a final integrated 

framework/model with policy options and feedback loop. This leads to the 

achievement of the final objective of this study to develop a framework to guide policy 

and the development of law enforcement in the UAE and enhance its capability to 

perform its role effectively in a digital environment. 

4.7.2 Open-ended Questionnaire 

In the first round of Delphi an open-ended questionnaire was employed to collect 

qualitative data on the digital competences experts perceived as essential for law 

enforcement to protect critical infrastructure. Open-ended or unstructured questions do 

not advance suggested answers but rather allow participants to respond in their own 

words (Saunders et al., 2016). In this study the use of open-ended questionnaires 

provided respondents the opportunity to generate responses that reflected their actual 

opinions and express what they considered to be important in regards to the key 

factors and strategies for effective development of a national digital competences 

framework (Saunders et al., 2007). The respondents have the flexibility to respond 

without constraints (Saunders et al., 2007) and to explore their own perspectives 

providing in-depth information about their perceptions, attitudes, and beliefs on the 

research topic (Bryman and Bell, 2007). This can result in a more authentic account 

that contributes to the reliability and validity of the findings (Saunders et al., 2016). 

The data collected was subject to thematic analysis to generate insights on emergent 

themes that would provide an initial broad understanding of the factors and strategies 

influencing the development of digital competencies required by law enforcement for 

ensuring critical infrastructure protection.   

4.7.3 Semi-Structured Questionnaire 

In the second round of Delphi a semi structured questionnaire was designed to 

collect both quantitative and qualitative data on the factors and strategies underpinning 
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the implementation of training and development for digital competencies based on the 

data generated in the first round. A semi-structured questionnaire allows for the 

presentation of a predetermined set of questions that allows for a structured approach 

for the collection of data while providing the flexibility to explore more open-ended 

responses. For this study a semi-structured questionnaire employed both closed-ended 

and open-ended questions which afforded the opportunity for a quantitative judgement 

to be made on the characteristics of training and development for law enforcement 

while allowing respondents to further explain or reflect on their judgements (Saunders 

et al., 2016; Pallant, 2009). Including qualitative perspectives on assessments was 

important not only for generating a comprehensive and valid framework but also for 

obtaining the richness of detail to fully comprehend the underlying factors for training 

and development of digital competencies. While the quantitative data reveals the 

trends on one hand, the qualitative data provides in-depth critical insights that are hard 

to capture or measure including real life experiences and stories of the law 

enforcement agents protecting the critical infrastructure on a daily basis.     

Quantitative questions were designed based on a response scale of 0 to 5 (0 being 

lowest and 5 being highest) to rank the degree of importance in regards to key factors 

and strategies (Saunders et al., 2007). The insights generated from this phase of the 

Delphi were refined and summarised to be used in the development of the framework.  

4.7.4 Analytical Hierarchy Process  

In the third round of Delphi the Analytical Hierarchical Process (AHP) was 

applied to prioritise and rank the key digital competencies required by law 

enforcement based on the NICE framework (Petersen et al., 2020) of digital 

competencies for cybersecurity. This enabled the application of an objective and 

systematic decision technique that supported development of the analytical framework 

for effective CPI protection in the UAE. The AHP is a comprehensive schema that 

provides decision-makers the ability to generate decisions on any number of 

alternatives based on multiple criteria and factors (Willyard and McClees, 1987). The 

approach aims to allow decision-makers to integrate both subjective, qualitative 

elements of complex problems into effective decision-making in addition to more 
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objective and quantitative aspects. The AHP is applied across four key steps: the 

problem is first decomposed into a hierarchy as shown in Figure 4-3 that simplifies the 

problem and allows for systematic resolution; next evaluations of pairwise 

comparisons are conducted in which participants determine the importance or 

preference of elements within each hierarchy when paired against each other to 

establish the priorities among them; the results are then synthesised to obtain the 

overall ranking of alternatives to the goal; and finally the consistency of the 

judgements are evaluated (Saaty, 1978). The process has been employed to address a 

wide range of complex problems with various decision analyses, affording decision-

makers the ability to identify and establish ratio scale weights or priorities while 

avoiding arbitrary assignment (Richey and Grinnell, 2004).   

 

Figure 4-3 The Analytical Hierarchy Process 

The rationale for employing the technique in this study is supported by multiple 

examples in literature where the AHP has been applied for the development of 

analytical frameworks across different domains: public services (Gompf et al., 2021); 

policing (Manning et al., 2013) and technology (Probert et al., 2003). Developed 

initially by Saaty (1978) the method is now one of the most widely applied tools to 

support multicriteria decision-making for decision-makers and researchers. AHP has 

formed the basis for extensive literature in a wide variety of domains (Gerdsri and 

Kocaoglu, 2007; Probert et al., 2003; Phaal et al., 2001). Highly relevant for this 

research context the AHP has been widely applied to strategic planning and modelling 

processes and the development of strategic frameworks (Sapkota, 2014; Gerdsri and 

Kocaoglu, 2007). The insights generated from this phase of the Delphi were refined 
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and summarised to be used as a basis for the development of a ‘seed model’ to be 

utilised during the workshop facilitation for Group Model Building.  

4.7.5 Focus Group 

In the final phase of Delphi a focus group method was employed to review and 

refine the group evaluations from previous rounds and confirm the final framework. In 

this phase a smaller group of experts from the Delphi panel were contacted resulting in 

the participation of 7 experts, one from each Emirate. A focus group is a form of group 

interview that employs group communication and interaction to generate data on a 

clearly defined topic (Carson et al., 2001). Participants are encouraged to talk with 

each other, ask questions, exchange anecdotes and comment on each other’s 

perspectives and experiences (Kitzinger, 1995). The method allows for in-depth 

exploration of participants’ knowledge and experiences and is highly applicable for 

uncovering the underlying reasons for why they think what they do (Kitzinger, 1995). 

For this study the method is highly applicable for convening participants to act 

together to build and confirm the final framework.   

4.7.5.1 Group Model Building 

Within the focus group, Group Model Building (GMB) is integrated into the 

analysis to allow for the systematic development of consensus on the final framework. 

Group Model Building is a comprehensive method which allows for elicitation of 

knowledge from domain experts by enabling then to take part in model/framework 

building (Richardson and Andersen, 1995). It is an objective process which ensures the 

integration of a small group of expert views towards creating a framework that can 

provide a valuable outcome for improving digital competences for CIP. Essentially it 

provides a decision support mechanism for experts to agree on complex issues 

(Bryson, 2018; Bryson and Finn, 1995) such as CIP.  

Engaging experts in the process of model/framework building helped to minimise 

bias and value judgement often prevalent in a framework or model generated by a 

single researcher. Data was collected by means of workshop facilitation with 

opportunity for discussions to reach consensus (Richardson and Andersen, 1995). The 
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collaborative methodology enabled the researcher to elicit divergent and convergent 

knowledge residing in the minds of the expert group and later integrated into an 

aggregated model to inform the policies of digital competences and training for 

effective critical infrastructure protection in the UAE (Richardson and Andersen, 

1995). For a successful GMB a schedule was developed for the day that comprised 

particular scripts, delivery techniques and tasks to be utilised (Andersen and 

Richardson, 1997).  

4.8 Instrument Design 

This study develops several research instruments that are employed across 

different rounds of the Delphi comprising questionnaires, an AHP form and focus 

group guide consisting of scripts to guide and manage the group model-building 

process. The design and structure of research instruments can influence response rates 

and the internal validity and reliability of the data collected (Saunders et al., 2007). In 

this study to maximise validity and reliability established design principles were 

applied that informed the design of the research instruments. Instruments drew on 

theory and concepts in the literature to develop the content and specific question items 

and where possible adapted or adopted previously employed and validated questions 

(Saunders et al., 2007). Questions were formulated to minimise ambiguity and ensure 

that they could be understood by the respondent in the way intended by the researcher 

(Foddy and Foddy, 1994, p.7). Consideration was also given to the presentation and 

structure of the instruments in terms of the order of content and a clear and attractive 

appearance. A pilot study was implemented that provided opportunity to modify the 

various research instruments in response to feedback on the instructions, the wording 

of question items and the structure of the instrument.  

The first round of Delphi utilises an open-ended questionnaire comprised of nine 

sections that each contain at least two or three open questions. These questions collect 

data on the factors and strategies influencing development of digital competencies for 

CPI protection among law enforcement as well as significant factors or processes for 

protecting critical infrastructure.  The first half of the questionnaire comprises different 

concepts and practices in the development of digital competences including: training 
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plan; continuous professional development; training evaluation and monitoring; skills 

development and resources; and learning and feedback. The focus on training 

processes draws on numerous studies which have shown that the most urgent training 

needs for police relate to digital technologies (Cockcroft et al., 2018) which are 

frequently not a recognised part of police training (Cockcroft et al., 2018; Harkin et 

al., 2018; Hitchcock et al., 2017). Question 1 on digital competence training plan 

draws on literature that underlines different facets of a training plan including nature 

of specialisation (Willits and Nowacki, 2016; Hunton, 2012), degree of preparedness 

(Li et al., 2013; Radvanovsky and McDougal, 2010), nature of infrastructure (Marios-

Panagiotis, 2016; Alneaimi et al., 2015), and technological innovation (Williams et al., 

2018; Williams et al., 2013). Question 2 on digital competence continuous 

professional development is based on literature that highlights aspects such as 

frequency of training and recruitment of digitally competent law enforcement agents 

(Hinduja, 2004; Rana, 1999), and continuous testing and evaluations using exercises 

drills and simulations programmes (Radvanovsky and McDougal, 2010; Brown et al., 

2006). Question 3 on digital training evaluation and monitoring is drawn from 

literature emphasising the importance of content, skills certifications and capacity 

building (Global Cybersecurity Index, 2018; Furnell et al., 2017). Question 4 on 

digital competency skills development and resources is based on research which 

underlines a lack of available resources for skills development in relation to 

identifying, understanding and responding to the growing threat of cybercrime and the 

implications of cybersecurity (Hunton, 2012). The question on learning and feedback 

is situated at the end of the questionnaire in Question 9 and draws on literature on the 

police ecosystem that emphasises learning from failures, receptivity to learning, and 

learning from best practices (Sommer et al., 2016; Atak and Ertugut, 2010; Scheider et 

al., 2009).  

The second half of the questionnaire investigates concepts, factors and practices 

critical for protecting CPI consisting of: critical infrastructure protection phases of 

attack; critical infrastructure and cyber defence systems; critical infrastructure 

protection effectiveness; legislative reform and public engagement. Question 5 on 

phases of attack draws on Boin and McConnell (2007) who identify three separate 
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phases of attack. Cyber defence systems in Question 6 is based on literature which 

underlines aspects such as partnership between law enforcement and other agencies 

(Homeland Security, 2018; Dutta and McCrohan, 2002) and with the public (Deibert 

and Rohozinski, 2010; Dutta and McCrohan, 2002) and cyber governance (Cavelty et 

al., 2016; Brown et al., 2006; Radvanovsky and McDougal, 2010). Question 7 on 

protection effectiveness relates to studies which point to dimensions of speed and 

novelty (Walsh and Ungson, 1991); coordination and resilience (Bednar et al., 2008; 

Dutta and McCrohan, 2002); shared vision (Boin and McConnell, 2007); and recovery 

and resources intensity (Hunton, 2012; Li and Bernoff, 2008; Shirky 2008). Question 8 

on legislative reform draws on literature that underlines legal aspects in relation to 

interception and retention of data in real time (Cavelty et al., 2016; Hooper et al., 

2013); sharing of cybercrime data for intelligence purposes regionally (Trottier and 

Lyon, 2011; Zedner, 2007; Yar, 2005); interception of cybercrime data stored on cloud 

platforms (Battistoni et al., 2016; Dykstra and Sherman, 2012; Garfinkel, 2010; 

Hooper et al., 2013); and lawful access and disclosure of digital data among law 

enforcement (Berkow, 2011).  

In the second round of Delphi a semi-structured questionnaire is used as the 

research instrument. This integrates the competencies and factors and measures 

generated from the first round and thematically analysed. As in the first round the 

instrument contains nine sections and participants were invited to review and rate 

competencies and factors summarised from the thematic analysis using a six-part 

Likert scale to assign importance. 

The quantitative instrument for the AHP in the third round of Delphi is based on 

the NICE framework (Petersen et al., 2020) that identifies the digital competencies 

required for cybersecurity. The framework identifies seven broad categories of 

competencies which are used in the AHP to determine priorities among them. The 

framework then identifies specialty competencies for each category included in the 

AHP instrument for experts to weight and prioritise. The final section of the AHP 

maps the work roles associated with each category based on the roles identified in the 

NICE framework.  
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In Delphi round 4 the research instrument comprises several scripts to manage 

and guide the group model building process. These scripts draw on group model 

building theory that identifies the importance of standardised protocols or “scripts” in 

group model building (Hovmand et al., 2011; Andersen and Richardson, 1997). Four 

scripts are employed in total that guide the process of conceptualisation of the model 

structure, eliciting feedback, testing and refining the model and integration within 

policy.  

4.9 Sampling Strategy  

For this study a non-probability approach is adopted using a purposeful sampling 

strategy to select expert participants for the Delphi panel. Widely utilised in qualitative 

research, purposeful sampling is employed to select participants based on specific 

criteria in order to target people with relevant in-depth knowledge of the research 

phenomena (Patton, 2002). The criteria for this study are based on six conditions that 

support the research objectives of this study: maximum amount of experience in terms 

of years; roles within cyber policing units; specific expertise (e.g forensic investigator, 

network administrator, threat monitoring); attended digital competences training; 

levels of seniority; links and association with CIP assignments.  

The sample consisted of 24 experts drawn from all seven Emirates and 

specifically selected to ensure a diverse range of perspectives from different law 

enforcement organisations and from different roles and different levels of the 

organisation. The goal was to provide a holistic and inclusive account of digital 

competencies for critical infrastructure protection that could inform a comprehensive 

framework for law enforcement. Participants were drawn from a cross-section of 

policing agencies at federal and local levels that have key responsibilities for 

cybersecurity and critical infrastructure protection. The sample included police officers 

with designated roles or associations with The National Information Assurance 

Framework (NIAF) whose main goal is to ensure a minimum level of information 

assurance (IA); officers associated with the Critical Information Infrastructure 

Protection Policy (CIIPP) whose key objective is to identify and develop the necessary 

application programmes to protect critical information infrastructure; and police 
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officers with links to the National Information Assurance Standards (IAS) whose 

primary purpose is information protection and management aspects including key 

processes such as business information continuity, disaster recovery, compliance, 

certification and accreditation. Officers were selected with varied knowledge in 

regards to digital competences, training and development, and from different 

hierarchical positions such as senior managers, middle managers, and frontline staff 

(Saunders et al., 2007). Officers were knowledgeable in areas of digital competences 

linked to CIP namely computer hacking, spreading malicious virus, spamming, 

network intrusion, software piracy, phishing, identity theft, and distribution of 

inappropriate images/contents.  

4.10 Data Collection Process  

4.10.1 Recruitment of Participants 

The sample was drawn from HR personnel records of law enforcement agencies 

responsible for cyber security and critical infrastructure protection. Following 

organisational approval and with the cooperation of gatekeepers in these organisations 

the criteria for selection and details of the study were shared, resulting in the 

generation of a shortlist of personnel that met the criteria. Participants on the list were 

contacted and invited to participate in the Delphi panel in an email that also 

communicated the purpose of the study, how it was to be conducted and what 

participation would involve. Their rights as participants were outlined in a consent 

form attached to the email which participants could sign and return. Participants were 

additionally provided opportunities to obtain further information on the study and 

clarify any questions they may have had. 

4.10.2 Delphi Round 1 – Open Ended Questionnaire 

Round one of the Delphi process implemented an open-ended questionnaire that 

was emailed to all participants in the panel as shown in Appendix 2. The aim was to 

collect qualitative data and an in-depth perspective on the digital competencies and 

factors and strategies for law enforcement they viewed as significant for cyber 

security for critical infrastructure. Once completed, the unstructured responses from 
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the questionnaires were subject to thematic analysis, with the outcomes forming the 

basis for an initial broad understanding of relevant competencies.     

4.10.3 Delphi Round 2 – Semi Structured Questionnaire 

In the second round of Delphi each participant was emailed a semi-structured 

questionnaire shown in Appendix 4 which integrated the competencies and factors 

and measures generated from the first round. This provided the opportunity to 

consider views and assessments and the integration of new ideas. Participants were 

invited to review and rate competencies and factors summarised from the thematic 

analysis using a six-part Likert scale to assign importance. The semi-structured 

format afforded opportunities for participants to offer a rationale for the rating and 

significance given to specific items (Jacobs, 1996). This phase created the basis for 

generating initial priorities among items and establishing early consensus on the 

priority of different competencies and factors (Ludwig, 1997). 

4.10.4 Delphi Round 3 – AHP Matrix Questionnaire 

In the third round of the Delphi process participants were asked to complete an 

Analytical Hierarchy Process form to identify the competencies evaluated as most 

important for the training and development of UAE law enforcement officers for 

effective cyber policing of CPI. The AHP was conducted online over two phases 

during which Delphi members were invited to complete AHP questionnaires. A form 

for structured responses as shown in Appendix 3 was provided to participants in 

which pairwise comparisons were assembled in an empty matrix to obtain priorities 

or weights for the items. Items were drawn from the NICE framework (Petersen et 

al., 2020) of digital competencies for cybersecurity.  

Participants completed the form by comparing items against each other and 

allocating a numerical rating in accordance with their relative importance to the 

goal. For example participants could have to decide if Analyze competencies are 

more important, as important or less important than Collect and Operate 

competencies for the goal of CPI and assign a value to this comparative importance. 

Consistent with practice advocated by Saaty (1980), the design of the AHP 
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incorporated a 9-point scale to evaluate pairwise comparisons as shown in Error! 

Reference source not found.. 

Table 4.2 Rating Scale 

Rating Description Explanation 

1 Equal Importance Two criteria contribute equally to the objective 

3 Moderate Importance Judgement slightly favouring one over another 

5 Strong Importance Judgement strongly favouring one over another 

7 Very Strong Importance A criterion is strongly favoured and its dominance is 

demonstrated in practice 

9 Absolute Importance  Importance of one over another affirmed on the 

highest possible order 

2,4,6,8 Intermediate Values Used to represent compromise between the priorities 

outlined above 

Therefore if a participant deems that Investigate competencies is considerably 

more important than Operate and Maintain competencies for law enforcement they 

will assign a rating of 9 and the latter will be rated as 1/9 in the matrix. A score of 9 

indicates the significant importance of one component over another while a score of 

7 points to an intermediate importance. A score of 1 reflects the equal importance of 

both components. Such pairwise comparisons were able to be depicted in matrix 

form.   

4.10.5 Delphi Round 4 – Group Building 

A group building method was employed in the final round of the Delphi to refine 

and revise participants’ evaluations and confirm the final digital competencies 

framework based on the research findings. Due to COVID this could not take place 

face-face as planned and was restricted to online email, messaging and video-

conferencing. This involved a total of seven Delphi panel members, one from each 

emirate, who are key domain experts within UAE law enforcement in terms of 

digital expertise of CI protection. The researcher acted as facilitator to guide the 

group discussion according to a predetermined set of topics (Saunders et al., 2016). 

A focus group guide was developed that incorporated questions, tasks and prompts 

for use by the facilitator that acted as a road map and memory aid. In group sessions 

the facilitator asked questions of the group and allowed time for participants to 
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respond to each other’s comments. The focus group lasted for a day and responses 

were digitally audio recorded. 

Group Model Building embeds tasks designed to engage the participants with a 

continuous stream of activity throughout the workshop, as shown in Error! Reference 

source not found.. These focused on engaging the experts to reach consensus through 

tasks that involved voting, box ticking exercises, and sketches of a simulated model 

structure (Andersen and Richardson, 1997). In so doing, the modeller employs a range 

of delivery approaches to facilitate brainstorming for ‘divergent’ related ideas, and 

then evaluation, integrative and design-oriented tasks for ‘convergence’ of ideas 

(Andersen and Richardson, 1997). For the brainstorming tasks a nominal group 

approach with plenary sessions was adopted, in which small groups of 2-3 are invited 

to discuss a list of ideas/concepts in regards to the ranked key competencies and 

influential factors. Through moving between subgroups to gather one idea from each 

individual participant, the researcher modeller reduces the number of key factors. This 

is achievable through voting for options to Agree, Partially Agree, or Disagree. Using 

video-conferencing software the focus group adhered more or less to the schedule 

outlined in Error! Reference source not found..  

The above provided the basis to expand the ‘seed model’ in activities requiring 

participants to simulate and design a model structure first in groups, and then 

collectively integrating central problems, solutions as well as policy options to the 

model/framework (Andersen and Richardson 1997, p. 111). The whole group were 

given opportunity for review to enable them to reflect, generate further dynamic 

insights, or simply clarify indistinct or overlapping ideas. Inspired by proposed model 

structures from the participants as well as the literature policy options scripts are 

presented to the participants in nominal groups for evaluation of feedback loops and 

potential model behaviour interaction. This is designed to enable the participants to 

discuss ways of informing national policy through implementation at various aspects 

and stages of UAE national policy frameworks in terms of digital policing, 

governance, regulation, and collaborations.   
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Table 4.3 Group Model Building Schedule 

Group Model Building Workshop 

Time Agenda Team Tasks 

10:00-12:00 Introduction & 

Overview: Seed 

Model and influential 

factors 

Brainstorm/Elicit Variable Small Groups 

Plenary 

Voting options 

(Agree, Partially Agree, 

and Disagree) 

Small Groups 

Plenary 

Break (30 minutes)  

12:30 -1.30: Simulate and Draw Separate Model structures 

development 

Individual Groups 

activity  

Integration of all model 

structures 

Collective Group 

Activity 

Review, Test of Model 

Behaviour & 

Refinement 

Structure – verification 

Test (Evaluation with 

check boxes) 

Collective Group 

Activity 

Break (30 minutes)  

2:00-3:00 

 

Implementation: 

Feedback Loop & 

Policy Options  

Loop 1: Digital policing  Plenary 

 

Loop 2: Digital 

Governance  

Plenary 

 

Loop 3: Digital 

Regulations  

Plenary 

 

Loop 4: Digital 

Collaborations 

 

Plenary 

Break (30 minutes)  

3:30- 4:30 Final integrated 

Model/framework 

with feedback loops 

Integrating the model 

structures and Reflections 

Road Map for Policy 

Implementation 

(Tactical, Strategic, 

Operational)- 

Collective 

Overall multiple scripts have been used during the Group Model Building 

workshop namely 1) Scripts for conceptualising model structure; 2) Scripts for 

eliciting feedback structure; 3) Scripts for Model Refinement and Testing 4) Scripts for 

Policy Development (adapted from Andersen and Richardson, 1997).  
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4.10.5.1 Scripts for Conceptualising Model Structure 

Here the goal is to present a simplified ‘seed model’ and engage the experts to add 

successive layers of complexity. While doing so, the experts will be cautioned to use 

similar style and iconography of the original simplified version of the ‘seed model’ 

presented to them. This is to ensure uniformity and consistency of the final product. 

4.10.5.2 Scripts for eliciting feedback structure 

Here the expert groups have been prompted to think about all the causal linkages 

and feedback loops in the model. Groups and plenary sessions have been used to 

encourage the expert participants to tell verbal stories about what controls key 

influential factors of CIP. Thereafter, the whole group collectively work together each 

beginning with variables/factors of interest in the (stock-flow) diagram and identifying 

causal influences to simulate and draw.  

4.10.5.3 Scripts for Model refinement testing 

In this script a final model is presented to the expert groups in a paper sheet for a 

detailed model refinement process (Vennex, 1990). Once model refinement is 

completed the final refined model will then be tested through group tasks on structure 

verification using reference modes to the literature of CIP. 

4.10.5.4 Scripts for Policy Development 

The final script use is the policy development script using matrices for ranking 

purposes. The script features a matrix which links policy levers to key system flows. 

The matrix system enables the experts to rank as well as tell policy stories where 

necessary.  Prior to commencing the researcher introduces and discusses briefly policy 

levers in consideration namely digital policing policy, governance policy, regulations 

policy, and collaborative policy. Columns of the matrix will be labelled with key 

system flows within the white box diagram on one hand. The rows of the same matrix 

will be labelled with the key policy levers (Digital policing policy, governance policy, 

regulations policy, and collaborative policy). The matrix will be created both on the 

white board as on the worksheets handed to individuals. Their main task would be to 
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decide if implementation of certain policies could lead to significant increase (++), 

small increase (+), significant decrease (--), small decrease (-), and no impact (0). 

Thereafter, the experts engaged in group discussions to present their findings. Where 

there is significant disagreement on the magnitude of an impact, the group discussions 

were intended to resolve such differences. 

4.10.6 Pilot Study 

A pilot study was undertaken which tested the different questionnaire instruments 

with the purpose of maximising the reliability and validity of the data collection 

process and results (Lancaster et al., 2004). Undertaking a pilot study supported the 

detection of potential problems and issues in the research protocols, procedures and 

instruments prior to implementation of the full study. It enabled the questionnaires to 

be refined and modified based on feedback from participants on the transparency of 

meaning of question items and the ease with which the questionnaire can be completed 

(Check and Schutt, 2012). The questionnaire designs for each stage of the Delphi 

process were tested among a small group of 5 police officer participants sampled from 

a single agency. The officers targeted are directly involved in the enforcement of 

virtual policing across the whole scope of activity.  This enabled any issues with the 

structure and sequence, meaning and wording of the questions to be identified as well 

as understanding of the response categories and the average length of time needed for 

completion (Check and Schutt, 2012). Feedback was utilised to refine the instruments 

so that the final design consisted of a seamless and logical structure and clearly 

expressed questions that encouraged participant completion and valid and accurate 

responses (Check and Schutt, 2012).   

4.11 Analytical Procedures  

4.11.1 Thematic Analysis 

Thematic analysis was utilised to analyse the qualitative data from the 

questionnaires applied in round one and two of the Delphi. This technique is widely 

adopted for identifying, analysing and presenting themes and patterns in the data 

(Braun and Clarke, 2006, p.79). Patterns are detected and assigned a code or theme 
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and then iteratively rearranged into higher order categories. Thematic analysis 

provides a systematic and structured approach for analysing qualitative data that 

supports the validity and reliability of the results (Saunders et al., 2016). For this study 

it allowed large amounts of data to be addressed flexibly and efficiently while enabling 

the generation of a detailed account (Braun and Clarke, 2006) of the components and 

factors of digital competencies for critical infrastructure protection.  

The qualitative data from round one and round two of the Delphi process was 

analysed to identify all of the digital competencies and factors that participants viewed 

as important. Analysis followed a structured approach incorporating a number of key 

steps as shown in Figure 4-4. Firstly, the data in the open-ended questionnaires were 

transcribed (Guest et al., 2014) and imported into Nvivo software that facilitated 

coding and analysis. The data sets were then read in-depth to generate initial ideas 

about items of interest following which the first round of coding was applied. Codes 

are words or short phrases assigned to sentences or small passages of text to convey 

core meaning (Ryan and Bernard, 2003). Different coding techniques can be used such 

as open coding, axial coding, or selective coding (Saunders et al., 2016). This research 

adopted open coding in order to capture the broadest possible range of underlying and 

contextual meaning of factors.  

 

Figure 4-4 Steps for Thematic Analysis 

(Braun and Clarke, 2006, p. 87). 
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The initial round of coding focused on a search for themes that were assigned a 

provisional code. This entailed identifying patterns in the whole dataset based on the 

themes emerging inductively from the data that are relevant to the research objective. 

In a second round of coding themes were reviewed and refined and regrouped 

into higher order classifications (Ryan and Bernard, 2003). This process considered the 

relationship between themes and involved recombining and reconfiguring codes. In a 

final round of coding the definition and labelling of themes was finalised that 

identified the scope and focus of each theme (Braun and Clarke, 2006). The analysis 

of the results from the first round formed the basis for the investigation in the second 

round of Delphi. The qualitative data from this round was similarly analysed to 

determine the key themes in relation to the importance assigned to dimensions and 

factors of digital competencies. While thematic analysis is vital in generating insights, 

it has been criticised for relying on value judgements and assumptions of the 

respondents (Ryan and Bernard, 2003).  

4.11.2 Narrative Analysis 

Further, the researcher adopted narrative analysis to elicit the narrative as well as 

the stories UAE law enforcement tell in regards to the influential factors associated 

with cyber threats, skills gaps, and resources (Sekaran and Bougie, 2010). This 

provides the opportunity to integrate qualitative aspects to the seed model. In so doing, 

the researcher conducts a two level analysis namely at conceptual and relational levels. 

During the conceptual level analysis the researcher focuses on aspects critical to 

conceptualising the seed model through identifiable repetitive words, themes, and 

characterisations (Sekaran and Bougie, 2010). These have been coded accordingly to 

allow for a relational analysis and interpretation of coding categories (Sekaran and 

Bougie, 2010). The researcher conducted a cross examination of relationships and 

their meanings between concepts, texts, codes, and themes as basis for the 

development of the ‘seed model’ (Sekaran and Bougie, 2010).  The outcome leads to a 

deeper level interpretation of what is being implied and invoked by the respondents 

and implications for CIP (Anderson and Warren, 2011). Narrative analysis allows for 
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interpretation with emphasis on the ‘subject’ rather than the ‘object’ due to its 

explanatory power (Anderson and Warren, 2011).   

4.11.3 Descriptive Analysis 

The quantitative data from round two of the Delphi process was subjected to 

descriptive analysis (Pallant, 2005) to determine the scores for dimensions and factors 

of digital competencies. The ranked data were tabulated and presented in a descriptive 

analysis with details on mean, median scores, and frequency tables to determine the 

number of occurrences assigned to each ranked key factor. In so doing, the key factors 

that have the highest scores and number of occurrences will be given priority in the 

development of the ‘seed model’. 

4.11.4 Analytic Hierarchy Process  

The Analytic Hierarchy Process (AHP) employs mathematical techniques for 

analysing the quantitative subjective preferences of the decision-making group (De 

Felice and Petrillo, 2014). Analysis of the AHP results began by identifying the 

hierarchy of competence categories, specialty areas and work roles preceded by 

judgments on pairs of elements to attain a dominant element for each pair. This is 

expressed by obtaining ratio scales which can be utilised to identify the most 

preferential or most highly perceived alternative (Saaty, 1990). This process comprises 

three discrete analytical phases:      

1) Pairwise comparison and evaluation of relative weights: Comparisons are 

undertaken between any number of pairs for every element at every level in 

terms of their importance or priority to the goal. According to Saaty (1980) 

comparison of any two elements can be achieved using a scale of 1-9 and can 

be depicted in matrix form 

2) Priority vector: following completion of the pairwise comparisons the priority 

weight vector (w) is calculated 

3)  Estimation of consistency index: inconsistencies are likely to occur in the 

numeric values assigned by participants given that they are based on their 

subjective preferences and judgements. The threshold for the extent to which 
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inconsistencies can be accepted in AHP is determined by calculating a 

consistency ratio (CR). This is derived by comparison of the consistency index 

(CI) of the matrix under study with the consistency index of a random-like 

matrix (RI) for which inconsistency is expected to be high (Mu and Pereyra-

Rojas, 2017). Recommendations in the literature suggest that a CR of 0.10 or 

less is satisfactory to proceed with the AHP analysis (De Felice et al., 2016; 

Saaty et al., 1990). In order to determine the CI of the matrix the calculation CI 

= (λmax − n)/n − 1., is used, where λmax is the largest eigenvalue of the 

judgment matrix A and n is the rank of the matrix.  

4.12 Validity and Reliability   

 The validity and reliability of the research design and methods employed 

underpin the quality of the findings and conclusions in any study (Lincoln and Guba, 

1985). Validity refers to the credibility or believability of the research in terms of 

whether the research measures what it purports to measure, while reliability alludes to 

the repeatability or consistency of the findings and if when repeated the study would 

yield similar results (Saunders et al., 2007).  

This study is based on a mixed methods design that incorporates both qualitative 

and quantitative data. Qualitative research theorists have developed alternative 

concepts and measures to address reliability and validity in qualitative research. These 

identify notions of transferability, credibility, dependability and confirmability. 

Credibility centres on addressing the congruence of the research findings with reality 

(Merriam, 1998). For this study credibility has been supported through both method 

and data triangulation, in terms of employing a range of different qualitative and 

quantitative research methods and collecting data from varied data sources across 

different law enforcement agencies and different organisational levels. Transferability 

is broadly consistent with the idea of validity in positivist research, which is concerned 

with the application of the study findings to other situations and a wider population. To 

support transferability in-depth contextual information has been provided in the form 

of detailed background information on the law enforcement, critical infrastructure and 

digital competence context in the UAE. Dependability in qualitative research is closely 
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related to credibility and concerns the consistency and repeatability of the study 

findings that contributes to its overall trustworthiness (Lincoln and Guba, 1985). Key 

measures have been adopted associated with the provision of a full explanation and 

rationalisation of the research design and implementation which enables readers to 

achieve a comprehensive understanding of the design and methods implemented and 

their effectiveness. This includes a complete explanation of the data collection 

procedures that enables the work to be repeated by other researchers. Confirmability 

concerns are analogous to objectivity considerations in quantitative research and 

comprise measures to ensure that the findings are reflective of the experiences and 

perspectives of participants and not the inclinations or characteristics of the researcher 

(Guba, 1981). 

In addition specific measures have been undertaken in relation to ensuring the 

validity and reliability of the research methods adopted.  In this study the Delphi 

method is the core method utilised that incorporates questionnaires, an analytical 

hierarchy process and focus group to collect data. The reliability and validity of the 

Delphi method was strengthened by applying several measures within the design. 

Firstly the selection of panel participants ensured that they were all experts in their 

field with lengthy experience and significant technical knowledge supporting the 

content validity of the Delphi outcomes (Lilja et al., 2011; Goodman, 1987). Moreover 

successive rounds of the Delphi enabled reasoned argument and assumptions and 

decisions to be challenged that helped to enhance validity (Hasson et al., 2012). 

Validity and reliability were further reinforced by maintaining anonymity among 

Delphi panellists until the final round. This helped to minimise judgement bias through 

preventing dominant or senior members from disproportionately affecting the results 

that can be a feature of face-to-face group methods (Akkermans et al., 2003; Dexter et 

al., 1993).  

In the initial qualitative phase of the Delphi process the validity of the open-ended 

questionnaire was supported by its design which was founded on theory of digital 

competences and a systematic review of the literature to identify key themes and 

digital competence concepts. The design further strengthened reliability in ensuring 

that the questions were clear and unambiguous so that they would be interpreted in the 
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same way by all participants, and the same questionnaire structure was applied to all 

(Saunders et al., 2007). Piloting of the questionnaires helped to enhance reliability as 

the feedback allowed modifications to be made to improve understandability and a 

collective interpretation (Bryman and Bell, 2007).  

The design of the quantitative AHP phase was subject to specific criterion which 

reinforced the reliability and validity of the outcomes.  The number of elements for 

pairwise comparison did not exceed nine in any of the AHP matrices which research 

shows influences consistency in judgements. More than nine elements and people have 

difficulty processing information which increases inconsistency (Ozdemir, 2005). In 

addition responses to the AHP were subject to statistical consistency tests specified in 

the literature (Saaty, 1980) and which support reliability by evaluating the extent to 

which the pairwise judgements are consistent with each other.   

The validity and reliability of the focus group and the group model building stage 

was supported by several measures. Firstly the validity of the data was fostered 

through ensuring that minority or dissenting views were captured and included in 

deliberations and discussions. This helped to ensure that the effects of group 

polarisation were minimised and the convergence of group views were not unduly 

amplified (Turner, 1991). Further the researcher undertook training and practice in 

moderating group discussions which helped to ensure that discussions maintained 

relevancy in regard to the overall objective supporting validity and that one or more 

individuals did not dominate discussions (Kitzinger, 1995). Lastly questions and 

scripts were highly specific and precise helping to strengthen reliability and fostering 

accurate and detailed data that can be replicated (Smithson, 2000). 

4.13 Research Ethics 

The conduct of this study has been guided by consideration of the ethical issues 

and ethical principles of beneficence, autonomy, respect for privacy, justice, and 

confidentiality in every stage of research. The principle of beneficence refers to the 

obligation of researchers to act for the benefit of participants and prevent harm by 

ensuring that all measures of care are undertaken to safeguard participants (Belmont 

Report, 1979). This can include protection from physical harm or mental stress or loss 
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of confidence (Diener and Crandall, 1978). In this study the risks of harm were 

minimised through assessing the design and implications of each stage of the research 

and implementing any necessary modifications. Potential discomfort from the 

questionnaire and AHP processes was mitigated by ensuring that processes were 

clearly explained and understood and participants were able to easily obtain further 

information and clarify any doubts. In accordance with the principle of justice which 

mandates that the risks and benefits associated with the research should be fairly 

distributed it is likely that participants and their organisations as well as the 

government of the UAE will benefit from this research as it can support increased 

knowledge and understanding of the digital competencies required to protect critical 

infrastructure. The knowledge arising from this research can be made accessible to all 

academics and practitioners both in the UAE and beyond. 

Furthermore the research design was implemented to ensure that the rights of 

participants were safeguarded in respect of privacy and confidentiality and autonomy 

and informed consent. In terms of protection of privacy participants were made aware 

that they could refuse to respond to any question they perceived was too sensitive to 

answer (Bryman and Bell, 2007). Confidentiality was respected in the design of data 

collection so that the personal information of participants was not collected and all 

data remained confidential (Belmont Report, 1979). The data collected as part of this 

PhD study will be kept for 3 years after which it will be safely destroyed. To ensure 

maximum protection of data used in this research a number of measures were 

undertaken:  

1) Fully anonymised all data by utilising codes, numerical identifiers, or 

pseudonyms so that individual participants could not be identified 

2) Kept written record of data processing as well as a sound Data Management 

Plan (DMP). 

3) Stored data in password protected computers and encrypted files to avoid 

unauthorised access. In particular, the researcher stored data only in the 

University’s research data storage facility. 

4) Maintained a record retention schedule with clear outline on how long the data 

will be stored  
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5) Provided participants with full information on what will happen with the data 

collected 

Safeguarding participants’ autonomy is a major responsibility for researchers in terms 

of ensuring their rights to freely choose to participate in the study. Informed consent 

represents a critical procedure for ensuring that individual autonomy is respected 

(Belmont Report, 1979). To uphold informed consent participants were provided with 

full information on the study and its purposes, the benefits and risks and what their 

participation would entail to enable them to make a conscious informed decision on 

whether to participate. Information was provided in an understandable form and 

opportunity was given to solicit further information if needed (Belmont Report, 1979). 

Participants were also made aware that they could willingly withdraw from the study 

at any stage until completion.  

4.14 Conclusion 

The focus of this study is to investigate the digital competencies required by law 

enforcement to address the cybersecurity of critical infrastructure and develop a 

comprehensive framework that contributes to the training and development of digital 

competences of UAE law enforcement agencies. This chapter presented the research 

and methodological considerations that informed the research process to achieve the 

objectives of this study. The primary goal of this chapter was to establish a well-

planned and methodical research design that upholds the credibility and validity of the 

findings of this study. This study was situated within a pragmatist philosophical 

paradigm that conferred importance on both positivist and interpretivist approaches. 

This has implications for a mixed method case study design that was systematically 

described in respect of the selection of research methods and all aspects of the data 

collection and analysis, and consideration of ethical issues. This chapter described a 

complete and systematic design that is most suitable for achieving the research goal 

and which enabled the development and verification of digital competencies for 

critical infrastructure protection. 
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Chapter 5 Results of Delphi Process 

5.1 Introduction 

This chapter presents the qualitative and quantitative results generated across the 

different phases of the Delphi process.  This results are structured in accordance these 

four Delphi phases. In line with incremental group model building process, the expert 

panel were able review the collective data generated, revise their judgements  to arrive 

at a consensus. Phase 1 provides the analysis of the expert panel’s responses to the 

open-ended questionnaire, summarised in Error! Reference source not found.. The 

qualitative data from this phase was analysed and then reviewed by the panel who 

were able to revise their judgements and develop consensus on key themes. In Phase 2 

a semi-structured questionnaire was developed based on the findings in Phase 1. The 

goal in this phase was to quantitatively rank the key factors identified in Phase 1 and 

generate qualitative data on those factors. The results from these two phases 

contributed knowledge on the key factors, issues relating to the design and 

implementation of digital competency framework for law enforcement for enhancing 

cybersecurity of CPI.  Phase 3 of the Delphi process focuses on defining and 

prioritisation of cybersecurity digital competencies based on Cybersecurity 

Educational Framework. The results are presented for Analytical Hierarchy Process 

ranking the cybersecurity functions, skills, knowledge and activities relevant for law 

enforcement in respect of CPI. The final section of this chapter presents the results of 

group model building and validation of the model by the expert panel from Phase 4 

Delphi process.  

5.2 Delphi Phase 1 – Open-Ended Questionnaire 

In the first phase of Delphi an open-ended questionnaire collected qualitative data 

on the factors and strategies that impacted the development of digital competencies 

and the protection of critical physical infrastructure. The data was thematically 

analysed from which eight key themes emerged of: 1) Balance, type, & relevance of 

training; 2) Futuristic training & unconventional techniques; 3) Mandatory 

certifications, digital knowledge and skills 4) Skills development and resources; 5) 

Proactive, reactive, preventative measures; 6) Socio-technical system (cloud, public, & 
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volunteer defenders); 7) Resilience, and 8) Adaptive learning. The first four relate to 

digital competence training and development while the latter four themes concern CPI 

protection. 

5.2.1 Balance, Type and Relevance of Training 

 A key theme to emerge for digital competence development was balance, type 

and relevance of training for law enforcement experts in cybersecurity. Balancing the 

training of experts in internet security was noted by one participant to ensure there is 

enhanced diversity in acquiring and developing talent. Specific elements of digital 

development were identified to enhance balance in training and lead to effective 

development of digital competences: establishment of critical infrastructure protection 

digital expertise group/forum; categorisation and prioritisation of digital skills training 

needs; breadth and depth of training; sequence and order of training; parallel vs. 

vertical training; train the trainer routine; balancing private vs public company 

interests; trans-border digital competences training; benchmarking with global best 

practices; training for in-house talent development; 360 degrees training in all areas of 

digital policing; and number of updated digital training plans. 

5.2.2 Futuristic training with the use of unconventional techniques 

The analysis pointed to futuristic training with the use of unconventional 

techniques as a key theme for digital competence development. Establishing proactive 

mechanisms to address cybercrime was cited to positively change the way in which an 

organisation engages in cybersecurity.  

Several strategies were identified as critical for effective development of digital 

competences to promote access to learning on innovations, technologies and 

practices including: accessible digital micro training and e-learning; Learning 

Management System (LMS); mobile learning; use of simulation exercises; 

gamification; industry 4.0 applications (IoT, Smart tech); incorporation virtual 

reality (VR), augmented reality (AR), artificial intelligence (AI) and robotics. 
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Table 5.1 Thematic Analysis Summary 

Dimension  Key Factors 

Digital Competence Training Plan BALANCE, TYPE, & 

RELEVANCE OF TRAINING 

 

● CIP digital expertise group/forum established  

● Categorizations and prioritization of digital skills training needs 

● Breadth and depth of training 

● Sequence and order of training 

● Parallel vs. vertical training  

● Train the trainer routine 

● Private vs. public interests  

● Trans-border competences training 

● Benchmarking with global best practices 

● Training for in-house talent 

● 360 degrees training 

● Number of updated plans 

Digital Competences Continues 

Professional Development & 

Training  

 

FUTURISTIC TRAINING USING 

UNCONVENTIONAL METHODS 

 

● Accessible digital micro training and e-learning  

● Learning Management System (LMS) platforms 

● Mobile learning 

● Simulation exercise 

● Gamification  

● Industry 4.0 technologies application (IoT, Smart tech) 

● Applying VR, AR, AI and Robotics 

Digital Training Evaluation & 

Monitoring 

MANDATORY 

SPECIALISATIONS & 

● Guidelines for evaluation  

● Capabilities) 

● Specializations and Certifications 
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 CERTIFICATIONS 

 

● Network security Certifications  

● Digital forensic certifications 

● Information security certifications 

● Ethical hacking techniques certifications 

● Information security certifications 

● Information system security certifications 

Digital Competency Skills  

Development & Resources 

DIGITAL KNOWLEDGE & 

SKILLS 

 

● Modeling and testing of threat intelligence 

● Specializations in domain expertise 

● Balance of knowledge vs. skills established  

● Detecting,, investigating, and combining cyber-crime evidences 

● Skills for social media policing (covert and overt) 

● Generalist vs. specialist skills routes 

● Intangible resources 

Critical Infrastructure & Cyber  

Defence Systems 

Resources 

SOCIO-TECHNICAL SYSTEM 

(CLOUD, PUBLIC, 

VOLUNTEERS) 

● Strengthened cloud network infrastructure & forensic systems 

● Establish National crime mapping for cyber-attack on CI system 

● Systems of Partnership between  

● Develop volunteer cyber defense system 

● System of lateral surveillance on social media using pseudonyms 

● Maintenance of time alteration forensic evaluations mechanisms 

● Maintenance of Public Private Partnership arrangements systems 

● Maintenance of periodic inspections of cloud infrastructure 

Critical Infrastructure Protection 

Phases of Attack 

PROACTIVE, REACTIVE, & 

PREVENTATIVE MEASURES  

 

● Joint preparation and training 

● Working with communities 

● Undercover social media policing 

● Contingency planning 
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● Situational information assessment 

● Cybercriminal profiling 

● Volume of evidence 

● Preventative measures for inter-jurisdictional investigation 

CIP Effectiveness 

 

RESILIENCE 

 

● Readiness & Preparedness 

● Speed to seizure, acquisition, analysis, and investigation 

● Novelty in responding to CPI attack 

● Resources intensity for investigations and recovery purposes 

● Risk assessments, monitoring and evaluation 

● Increased legislative powers to access, intercept and store data 

● Increased cooperation for sharing intelligence 

Learning & Feedback: Loop ADAPTIVE LEARNING  

 

● Learning from international best practices 

● Receptivity and openness to learning new technology 

● Peer to Peer Learning 

● Learning from failure 
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5.2.3 Mandatory specialisms and certifications for law enforcement 

Mandatory specialisms and certifications for law enforcement are identified as a 

critical component of cyber security management for critical physical infrastructure. 

Several participants noted the importance of knowledge of international standards 

governing the certification of digital content for cybersecurity competence 

development. In addition participants noted that all digital specialisations should be 

certified. Specific areas of digital specialisations and certifications were distinguished 

as central for developing digital competences for law enforcement: network security 

certification; digital forensic certification; information security certification; ethical 

hacking techniques certification; information security certification; and information 

system security certification. 

5.2.4 Skills development and resources 

The Delphi panellists identified a number of factors in relation to digital 

competency skills development and resources relevant for effective critical 

infrastructure protection.  Key themes included: developing skills for modelling and 

testing of threat intelligence; developing expertise in all domains such as digital 

forensics, network investigation, and technical inquiry; achieving balance of 

knowledge vs. skills established; developing skills for detecting, investigating, and 

analysing cyber-crime evidence; developing skills for social media policing (covert 

and overt); and achieving a balance between generalist vs specialist skills routes.  

5.2.5 Reactive, proactive, and preventative measures against cyber-

attack on CPI  

Key factors and strategies were also identified in relation to protection of critical 

physical infrastructures against cyberattack in terms of the reactive, proactive and 

preventative measures that could be implemented. Seven key factors emerged in the 

analysis: joint preparation and training; working closely with communities; covert 

social media policing; contingency planning; situational information assessment; 

cybercriminal profiling; volume of evidence; preventative measures; provision of 

resources for inter-jurisdictional investigation.  



 

119 

 

In terms of joint preparation and training participants identified that the scale and 

rapid development of cyberthreats emphasised a need for training mechanisms which 

are more flexible, adaptive, operational, and strategic. Advanced training technologies 

were noted to be necessary for effective development of digital competences. Working 

closely with communities was noted by participants to relate to all levels of employee 

and different functional specialisms and areas to develop understanding of how to 

judge and detect a threat before it actually occurs. One participant mentioned the 

establishment of a secure development lifecycle (SDL) that is meant to create cohesion 

between the members of the organisation to ensure the security policy is accepted by 

everyone in the community. The inclusion of SDL would enhance aspects such as 

threat modelling, security up front testing, and security significance. Measures to 

enhance cybersecurity further included the implementation of undercover policing on 

social media. This was associated with the use of these platforms globally to conduct 

cybercrime.  

Policing on social media using undercover pseudonyms was identified as a key 

mechanism forming a system of lateral surveillance on social media. Security agents 

were noted to frequently use fake accounts to launch investigation against a suspected 

hacker or a perpetrator of other cyber-related crimes. The need for cyber security 

contingency planning was linked to protection of information technology equipment, 

services and data against natural disaster or security breaches. This was identified as a 

written risk management document which provides instructions, recommendations and 

considerations for a company on how to recover their IT services and data should a 

breach occur. Participants noted the importance for developing a contingency plan of 

identifying vital information systems and data, possible types of risks and threats and 

controls to be put in place to mitigate these threats.  

Situational information assessment of the cyber security threat is another 

mechanism considered vital when conducted correctly and in a timely fashion. 

Understanding the nature of threats likely to face the organisation through critical 

assessment and analysis was noted to allow all stakeholders to gain awareness of the 

situation and likely impacts of the threats. Experts suggested that many organisations 

employ STIX ontology to act as a symbol or visualisation for interpreting cybercrime 
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information and to signify the most significant qualities embedded in the cyber 

situation. Information was considered to be an essential element that helps critical 

decision makers to arrive at situation awareness and the most concise and effective 

decisions. 

Cybercriminal profiling was believed to contribute to the effectiveness of a cyber-

security strategy and according to experts was a highly preferable mechanism which 

helps to identify perpetrators associated to the crime and profiles them against their 

actions. Cybercrime profiling was noted to help to classify and differentiate between 

petty criminals and cartels of professional information hackers. 

Some participants drew attention to the volume of critical information available 

on electronic devices that can become evidence in criminal cases. While digital 

evidence was mostly used to address electronic crimes, nowadays it is used in all types 

of crimes. Participants suggested several measures to ameliorate risks of evidence 

tampering, considered easy with digital evidence and therefore requiring special care 

to secure and preserve it. Records should be kept and devices given specific numbers 

and the evidences should be left in the state they were found. This would allow for the 

acquired data to be intact upon its use in the court. 

Preventive measures included social technical aspects based on a belief that due 

to the complexity of CPI systems measures should not be limited to technical factors 

only but also encompass social aspects. In so doing participants identified the 

following factors considered as critical for effective CPI defences systems. Firstly a 

strengthened cloud network infrastructure and forensic systems were considered 

critical to strong security in an ICT organisation. The ability of an organisation to 

withstand an attack was viewed to primarily depend on the strength of its cloud 

network infrastructure. Therefore, it is important for an organisation to install up to 

date facilities. Further forensic systems must also be effective and facilitate the 

gathering of relevant digital evidences. The majority of the respondents admitted that 

the use of Mobile Cloud Computing provides universal access to the relevant data that 

can help in assessing the situation and gathering relevant evidence for investigations. 

Establishing national crime mapping for cyber-attacks was viewed as a further 
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effective preventative measure. Some participants underlined the importance of 

systems of partnership and information sharing between law enforcement agents, 

intelligence community, and national coordination centres as a key preventative 

measure. This was viewed to create a culture for security between law enforcement, 

and other stakeholders such as the intelligence community and the national 

coordination centres and effective coordination of investigations. Participants further 

emphasised that effective coordination between the security agents and the public 

would help to curb cyberattacks. Another preventative measure was the adoption or 

adaptation of voluntary frameworks by organisations to assess the nature and intensity 

of cyberattacks experienced in different areas of operation. Participants cited the NIST 

framework as one such which could be adapted to UAE boundaries and comprises five 

elements of Identify, Protect, Detect, Respond, and Recover. 

Prevention measures were further associated with maintenance of time alteration 

forensic evaluation mechanisms in the cloud and maintenance of periodic inspections 

of cloud infrastructure. Most organisations were perceived to use cloud computing 

infrastructures for back-up provisions, and therefore it was considered crucial to 

conduct frequent maintenance and services to ensure UPS connections to the cloud 

were in a good condition and UPS monitoring software could be deployed to further 

enhance alarm reporting, fault finding and overall speed of response. According to the 

respondents, maintaining and periodic inspection of the cloud infrastructure would 

help in information retrieval during forensics by the investigators. 

5.2.6 Resilience for CPI protection 

Participants identified resilience as vital for CPI protection and suggested the 

following critical factors: readiness and preparedness; speed to evidence volume, 

acquisition, analysis, and investigation; novelty in responding to CI attack; resources 

intensity for investigations and recovery purposes; and risk assessments, monitoring 

and evaluation.  

Cyber readiness and preparedness were considered essential involving the process 

of continuously applying security measures and ensuring that all threats both internally 

and externally are addressed before an attack occurs. This would ensure a quick 
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response to any form of breach as each and every activity conducted within the 

networks are monitored hence the problem is easily identified. Readiness and 

preparedness would help in avoiding large losses or outages.  

Participants identified that forensic investigators must follow specific procedures 

and regulations to ensure that data is not tampered with or mishandled during the 

process of acquisition, sorting, transfer, and storage and speed of evidence gathering is 

maintained. During the forensic acquisition stage, evidence is gathered from all the 

electronic device sources, and mostly involves use of the copy and paste commands to 

ensure originality of the evidence. It may further involve retrieval of image evidences 

by physical photo taking and also from storage devices such as hard drives, 

smartphones, removable disks, CD ROM, and live servers among other devices.  

In terms of novelty in responding to CI attack respondents believed that security 

agents should be actively involved in cybercrime solution seeking. The first response 

to CI attack is taking inventory of the technological infrastructure available with the 

company. The inventory taking may involve such activities as frequent system 

tracking and inspection to ensure security of data. Secondly, the organisation can 

appoint a team responsible for implementing emergency plans in case there is an 

attack. The team’s responsibility is to contain the situation by offering technical 

assistance internally before the eventual launching of investigation. Lastly, the 

company can respond by making contingency plans to secure the situation. This can 

happen through an emergency address to all the staff members to know the company is 

under an attack and the situation is being contained. 

Resource intensity for investigation and recovery purposes was identified as an 

essential aspect of cyber security. Certified and highly trained response teams should 

be ready to apply the necessary response procedures and decisions regarding the 

situation. The team should collect and analyse all evidence related to the attack. They 

should ensure that a remediation plan is implemented to ensure that critical mitigation 

tactics are addressed, and business disruptions are minimal. The most vital and 

confidential assets should be protected to avoid further loss, and the attack contained 
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to prevent it from spreading a causing additional damage. An investigation report 

should also be undertaken to ensure that lessons are learnt. 

Risk assessment, monitoring, and evaluation of cyber-security were considered 

essential in determining the effectiveness of controls put in place to understand and 

control cyber-attacks. Risk assessment was believed to help develop proper risk 

response. Evaluation and monitoring of cybersecurity could be conducted by 

establishing and regularly reviewing security metrics, conducting vulnerability 

assessment and penetration tests to validate security configuration, and completing an 

internal audit to assess security control operations. Performing risk assessment 

monitoring and evaluation was identified to reduce long-term costs, avoid data 

breaches and regulatory issues, and data loss. Respondents further identified the need 

for legislative reforms to enable law enforcement to have increased powers to access, 

intercept, and store data efficiently.  Specific legislative powers were considered to be 

critical: increased powers to block cybercrime data stored on cloud platforms (IaaS, 

SaaS, and PaaS); increased cooperation for sharing regional intelligence on 

cybercrime; maintenance of up to date information systems for interception and 

retention of real-time data; and societal engagement and awareness.   

5.2.7 Adaptive learning 

Finally, the respondents determined that adaptive learning is crucial for the 

overall policy framework of the UAE and that certain learning should be given priority 

and even integrated within digital policy frameworks. Participants considered learning 

from international best practices was key and organisations worldwide can benchmark 

from other international organisations. Learning from best practices was identified to 

involve acquiring skills and techniques from different organisations and programmes. 

Receptivity and openness to learning new technology was further noted as important 

for positively impacting cyber security in organisations. Another strategy identified 

was peer to peer learning. Implementation of P2P learning programmes in the 

organisation was believed to reduce the cost associated with replacing infrastructure in 

an attack. Finally participants identified learning from failures within the organisation 

and externally as an important adaptive learning strategy to address cybercrime. 
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Learning from past experience could help security agents to adapt such strategies as: 

establishing and maintaining strong crisis management systems and programs, 

proactively training employees to handle threatening situations, utilising strong 

encryption and passwords, and frequent system authentication. All the themes in 

relation to developing digital competencies for law enforcement protection of critical 

physical infrastructure are summarised in Error! Reference source not found.. 

5.3 Delphi Phase 2– Semi-structured questionnaire 

In phase 2 of the delphi process experts provided quantitative responses to rank and 

prioritise the key factors and strategies identified in phase 1 as significant for digital 

competencies of cybersecurity for the protection of critical physical infrastructure. A 6 

point likert scale was employed to rank factors from 0 for least important to 5 for most 

important. 

Figure 5-1 shows the results for rating of key factors for balance, type and relevance of 

digital competency development. Categorisation and prioritisation of training needs 

and comprehensive 360-degree training were the top two highest rated by the expert 

panel as the key factor. The bread and depth of digital competency training and digital 

expertise forum for CIP were the next highest factors. Experts also prioritise the 

regular updating of digital training plans, trans-border and in-house development as 

key factors. 

 

Figure 5-1 Key Factors for Balance, Type, Relevance 
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Figure 5-2 shows responses for key factors for future technologies. The highest rate 

factors relevant for digital competency development in terms future technologies was 

digital micro, mobile e-learning, learning management systems. Digital competencies 

in relation advanced and industry technologies including gamification were rated 

moderately as key factors.  Figure 5-3 shows the responses for the key factors for 

digitals skills and knowledge Information security certification was the highest rated 

factor and followed by digital forensic certifications, guidelines for evaluation where 

the highest rated factors.  

 

 

Figure 5-2 Key Factors for Future Technologies 

 

Figure 5-3 Key Factors for Digital Skills and Knowledge 
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The results for cybersecurity counter measures in Figure 5-4 shows that competencies 

based on cybercriminal profilin and situation awareness were the highest rated factors 

for proactive, reactive and preventative measures. The results in Figure 5-5 show the 

key factors for effective socio-technical system. Development forensic systems was 

the highest rated factor and then national cybercrime mapping. Further factors key to 

law enforcement digital competency for CIP was social media analysis and 

partnerships inter-organisational and with the public and private bodies.  The 

quantitative results also identified critical factors from 37 items across eight 

dimensions as listed in Appendix 5.   

 

Figure 5-4 Cyberthreat Counter Measures 

 

Figure 5-5 Effective Socio-Technical Systems 
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Error! Reference source not found. provides an overview of  critical factors. For 

digital competence training 3 critical factors were identified: specialized cybercrime 

policing; critical infrastructure protection; and technological innovation. 

Table 5.2 Critical Factors for Digital Competency Development 

Dimension Critical Factors 

Digital Competence • Specialized cybercrime policing such as (digital forensics, 

network investigators 

• Critical Infrastructure Protection 

• Technological innovation 

CPD • Exercises and simulations 

•  Frequency 

Skills Areas • Investigative Digital Competencies 

• Managerial digital competencies 

• Leadership competencies 

CIP Attack Phases • Post-Attack 

CIF • Reporting systems 

• Databases, records, & crime mapping 

CIF Effectiveness • Speed 

• Co-ordination, Resourcing 

Learning and Feedback • Continuous learning from Failure 

• Receptivity to learning 

• CIP global best practices 

For Continuous Professional Development (CPD) exercises and simulations and 

frequency of development were identified as the critical factors. In terms of skill areas 

digital competencies three critical areas were identified: investigative; managerial; and 

leadership competencies. The expert panel identified recording and reporting systems, 

databases and crime mapping as critical factors for critical infrastructure factors. 

Experts identified post-attack as most critical phase and speed, co-ordination and 

resourcing as critical factors for CIF effectiveness. In Terms of learning and feedback 

experts identified learning from failure; receptivity to learning and CIP global best 

practices as critical factors. 
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5.4 Delphi Phase 3– AHP analysis 

5.4.1 Prioritisation of Cybersecurity Competence Categories 

Participants were requested to prioritise the importance of seven categories of 

cybersecurity competencies identified in the NICE framework of: Analyse; Collect and 

Operate; Investigate; Operate and Maintain; Oversee and Govern; Protect and Defend; 

and Securely Provision. Analysis of the pairwise comparisons shows that the 

Investigate category was considered the most important by participants with a priority 

weight of 36%. Error! Reference source not found. shows that Analyse indicated the 

next highest priority of 26.2% followed by Collect and Operate (15.2%) and Protect 

and Defend (13%). Oversee and Govern (4.5%), Securely Provision (2.8%) and 

Operate and Maintain (2.4%) were considered the three least important criteria. The 

consensus responses conformed with the requirements for an acceptable ratio of 

consistency.  
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Table 5.3 NICE Competence Categories 

NICE Competence 
Categories 

A CO I OM OG PD SP Priority Vector Relative Weights % Consistency Tests 

Analyse 0.25 0.36 0.21 0.23 0.24 0.29 0.26 0.262 26.2% λmax= 7.7533 
CI= 0.125554 
CR=0.095 
< 0.10 (consistent) 

 

Collect & Operate 0.08 0.12 0.14 0.18 0.24 0.10 0.21 0.152 15.2% 

Investigate 0.50 0.36 0.42 0.23 0.27 0.48 0.26 0.360 36.0% 

Operate & Maintain 0.03 0.02 0.05 0.03 0.01 0.01 0.03 0.024 2.4% 

Oversee & Govern 0.04 0.02 0.05 0.13 0.03 0.02 0.03 0.045 4.5% 

Protect & Defend 0.08 0.12 0.08 0.18 0.17 0.10 0.18 0.130 13.0% 

Securely Provision 0.03 0.02 0.05 0.03 0.03 0.02 0.03 0.028 2.8% 
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5.4.2 Prioritisation of Specialty Areas and Work Roles 

5.4.2.1 Investigate Speciality Areas and Work Roles  

Based on the NICE competencies framework the Investigate category has two 

specialty areas of Cyber Investigation and Digital Forensics. As shown in Error! 

Reference source not found. Cyber Investigation ranked the highest specialty area 

with a weight of 60.5% while Digital Forensics was accorded a lower priority of 

39.5%.  

Table 5.4 Investigate Specialty Areas 

Investigate 
Specialty Areas 

CI DF Priority 
Vector 

Relative 
Weights % 

Consistency Tests 

Cyber Investigation 0.62 0.64 0.605 60.5% λmax= 3.0756 

CI = 0.0378316 
CR= 0.065 

Digital Forensics 0.31 0.32 0.395 39.5% 

 The NICE framework specifies three work roles in relation to Investigate 

competencies and specialty areas of Cybercrime Investigator, Law 

Enforcement/Counterintelligence Forensics Analyst and Cyber Defense Forensics 

Analyst. As Error! Reference source not found. shows the highest priority was 

accorded to Cybercrime Investigator (52.5%) followed by Law 

Enforcement/Counterintelligence Forensics Analyst (33.4%) with Cyber Defense 

Forensics Analyst recording the lowest priority with a score of 14.2%. 

Table 5.5 Investigate Work Roles 

Investigate Work Roles CI CFA CDFA Priority 
Vector 

Relative 
Weights % 

Consistency 
Tests 

Cybercrime Investigator 0.55 0.60 0.43 0.525 52.5% λmax= 3.0653 

CI=0.032 

CR=0.0563 
Law Enforcement Counterintelligence 
Forensics Analyst 

0.27 0.30 0.43 0.334 33.4% 

Cyber Defense Forensics Analyst 0.18 0.10 0.14 0.142 14.2% 
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5.4.2.2 Analyse Specialty Areas and Work Roles 

The Analyse category is associated with five specialty areas of All-Source 

Analysis, Exploitation Analysis, Language Analysis and Targets Threat Analysis. The 

consensus responses summarised in Error! Reference source not found. indicate that 

All-Source Analysis and Threat Analysis were considered highest in priority with 

weightings of 41.6% and 31.3% respectively. Exploitation Analysis was rated third 

highest in priority (18.5%) while Targets was afforded the lowest priority (3%) overall.  

The Analyse category is associated with a total of seven work roles of 

Threat/Warning Analyst, Exploitation Analyst, All-Source Analyst, Mission 

Assessment Specialist, Target Developer, Target Network Analyst, and Multi-

Disciplined Language Analyst.  

Table 5.7 shows that three work roles were most highly prioritised of All-Source 

Analyst (42.3%), Threat/Warning Analyst (24.2%) and Exploitation Analyst (16.2%). 

The remaining four work roles were accorded lower priority ranging between 7% for 

Multi-Disciplined Language Analyst to 2.6% for Mission Assessment Specialist. 
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Table 5.6 Analyse Specialty Areas 

Analyse Specialty Areas ASA EA LA Ts TA Priority Vector Relative Weights 
% 

Consistency Tests 

All-Source Analysis 0.48 0.41 0.34 0.29 0.56 0.416 41.6% λmax= 5.4069 
 

CI=0.101 
 

CR=0.0908 

Exploitation Analysis 0.16 0.14 0.25 0.29 0.09 0.185 18.5% 

Language Analysis 0.07 0.03 0.05 0.10 0.04 0.056 5.6% 

Targets 0.05 0.02 0.02 0.03 0.03 0.030 3.0% 

Threat Analysis 0.24 0.41 0.34 0.29 0.28 0.313 31.3% 

 

Table 5.7 Analyse Work Roles 

Analyse Work Roles T/WA EA ASA MAS TD TNA MDLA Priority Vector Relative Weights % Consistency Tests 

Threat/Warning Analyst   0.20 0.31 0.17 0.21 0.27 0.27 0.26 0.242 24.2% λmax=7.7883 
 

CI=0.131 
 

CR=0.099 
 

Exploitation Analyst  0.07 0.10 0.10 0.21 0.20 0.20 0.26 0.162 16.2% 

All-Source Analyst  0.60 0.51 0.50 0.27 0.35 0.35 0.36 0.423 42.3% 

Mission Assessment Specialist  0.03 0.01 0.06 0.03 0.02 0.02 0.01 0.026 2.6% 

Target Developer  0.03 0.02 0.06 0.06 0.04 0.04 0.03 0.039 3.9% 

Target Network Analyst  0.03 0.02 0.06 0.06 0.04 0.04 0.03 0.039 3.9% 

Multi-Disciplined Language Analyst  0.04 0.02 0.07 0.15 0.08 0.08 0.05 0.070 7.0% 
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5.4.2.3 Collect and Operate Specialty Areas and Work Roles 

Of the three speciality areas comprising Collect and Operate competencies Cyber 

Operations was accorded the highest priority by participants of 57.1%. This was 

followed by Collection Operations with a weighting of 36.3% as shown in Table 5.8  

while Cyber Operational Planning lagged behind in priority with a rating of 6.6%. 

Table 5.8 Collect & Operate Specialty Areas 

Collect & Operate 
Specialties 

CO COP CyOP Priority 
Vector 

Relative  
Weights % 

Consistency  
Tests 

Collection Operations 0.32 0.47 0.30 0.363 36.3% λmax=3.0738 

CI=0.036 
CR=0.063 

Cyber Operational 
Planning 

0.05 0.07 0.09 0.066 6.6% 

Cyber Operations 0.64 0.47 0.61 0.571 57.1% 

The Collect and Operate category is linked to six work roles of All Source-

Collection Manager, All Source-Collection Requirements Manager, Cyber Intel 

Planner, Cyber Ops Planner, Partner Integration Planner and Cyber Operator. Table 5.9 

shows that Cyber Operator was accorded the highest priority over the other five work 

roles of 45.3%. This was followed by All Source-Collection Manager and All Source-

Collection Requirements Manager which ranked second and third (19.2% and 18.5%, 

respectively). The least important work role was Partner Integration Planner with a 

weighting of 2.6%.    

5.4.2.4 Protect and Defend Specialty Areas and Work Roles 

Four specialty areas are associated with the Protect and Defend competencies of 

Cyber Defense Analysis, Cyber Defense Infrastructure Support, Incident Response and 

Vulnerability Assessment and Management.   

Table 5.10 shows the results of the pairwise comparison with Incident Response 

accorded the highest priority of 51.3%. This was followed by Cyber Defense Analysis 

with a weighting of 31.7% and Vulnerability Assessment and Management with a 
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priority of 13.1%. Cyber Defense Infrastructure Support ranked last with a weight of 

3.9%. 
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Table 5.9 Collect & Operate Work Roles 

Collect & Operate Work Roles ASCM ASCRM CIP COP PIP CO Priority Vector Relative Weights % Consistency Tests 

All Source-Collection Manager 0.18 0.15 0.25 0.20 0.21 0.17 0.192 19.2% λmax=6.5549 
 

CI=0.110 
 

CR=0.089 

All Source-Collection Requirements 
Manager 

0.18 0.15 0.25 0.20 0.21 0.13 0.185 18.5% 

Cyber Intel Planner  0.04 0.03 0.05 0.03 0.15 0.07 0.061 6.1% 

Cyber Ops Planner  0.06 0.05 0.10 0.07 0.15 0.07 0.082 8.2% 

Partner Integration Planner  0.03 0.02 0.01 0.01 0.03 0.06 0.026 2.6% 

Cyber Operator 0.53 0.60 0.35 0.48 0.26 0.51 0.453 45.3% 

 

Table 5.10 Protect & Defend Specialty Areas 

Protect & Defend Specialty Areas CDA CDIS IR VAM Priority Vector Relative Weights % Consistency Tests 

Cyber Defense Analysis  0.29 0.38 0.28 0.33 0.317 31.7% λmax=4.1680 

 

CI=0.056 
 

CR=0.062 

Cyber Defense Infrastructure Support 0.03 0.04 0.06 0.02 0.039 3.9% 

Incident Response  0.58 0.38 0.55 0.54 0.513 51.3% 

Vulnerability Assessment and Management 0.10 0.21 0.11 0.11 0.131 13.1% 
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Similarly the priority of four Protect and Defend work roles of Cyber Defense 

Analyst, Cyber Defense Infrastructure Support Specialist, Cyber Defense Incident 

Responder and Vulnerability Assessment Analyst was compared. As shown in Table 

5.11 Cyber Defense Incident Responder and Cyber Defence Analyst were considered 

the most important with weightings of 51% and 34.2% respectively. Cyber Defense 

Infrastructure Support Specialist had the least priority of 4.6%.  

5.4.2.5 Oversee and Govern Specialty Areas and Work Roles 

Six specialty areas were associated with the Oversee and Govern category of 

Cybersecurity Management, Executive Cyber Leadership, Legal Advice and 

Advocacy, Program/Project Management and Acquisition, Strategic Planning and 

Policy and Training, Education and Awareness. Three specialty areas were accorded 

the highest priority of Executive Cyber Leadership (46.3%), Cybersecurity 

Management (25.5%) and Legal Advice and Advocacy (14%) as shown in Table 5.12, 

while Program/Project Management and Acquisition and Strategic Planning and 

Policy were considered to be least important with a weighting of 3.4% each.  
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 Table 5.11 Protect & Defend Work Roles 

Protect & Defend Work Roles CDA CDISS CDIR VAA Priority Vector Relative Weights % Consistency Tests 

Cyber Defense Analyst  0.30 0.35 0.28 0.44 0.342 34.2% λmax=4.1411 
CI=0.047 
CR=0.052 

Cyber Defense Infrastructure Support Specialist  0.04 0.05 0.06 0.03 0.046 4.6% 

Cyber Defense Incident Responder 0.60 0.45 0.55 0.44 0.510 51.0% 

Vulnerability Assessment Analyst 0.06 0.15 0.11 0.09 0.102 10.2% 

 

Table 5.12 Oversee & Govern Specialty Areas 

Oversee & Govern Specialty Areas CM ECL LA&A PPMA SPP TEA Priority Vector Relative Weights % Consistency Tests 

Cybersecurity Management 0.21 0.17 0.27 0.29 0.26 0.34 0.255 25.5% λmax=6.5898 
 
 

CI=0.117 
 
 

CR=0.095 

Executive Cyber Leadership 0.62 0.50 0.27 0.48 0.33 0.48 0.446 44.6% 

Legal Advice & Advocacy 
Program/Project  

0.04 0.10 0.05 0.02 0.07 0.02 0.053 5.3% 

Management & Acquisition 0.07 0.10 0.22 0.10 0.19 0.07 0.122 12.2% 

Strategic Planning & Policy 0.03 0.06 0.03 0.02 0.04 0.02 0.032 3.2% 

Training, Education & Awareness 0.04 0.07 0.16 0.10 0.11 0.07 0.092 9.2% 
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A total of fourteen work roles were associated with the Oversee and Govern 

category as shown in Table 5.13. The respondents considered that in this category the 

majority of the work roles were of equal importance in comparison to each other 

however one work role was rated significantly higher than any other of Executive 

Cyber Leadership with a priority of 19.6%.  

The roles of Program Manager, Information Technology (IT) Project Manager, 

Product Support Manager, IT Investment/Portfolio Manager and IT Program Auditor 

were each weighted 6.6% while the remaining eight roles of Cyber Legal Advisor, 

Privacy Officer/Privacy Compliance Manager, Cyber Instructional Curriculum 

Developer, Cyber Instructor, Information Systems Security Manager, Communications 

Security Manager, Cyber Workforce Developer and Manager and Cyber Policy and 

Strategy Planner were prioritised as slightly less important with a rating of 5.9%.  

5.4.2.6 Securely Provision Specialty Areas and Work Roles 

As shown in Table 5.14 Securely Provision is comprised of seven specialty areas 

of Risk Management, Software Development, Systems Architecture, Systems 

Development, Systems Requirements Planning, Technology R&D and Test and 

Evaluation. Risk Management was considered to be of significantly higher priority 

than any other area with a weighting of 42.7% while Systems Architecture and Test 

and Evaluation were both accorded the next highest rating of 16.2%. The remaining 

specialty areas were all considered of lesser priority equally with a weighting of 6.3%. 

In terms of work roles Securely Provision is associated with eleven in total as 

shown in Table 5.15. Two work roles are considered to be of the highest importance of 

Security Control Assessor and Security Architect with weightings of 29.2% and 15% 

respectively. The remaining work roles were accorded much lower and similar 

prioritisation ranging between 7.9% for System Test and Evaluation Specialist to 5.3% 

for both Information Systems Security Developer and Systems Developer.
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Table 5.13 Oversee & Govern Work Roles 

Roles CLA PO CICD CI ISSM CSM CWDM CPSP ECL PM ITPM PSM IT IPM IT PA Priority 
Vector 

Relative 
Weights % 

Consistency 
Tests 

CLA 0.06 0.05 0.06 0.06 0.06 0.06 0.06 0.06 0.03 0.07 0.07 0.07 0.07 0.07 0.059 5.9% λmax=14.6798 

 
CI=0.052 

 

CR=0.033 

 

PO 0.06 0.05 0.06 0.06 0.06 0.06 0.06 0.06 0.02 0.07 0.07 0.07 0.07 0.07 0.059 5.9% 

CICD 0.06 0.05 0.06 0.06 0.06 0.06 0.06 0.06 0.03 0.07 0.07 0.07 0.07 0.07 0.059 5.9% 

CI 0.06 0.05 0.06 0.06 0.06 0.06 0.06 0.06 0.03 0.07 0.07 0.07 0.07 0.07 0.059 5.9% 

ISSM 0.06 0.05 0.06 0.06 0.06 0.06 0.06 0.06 0.03 0.07 0.07 0.07 0.07 0.07 0.059 5.9% 

CSM 0.06 0.05 0.06 0.06 0.06 0.06 0.06 0.06 0.03 0.07 0.07 0.07 0.07 0.07 0.059 5.9% 

CWDM 0.06 0.05 0.06 0.06 0.06 0.06 0.06 0.06 0.03 0.07 0.07 0.07 0.07 0.07 0.059 5.9% 

CPSP 0.06 0.05 0.06 0.06 0.06 0.06 0.06 0.06 0.03 0.07 0.07 0.07 0.07 0.07 0.059 5.9% 

ECL 0.28 0.32 0.28 0.28 0.28 0.28 0.28 0.28 0.13 0.07 0.07 0.07 0.07 0.07 0.196 19.6% 

PM 0.06 0.05 0.06 0.06 0.06 0.06 0.06 0.06 0.13 0.07 0.07 0.07 0.07 0.07 0.066 6.6% 

ITPM 0.06 0.05 0.06 0.06 0.06 0.06 0.06 0.06 0.13 0.07 0.07 0.07 0.07 0.07 0.066 6.6% 

PSM 0.06 0.05 0.06 0.06 0.06 0.06 0.06 0.06 0.13 0.07 0.07 0.07 0.07 0.07 0.066 6.6% 

IT IPM 0.06 0.05 0.06 0.06 0.06 0.06 0.06 0.06 0.13 0.07 0.07 0.07 0.07 0.07 0.066 6.6% 

IT PA 0.06 0.05 0.06 0.06 0.06 0.06 0.06 0.06 0.13 0.07 0.07 0.07 0.07 0.07 0.066 6.6% 

 

Key: CLA=Cyber Legal Advisor; PO=Privacy Officer; CICD=Cyber Instructional Curriculum Developer; CI=Cyber Instructor; ISSM=Information Systems Security 

Manager; CSM=Communications Security Manager; CWDM=Cyber Workforce Developer and Manager; CPSP=Cyber Policy and Strategy Planner; 

ECL=Executive Cyber Leadership ; PM=Program Manager; ITPM=Information Technology (IT) Project Manager; PSM=Product Support Manager; IT IPM=IT 

Investment/Portfolio Manager; IT PA= IT Program Auditor             
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Table 5.14 Securely Provision Specialty Areas 

Securely Provision Specialty Areas RM SD SA SysD SRP TR&D TE Priority Vector Relative Weights % Consistency Tests 

Risk Management 0.45 0.33 0.60 0.33 0.33 0.33 0.60 0.427 42.7% λmax=7.3823 
 

CI=0.063 
 

CR=0.048 

 

Software Development 0.09 0.07 0.04 0.07 0.07 0.07 0.04 0.063 6.3% 

Systems Architecture 0.09 0.20 0.12 0.20 0.20 0.20 0.12 0.162 16.2% 

Systems Development 0.09 0.07 0.04 0.07 0.07 0.07 0.04 0.063 6.3% 

Systems Requirements Planning 0.09 0.07 0.04 0.07 0.07 0.07 0.04 0.063 6.3% 

Technology R&D 0.09 0.07 0.04 0.07 0.07 0.07 0.04 0.063 6.3% 

Test and Evaluation 0.09 0.20 0.12 0.20 0.20 0.20 0.12 0.162 16.2% 

Table 5.15 Securely Provision Work Roles 

Securely Provision Work Roles AO SCA SD SSA EA SA RDS SRP STES ISSD SyD Priority 
Vector 

Relative 
Weights % 

Consistency 
Tests 

Authorising Official 0.08 0.10 0.07 0.07 0.07 0.09 0.05 0.05 0.07 0.05 0.05 0.067 6.7% λmax=11.8491 
 
 

CI=0.084 
 
 

CR=0.055 

 

Security Control Assessor 0.23 0.31 0.33 0.33 0.33 0.45 0.26 0.26 0.22 0.24 0.24 0.292 29.2% 

Software Developer 0.08 0.06 0.07 0.07 0.07 0.09 0.05 0.05 0.07 0.05 0.05 0.064 6.4% 

Secure Software Assessor 0.08 0.06 0.07 0.07 0.07 0.09 0.05 0.05 0.07 0.05 0.05 0.064 6.4% 

Enterprise Architect 0.08 0.06 0.07 0.07 0.07 0.09 0.05 0.05 0.07 0.05 0.05 0.064 6.4% 

Security Architect 0.08 0.06 0.07 0.07 0.07 0.09 0.26 0.26 0.22 0.24 0.24 0.150 15.0% 

Research and Development 
Specialist 

0.08 0.06 0.07 0.07 0.07 0.02 0.05 0.05 0.07 0.05 0.05 0.057 5.7% 

Systems Requirements Planner 0.08 0.06 0.07 0.07 0.07 0.02 0.05 0.05 0.07 0.05 0.05 0.057 5.7% 

System Test & Evaluation Specialist 0.08 0.10 0.07 0.07 0.07 0.03 0.05 0.05 0.07 0.14 0.14 0.079 7.9% 

Information Systems Security 
Developer 

0.08 0.06 0.07 0.07 0.07 0.02 0.05 0.05 0.02 0.05 0.05 0.053 5.3% 

Systems Developer 0.08 0.06 0.07 0.07 0.07 0.02 0.05 0.05 0.02 0.05 0.05 0.053 5.3%  
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5.4.2.7 Operate and Maintain Specialty Areas and Work Roles 

Operate and Maintain is associated with six specialty areas related to customer 

service, administration of data, and administration of systems and networks. Table 

5.16 shows that two specialty areas were considered of much higher priority than the 

remainder of Data Administration (40.6%), and Knowledge Management (30.6%).  

The lowest priority specialty area was Customer Service and Technical Support with a 

weighting of 3.2%. 

Seven work roles are linked to the Operate and Maintain category. As  

Table 5.17 shows three work roles were most prioritised of Data Analyst, 

Database Administrator and Knowledge Manager with weightings of 39.6%, 26.1% 

and 17.2% respectively. The lowest priority of 3.6% was accorded to three work roles 

of Technical Support Specialist, Network Operations Specialist, and System 

Administrator. 

 



 

142 

 

Table 5.16 Operate & Maintain Specialty Areas 

Operate & Maintain Specialty Areas CSTS DA KM NS SA SAn Priority Vector Relative Weights % Consistency Tests 

Customer Service and Technical Support 0.04 0.08 0.02 0.02 0.02 0.02 0.032 3.2% λmax=6.6102 
 

CI=0.122 
 

CR=0.098 

 

Data Administration 0.27 0.55 0.66 0.47 0.47 0.47 0.480 48.0% 

Knowledge Management 0.35 0.18 0.22 0.36 0.36 0.36 0.306 30.6% 

Network Services 0.12 0.06 0.03 0.05 0.05 0.05 0.061 6.1% 

Systems Administration 0.12 0.06 0.03 0.05 0.05 0.05 0.061 6.1% 

Systems Analysis 0.12 0.06 0.03 0.05 0.05 0.05 0.061 6.1% 

 

Table 5.17 Operate & Maintain Work Roles 

Operate & Maintain Work Roles DA DAn KM TSS NOS SA SSA Priority Vector Relative Weights % Consistency Tests 

Database Administrator  0.24 0.22 0.29 0.27 0.27 0.27 0.27 0.261 26.1% λmax=7.1464 
 

CI=0.024 
 

CR=0.0184 
 

Data Analyst  0.48 0.43 0.44 0.35 0.35 0.35 0.38 0.396 39.6% 

Knowledge Manager  0.12 0.14 0.15 0.19 0.19 0.19 0.22 0.172 17.2% 

Technical Support Specialist  0.03 0.05 0.03 0.04 0.04 0.04 0.03 0.036 3.6% 

Network Operations Specialist  0.03 0.05 0.03 0.04 0.04 0.04 0.03 0.036 3.6% 

System Administrator  0.03 0.05 0.03 0.04 0.04 0.04 0.03 0.036 3.6% 

Systems Security Analyst 0.05 0.06 0.04 0.08 0.08 0.08 0.05 0.062 6.2% 
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5.4.3 Summary of AHP Results 

The following section provides a summary of the AHP results for cybersecurity 

competences, speciality areas and work roles. The expert panel was asked to rank and 

evaluate the importance of different elements and sub-elements of the NICE 

Cybersecurity Education Framework. This comprised 7 high-level cybersecurity 

functions, 33 speciality areas and 52 work roles. The panel completed a total of 14 

matrices each of which contained every possible pairing between the items within it. 

The experts first compared and assessed the importance of the 7 cybersecurity 

functions to law enforcement for critical physical infrastructure. Judgements were 

made using a numerical pairwise comparison scale that could indicate increased or 

decreased priority when one item was compared with another. Experts then evaluated 

the importance of the specialty areas under each high-level category, with pairwise 

comparisons conducted that assigned a priority weighting to each specialty area in 

relation to every other area under that function.  Finally pairwise comparisons were 

made in relation to the work roles associated with each function according to the NICE 

cybersecurity framework. 

The results summarised in the tables below identify the overall or absolute 

importance of each specialty area and work role in relation to all the others and ranks 

them, as well as indicating the relative priority of the elements within each category. 

The absolute weighting was calculated by multiplying the relative weighting of the 

element with the weighting of the Competence Category to which it belongs. In  Table 

5.18 the seven Competence categories are ranked in order of the priority accorded to 

them, showing that the Investigate category is considered most important, followed by 

Analyse, Collect & Operate and Protect & Defend. With a drop in weighting Oversee 

and Govern, Securely Provision and Operate & Maintain were considered the three 

least important criteria. In terms of the absolute prioritisation of the specialty areas 

across all cybersecurity functions the table shows that Cyber Investigation was the 

most important specialty area for cybersecurity of CPI by law enforcement. This 

received nearly-one-fifth of the available weighting. Digital Forensics was the next 

most prioritised specialty area, followed by All-Source Analysis.  
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Table 5.18 Summary of AHP Results for Functions and Specialty Areas 

Competence Categories Weight Specialty Areas Relative Weight Absolute Weight Rank 

Investigate 0.360 Cyber Investigation 0.605 0.218 1 

Digital Forensics 0.395 0.142 2 

Analyse 0.262 All-Source Analysis 0.416 0.109 3 

Threat Analysis 0.313 0.082 5 

Exploitation Analysis 0.185 0.048 8 

Language Analysis 0.056 0.015 12 

Targets 0.03 0.008 16 

Collect & Operate 0.152 Cyber Operations 0.571 0.087 4 

Collection Operations 0.363 0.055 7 

Cyber Operational Planning 0.066 0.010 16 

Protect & Defend 
 

  

0.13 Incident Response 0.513 0.067 6 

Cyber Defense Analysis 0.317 0.041 9 

Vulnerability Assessment and Management 0.131 0.017 11 

Cyber Defense Infrastructure Support 0.039 0.005 19 

Oversee & Govern  
 

0.045 

Executive Cyber Leadership 0.446 0.020 10 

Cybersecurity Management 0.255 0.011 15 

Program/Project Management & Acquisition 0.122 0.005 18 
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Competence Categories Weight Specialty Areas Relative Weight Absolute Weight Rank 

Training, Education & Awareness 0.092 0.004 21 

Legal Advice & Advocacy Program/Project 0.053 0.002 22 

Strategic Planning & Policy 0.032 0.001 25 

Securely Provision 0.028 Risk Management 0.427 0.012 13 

Systems Architecture 0.162 0.005 20 

Test and Evaluation 0.162 0.005 20 

Software Development 0.063 0.002 23 

Systems Development 0.063 0.002 23 

Systems Requirements Planning 0.063 0.002 23 

Technology R&D 0.063 0.002 23 

Operate & Maintain 0.024 Data Administration 0.480 0.012 14 

Knowledge Management 0.306 0.007 17 

Network Services 0.061 0.001 24 

Systems Administration 0.061 0.001 24 

Systems Analysis 0.061 0.001 24 

Customer Service and Technical Support 0.032 0.001 26 
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Similar priorities were next given to Cyber Operations and Threat Analysis, 

followed by Incident Response, ranked 6th in importance, Collection Operations, 

Exploitation Analysis and Cyber Defence Analysis. These results are consistent with 

those for the Competency Categories results, as all of these specialty areas are 

associated with the top 4 most prioritised categories. Specialty areas from the Oversee 

and Govern competency category represent the next 3 most prioritised areas of 

Executive Cyber Leadership, Vulnerability Assessment and Management and 

Language Analysis. The five least prioritised specialty areas are from the Operate and 

Maintain domain with Customer Service and Technical Support considered of least 

importance overall.  

In terms of relative weightings, of the two specialty areas in the Investigate 

category Cyber Investigation scored highest followed by Digital Forensics. For 

Analyse competencies, All-Source Analysis was the most highly prioritised followed 

by Threat Analysis and Exploitation Analysis. Targets was the least prioritised in this 

category. Cyber Operations was the most prioritised specialty area in the Collect & 

Operate category by some margin over Collection Operations and Cyber Operational 

Planning with the latter attracting low weightings.  In the Protect and Defend category 

Incident Response achieved the highest rating followed by Cyber Defense Analysis 

and Vulnerability Assessment and Management. Cyber Defense Infrastructure Support 

was the least highly prioritised. Of the final three categories, Executive Cyber 

Leadership was the most important specialty area in the Oversee & Govern function, 

followed by Cybersecurity Management and Project Management & Acquisition. The 

least important speciality area was Strategic Planning & Policy. For Securely 

Provision, Risk Management specialty area was weighted twice as highly as the next 

two specialty areas of Systems Architecture and Test and Evaluation. For the final 

category of Operate & Maintain, Data Administration and Knowledge Management 

were the most highly prioritised while Customer Service and Technical Support was 

accorded least importance. 

Table 5.19 shows the absolute and relative importance for the work roles 

associated with each cybersecurity Competency Category.  
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Table 5.19 Summary of Results for Work Roles 

Competence Categories Weight Work Roles Relative Weight Absolute Weight Rank 

Investigate 0.360 Cybercrime Investigator  0.525 0.189 1 

Law Enforcement/ Counterintelligence Forensics Analyst  0.334 0.120 2 

Cyber Defense Forensics Analyst  0.142 0.051 7 

Analyse 0.262 All-Source Analyst  0.423 0.111 3 

Threat/Warning Analyst   0.242 0.063 6 

Exploitation Analyst  0.162 0.042 9 

Multi-Disciplined Language Analyst  0.070 0.018 12 

Target Developer  0.039 0.010 15 

Target Network Analyst  0.039 0.010 15 

Mission Assessment Specialist  0.026 0.007 20 

Collect & Operate 0.152 Cyber Operator  0.453 0.069 4 

All Source-Collection Manager  0.192 0.029 10 

All Source-Collection Requirements Manager  0.185 0.028 11 

Cyber Ops Planner  0.082 0.012 14 

Cyber Intel Planner  0.061 0.009 17 

Partner Integration Planner  0.026 0.004 25 

Protect & Defend  0.13 Cyber Defense Incident Responder  0.510 0.066 5 

Cyber Defense Analyst  0.342 0.044 8 

Vulnerability Assessment Analyst  0.102 0.013 13 

Cyber Defense Infrastructure Support Specialist  0.046 0.006 22 

Oversee & Govern  
 

0.045 

Executive Cyber Leadership  0.196 0.009 18 

Program Manager  0.066 0.003 26 

Information Technology (IT) Project Manager  0.066 0.003 26 

Product Support Manager  0.066 0.003 26 

IT Investment/Portfolio Manager  0.066 0.003 26 
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IT Program Auditor   0.066 0.003 26 

Cyber Legal Advisor  0.059 0.003 27 

Privacy Officer  0.059 0.003 27 

Cyber Instructional Curriculum Developer  0.059 0.003 27 

Cyber Instructor  0.059 0.003 27 

Information Systems Security Manager  0.059 0.003 27 

Communications Security Manager  0.059 0.003 27 

Cyber Workforce Developer and Manager  0.059 0.003 27 

Cyber Policy and Strategy Planner  0.059 0.003 27 

Securely Provision 0.028 Security Control Assessor  0.292 0.008 19 

Security Architect  0.150 0.004 23 

System Test & Evaluation Specialist  0.079 0.002 28 

Authorizing Official  0.067 0.002 29 

Software Developer  0.064 0.002 30 

Secure Software Assessor  0.064 0.002 30 

Enterprise Architect  0.064 0.002 30 

Research and Development Specialist  0.057 0.002 31 

Systems Requirements Planner  0.057 0.002 31 

Information Systems Security Developer  0.053 0.001 33 

Systems Developer  0.053 0.001 33 

Operate & Maintain 0.024 Data Analyst  0.396 0.010 16 

Database Administrator  0.261 0.006 21 

Knowledge Manager  0.172 0.004 24 

Systems Security Analyst  0.062 0.001 32 

Technical Support Specialist   0.036 0.001 34 

Network Operations Specialist  0.036 0.001 34 

System Administrator  0.036 0.001 34 
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This identifies that overall the role of Cybercrime Investigator was considered the 

most important across the categories. This is highly consistent with the results for 

specialty areas and the categories themselves. In terms of the remaining work roles, 

the table shows that the highest overall priorities were distributed among a further 16 

work roles before dropping to less than 1% of the absolute weighting. The next two 

roles in importance were Law Enforcement/Counterintelligence Forensics Analyst and 

All-Source Analyst while more moderate significance was given to the roles of Cyber 

Operator, Cyber Defense Incident Responder, Threat/Warning Analyst, Cyber Defense 

Forensics Analyst, Cyber Defense Analyst and Exploitation Analyst. All of these roles 

are associated with the top four competence categories identified earlier. Data Analyst, 

ranked 16th in importance, is the first work role from another category namely Operate 

& Maintain. Following these top nine work roles, All Source-Collection Manager and 

All Source-Collection Requirements Manager are ranked the next highest in 

importance. The competency category of Oversee & Govern has multiple job roles that 

all receive a similar modest weighting including Program Manager, Information 

Systems Security Manager, and Cyber Policy and Strategy Planner. Securely Provision 

work roles related to systems development and Operate & Maintain roles related to 

technical support, network operations and system administration ranked the least 

highest in importance.  

In terms of the relative importance of the work roles within each category, Table 

5.19 shows that Cybercrime Investigator was considered most important in the 

Investigate category by a moderate margin over the second most prioritised of Law 

Enforcement Counterintelligence Forensics Analyst. The least weighted role was that 

of Cyber Defense Forensics Analyst. For the Analyse category the most important 

roles were All-Source Analyst, Threat Analyst and Exploitation Analyst while Mission 

Assessment Specialist received the lowest priority. Cyber Operator was accorded the 

highest importance in the Collect & Operate category with some margin over all other 

job roles. All Source-Collection Manager and All Source-Collection Requirements 

Manager were found to be next highest in priority. The least important were planner 

roles with Partner Integration Planner accorded the lowest weighting. In the Protect & 

Defend category, the most highly prioritised job roles were Cyber Defense Incident 
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Responder and Cyber Defense Analyst while Cyber Defense Infrastructure Support 

Specialist was least prioritised. Of the 14 work roles in the Oversee & Govern 

category, priority weightings were fairly evenly balanced among all of them except for 

the role of Executive Cyber Leadership which attracted a much higher weighting. 

Securely Provision is associated with 11 work roles of which Security Control 

Assessor and Security Architect are considered the most important, and Systems 

Developer the least. Lastly in the Operate and Maintain category work roles in relation 

to data analysis and data administration as well as knowledge management attracted 

higher weightings than the remaining roles, with technical support roles recording the 

lowest weightings.  

In the NICE framework knowledge, skills, and ability competencies as well as 

task competencies are defined under the categories and associated with each work role 

for that function. Table 5.20 maps the knowledge, skills, abilities and tasks (KSATs) 

for the top 15 work roles identified in the AHP analysis of the 52 work roles in the 

framework. The table shows that for the top 5 most prioritised work roles the 

framework specifies over 430 digital competencies in terms of knowledge, skills, 

abilities and tasks. In the AHP analysis the top three most important work roles were 

Cyber Investigator, Law Enforcement/ Counterintelligence Forensics Analyst and All-

Source Analyst. This provides an indication of the most prioritised KSATs. The Cyber 

Investigator role is the most prioritised, and is associated with 2 ability competencies, 

4 skills competencies, 25 knowledge competencies, and 24 tasks including: 

• Knowledge of dark web (A0174) 

• Investigation abilities across different operating system platforms (A0175) 

• Evidence preservation skills (S0047) 

• Maintaining evidence integrity across processes (S0068) 

• Intrusion detection skills (K0046) 

• Cybercrime tactics, techniques, and procedures (K0110) 

Law Enforcement/ Counterintelligence Forensics Analyst is the second most 

prioritised work role and is associated with 2 ability competencies, 19 skill 

competencies, 42 knowledge competencies, and 33 tasks including: 

• Decryption skills (A0005) 

• Information extraction skills (S0062) 
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• Use of forensic tool suites (e.g., EnCase, Sleuthkit, FTK) (S0071) 

• Knowledge of hacking methodologies (K0119) 

• Digital forensics data types (K0133) 

All-Source Analyst is associated in the framework with 18 ability competencies, 

18 skill competencies, 56 knowledge competencies, and 42 tasks including: 

• Ability to accurately and completely source all data used in intelligence, 

assessment and/or planning products (A0066) 

• Ability to clearly articulate intelligence requirements into well-formulated 

research questions and data tracking variables for inquiry tracking 

purposes (A0072) 

• Skill in providing understanding of target or threat systems through the 

identification and link analysis of physical, functional, or behavioral 

relationships (S0256) 

• Skill in evaluating information for reliability, validity, and relevance 

(S0218) 

• Knowledge of network traffic analysis methods (K0058) 

• Knowledge of cyber intelligence/information collection capabilities and 

repositories (K0409) 

The weightings assigned to the work roles suggest that the three most prioritised are 

concerned predominantly with investigative functions in terms of investigating 

cybercrimes and identifying, collecting, examining and preserving digital evidence and 

establishing intelligence. As shown in Table 5.20 the next most prioritised work roles 

of Cyber Operator and Cyber Defense Incident Responder are mainly operationally 

focused and involve locating targets and responding to cyber incidents. The next three 

work roles of Cyber Defense Forensics Analyst, Threat/Warning Analyst, and Cyber 

Defense Analyst centre on environmental and situational awareness emphasising 

analysis of trends and patterns that can help mitigate threats and vulnerabilities. The 

roles of All Source-Collection Manager, All Source-Collection Requirements Manager 

and Exploitation Analyst are broadly concerned with the collection of relevant data 

and information that can assist investigation and mitigation efforts. The final four roles 

of Data Analyst, Executive Cyber Leadership, Security Control Assessor and Database 

Administrator focus more generally on how data and information is managed and 

controlled.  
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Table 5.20 Knowledge, Skills and Abilities for Work Roles 

Rank Work Roles Role Competencies 

Knowledge  Skills  Abilities Tasks 

1 CYBERCRIME INVESTIGATOR - Identifies, collects, 
examines, and preserves evidence using controlled 
and documented analytical and investigative 
techniques  

K0001-6; K0046; K0070; K0107; 
K0110; K0114; K0118; K0124; K0125; 
K0128; K0144; K0155-56; 
K0168; K0209; K0231; K0244; 
K0251; K0351; K0624 

S0047;S0068; 
S0072;S0086 

A0174-75 T0031; T0059; T0096; T0103-104; T0110; 
T0112-14;T0120; T0193; T0225; T0241; 
T0342; T0346; T0360; T0386; 
T0423; T0430; T0433; T0353; 
T0471; T0479; T0523 

2 Law Enforcement/ Counterintelligence Forensics 
Analyst  Conducts detailed investigations on 
computer-based crimes establishing documentary or 
physical evidence, to include digital media and logs 
associated with cyber intrusion incidents. 

K0001-6; K0017; K0021; K0042; 
K0060; K0070; K0077-8; K0107; 
K0109; K0117-9; K0122-3; K0125; 
K0128; K0131-4; K0145; K0155-6; 
K0167-8; K0179; K0182-9; K0305; 
K0624 

S0032; S0046-7; 
S0062; S0065; 
S0067-9; S0071; 
S007-5; S0087; 
S0088-93; 

A0005; A0175; T0027; T0036; T0048; T0075; T0087; 
T0103; T0113; T0120; T0165; T0167-8; 
T0172; T0173; T0179; T0182; T0190; 
T0193; T0212; T0216; T0238; T0240-1; 
T0246; T0253; T0285-9; T0432; T0439; 
T0471; T0532; 

3 All-Source Analyst  
Analyzes data/information from one or multiple 
sources to conduct preparation of the environment, 
respond to requests for information, and submit 
intelligence collection and production requirements 
in support of planning and operations. 

K0001-6; K0036; K0058; K0108-9; 
K0177; K0221; K0349; K0357; K0362; 
K0377; K0392; K0395; K0405; K0409-
10; K0427; K0431; K0436-7; K0440; 
K0444-6; K0449; K0457-8; K0460; 
K0464-5; K0469; K0471; K0480; 
K0507; K0511; K0516; K0533; K0542; 
K0549; K0551; K0556; K0560; K0561; 
K0565; K0577; K0598; K0603-4; 
K0610; K0612; K0614; 

S0189; S0194; 
S0203; S0211; 
S0218; S0227; 
S0229; S0249; 
S0254; S0256; 
S0278; S0285; 
S0288-9; S0296-
7; S0303; S0360; 

A0013; A0066; 
A0072; A0080; 
A0082-5; A0087-
9; A0091; A0101-
2; A0106-9; 

T0167; T0172; T0569; T0582-6; T0589; 
T0593; T0597; T0615; T0617; T0642; 
T0660; T0678; T0685-7; T0707-8; T0710; 
T0713; T0718; T0748-9; T0751-2; T0758; 
T0761; T0771; T0782-3; T0785-6; T0788-
9; T0792; T0797; T0800; T0805; T0834; 

4 Cyber Operator  
Conducts collection, processing, and/or geolocation 
of systems to exploit, locate, and/or track targets of 
interest. Performs network navigation, tactical 
forensic analysis, and, when directed, executes on-
net operations. 

K0001-6; K0009; K0021; K0051; 
K0109; K0142; K0224; K0363; K0372-
3; K0375; K0379; K0403; K0406; 
K0420; K0423; K0427-30; K0433; 
K0438; K0440; K0452; K0468; K0480-
1; K0485-6; K0516; K0528; K0530-1; 
K0536; K0560; K0565; K0573; K0608-

S0062; S0182-3; 
S0190; S0192; 
S0202; S0206; 
S0221; S0236; 
S0242-3; S0252; 
S0255; S0257; 
S0266-7; S0270; 

A0095; A0097; 
A0099-100; 

T0566-7; T0598; T0609-10; T0612; T0616; 
T0618-20; T0623; T0643-4; T0664; T0677; 
T0696-7; T0724; T0740; T0756; T0768; 
T0774; T0796; T0804; T0828-9; 
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9; S0275-6; S0281-
2; S0293; S0295; 
S0298-9; S0363; 

5 Cyber Defense Incident Responder  
Investigates, analyzes, and responds to cyber 
incidents within the network environment or 
enclave. 

K0001-6; K0021; K0026; K00334; 
K0041-2; K0046; K0058; K0062; 
K0070; K0106; K0157; K0161-2; 
K0167; K0177; K0179; K0221; K0230; 
K0259; K0287; K0332; K0565; K0624; 

S0003; S0047; 
S0077-80; S0173; 
S0365; 

A0121; A0128; T0041; T0047; T0161; T0163-4; T0170; 
T0175; T0214; T0233; T0246; T0262; 
T0278-9; T0312; T0395; T0503; T0510; 

6 Cyber Defense Forensics Analyst  
Analyzes digital evidence and investigates computer 
security incidents to derive useful information in 
support of system/network vulnerability mitigation. 

K0001-6; K0018; K0021; K0042; 
K0060; K0070; K0077-8; K0109; 
K0117-9; K0122-3; K0125; K0128; 
K0131-4; K0145; K0155-6; K0167-8; 
K0179; K0182-9; K0224; K0254-5; 
K0301; K0304; K0347; K0624; 

S0032; S0047; 
S0062; S0065; 
S0067-9; S0071; 
S0073-5; S0087-
93; S0131-3; 
S0156; 

A0005; A0043; T0027; T0036; T0048-9; T0075; T0087; 
T0103; T0113; T0165; T0167-8; T0173; 
T0175; T0179; T0182; T0190; T0212; 
T0216; T0238; T0240-1; T0253; T0279; 
T0285-9; T0312; T0396-401; T0432; 
T0532; T0546; 

7 Threat/Warning Analyst  
Develops cyber indicators to maintain awareness of 
the status of the highly dynamic operating 
environment. Collects, processes, analyzes, and 
disseminates cyber threat/warning assessments. 

K0001-6; K0036; K0058; K0108-9; 
K0177; K0349; K0362; K0377; K0392; 
K0395; K0405; K0409; K0415; K0417; 
K0427; K0431; K0436-7; K0440; 
K0445-6; K0449; K0458; K0460; 
K0464; K0469; K0471; K0480; K0499; 
K0511; K0516; K0556; K0560-1; 
K0565; K0603-4; K0610; K0612; 
K0614 

S0194; S0196; 
S0203; S0211; 
S0218; S0227; 
S0228-9; S0249; 
S0256; S0278; 
S0285; S0288-9; 
S0296-7; S0303; 

A0013; A0066; 
A0072; A0080; 
A0082-4; A0087-
9; A0091; A0101-
2; A0106; A0107; 
A0109; 

T0569; T0583-6; T0589; T0593; T0597; 
T0615; T0617; T0660; T0685; T0687; 
T0707-8; T0718; T0748-9; T0751-2; 
T0758; T0761; T0783; T0785-6; T0792; 
T0800; T0805; T0834; 

8 Cyber Defense Analyst  
Uses data collected from a variety of cyber defense 
tools (e.g., IDS alerts, firewalls, network traffic logs) 
to analyze events that occur within their 
environments for the purposes of mitigating threats. 

K0001-7; K0013; K0015; K0018-9; 
K0024; K0033; K0040; K0042; K0044; 
K0046; K0049; K0056; K0058-61; 
K0065; K0070; K0074; K0075; K0093; 
K0098; K0104; K0106-7; K0110-3; 
K0116; K0139; K014-3; K0157; 
K0160-2; K0167-8; K0177; K0179-80; 
K0190-2; K0203; K0221-2; K0260-2; 
K0290; K0297; K0300-1; K0303; 

S0020; S0025; 
S0027; S0036; 
S0054; S0057; 
S0063; S0078; 
S0096; S0147; 
S0156; S0167; 
S0169; S0367; 
S0370; 

A0010; A0015; 
A0066; A0123; 
A0128; A0159; 
 

T0020; T0023; T0043; T0088; T0155; 
T0164; T0166; T0178; T0187; T0198; 
T0214; T0258-60; T0290-310; T0332; 
T0469-70; T0475; T0503; T0504; T0526; 
T0545; T0548; 
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K0318; K0322; K0324; K0332; K0339; 
K0342; K0624; 

9 All Source-Collection Manager  
Identifies collection authorities and environment; 
incorporates priority information requirements into 
collection management; develops concepts to meet 
leadership's intent. Determines capabilities of 
available collection assets, identifies new collection 
capabilities; and constructs and disseminates 
collection plans. Monitors execution of tasked 
collection to ensure effective execution of the 
collection plan. 

K0001-6; K0036; K0058; K0109; 
K0177; K0353; K0361; K0364; K0380; 
K0382-3; K0386-7; K0390; K0392; 
K0395; K0401; K0404-5; K0412; 
K0417; K0419; K0425; K0427; K0431; 
K0435; K0440; K0444-6; K0448-9; 
K0453-4; K0467; K0471; K0474-5; 
K0477; K0480; K0482; K0492; K0495-
6; K0498; K0503; K0505; K0513; 
K0516; K0521-2; K0526-7; K0552-4; 
K0558; K0560-3; K0565; K0569-70; 
K0579-81; K0583-4; K0587-8; K0596; 
K0601; K0605; K0610; K0612-3; 

S0238; S0304-5; 
S0311; S0313; 
S0316-7; S0324-
5; S0327-8; 
S0330; S0332; 
S0334-6; S0339; 
S0342; S0344; 
S0347; S0351; 
S0352; S0362; 

A0069-70; 
A0076; A0078-9; 

T0562; T0564; T0568; T0573; T0578; 
T0604; T0605; T0625; T0626; T0631; 
T0632; T0634; T0645-6; T0647; T0649; 
T0651; T0657; T0662; T0674; T0681; 
T0683; T0698; T0702; T0714; T0716; 
T0721; T0723; T0725; T0734; T0737; 
T0750; T0753; T0755; T0757; T0773; 
T0779; T0806; T0809; T0810-2; T0814; 
T0820-1; T0827; 

10 All Source-Collection Requirements Manager  
Evaluates collection operations and develops effects-
based collection requirements strategies using 
available sources and methods to improve 
collection. Develops, processes, validates, and 
coordinates submission of collection requirements. 
Evaluates performance of collection assets and 
collection operations. 

K0001-6; K0036; K0058; K0109; 
K0177; K0353; K0361; K0364; K0380; 
K0382-4; K0386; K0387; K0390; 
K0395; K0401; K0404; K0412; K0417; 
K0419; K0421; K0425; K0427; K0431; 
K0435; K0444-6; K0448; K0453; 
K0454; K0467; K0474; K0475; K0477; 
K0480; K0482; K0492; K0495-6; 
K0498; K0505; K0513; K0516; K0521; 
K0526-7; K0552; K0554; K0558; 
K0560-1; K0562-3; K0565; K0568-70; 
K0579-81; K0584; K0587-8; K0596; 
K0605; K0610; K0612; 

S0304-5; S0316-
7; S0327; S0329-
30; S0334-7; 
S0339; S0344; 
S0346-8; S0352-
3; S0362; 

A0069-70; 
A0078; 

T0564-5; T0568; T0577-8; T0580; T0596; 
T0602; T0605; T0613; T0651; T0668; 
T0673; T0675; T0682; T0689; T0693-4; 
T0714; T0725; T0730; T0734; T0746; 
T0780; T0809; T0810-1; T0819; T0822; 
T0830-3; 

11 Exploitation Analyst  
Collaborates to identify access and collection gaps 
that can be satisfied through cyber collection and/or 
preparation activities. Leverages all authorized 

K0001-6; K0009; K0108-9; K0131; 
K0142-3; K0177; K0224; K0349; 
K0351; K0354; K0362; K0368; K0371; 
K0376; K0379; K0388; K0393-4; 

S0066; S0184; 
S0199; S0200-1; 
S0204; S0207; 
S0214; S0223; 

A0013; A0066; 
A0074; A0080; 
A0084; A0086; 
A0092-3; A0104; 

T0028; T0266; T0570; T0572; T0574; 
T0591; T0600; T0603; T0608; T0614; 
T0641; T0695; T0701; T0720; T0727; 
T0736; T0738; T0754; T0775; T0777; 
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resources and analytic techniques to penetrate 
targeted networks. 

K0397; K0417-8; K0430; K0443-4; 
K0447; K0451; K0470-1; K0473; 
K0484; K0487; K0489; K0509-10; 
K0523; K0529; K0535; K0544; K0557; 
K0559-60; K0608; 

S0236-7; S0239-
40; S0245; 
S0247; S0258; 
S0260; S0264; 
S0269; S0279; 
S0286; S0290; 
S0294; S0300; 

12 Data Analyst  
Examines data from multiple disparate sources with 
the goal of providing security and privacy insight. 
Designs and implements custom algorithms, 
workflow processes, and layouts for complex, 
enterprise-scale data sets used for modeling, data 
mining, and research purposes. 

K0001-6; K0015-6; K0020; K0022-3; 
K0025; K0031; K0051-2; K0056; 
K0060; K0065; K0068-9; K0083; 
K0095; K0129; K0139-40; K0193; 
K0197; K0229; K0236; K0238; K0325; 
K0420; 

S0013; S0017; 
S0028; S0029; 
S0037; S0060; 
S0088-9; S0094-
5; S0103; S0106; 
S0109; S0113-4; 
S0118-9; S0123; 
S0125-7; S0129-
30; S0160; 
S0202; S0369; 

A0029; A0035; 
A0036; A0041; 
A0066; 

T0007-8; T0068; T0146; T0195; T0210; 
T0342; T0347; T0349; T0351; T0353; 
T0361; T0366; T0381-3; T0385; T0392; 
T0402-5; T0460; 

13 Executive Cyber Leadership 
Executes decision-making authorities and establishes 
vision and direction for an organization's cyber and 
cyber-related resources and/or operations. 

K0001-6; K0009; K0070; K0106; 
K0147; K0296; K0314; K0624; K0628; 

S0018; S0356-9; A0033; A0070; 
A0085; A0094; 
A0105-6; A0116-
9; A0129-30; 

T0001-2; T0004; T0006; T0025; T0066; 
T0130; T0134; T0135; T0148; T0151; 
T0227; T0229; T0248; T0254; T0263; 
T0264; T0282; T0337; T0356; T0429; 
T0445; T0509; T0763; T0871-2; T0927-8; 

14 Security Control Assessor  
Conducts independent comprehensive assessments 
of the management, operational, and technical 
security controls and control enhancements 
employed within or inherited by an information 
technology (IT) system to determine the overall 
effectiveness of the controls (as defined in NIST SP 
800-37). 

K0001-11; K0013; K0018-9; K0021; 
K0024; K0026-9; K0037; K0038; 
K0040; K0044; K0048-9; K0054; 
K0056; K0059; K0070; K0084; K0089; 
K0098; K0100-1; K0126; K0146; 
K0168-70; K0179; K0199; K0203; 
K0260-2; K0267; K0287; K0322; 
K0342; K0622; K0624; 

S0001; S0006; 
S0027; S0034; 
S0038; S0073; 
S0078; S0097; 
S0100-12; S0115; 
S0120; S0124; 
S0128; S0134-8; 
S0141; S0145; 
S0147; S0171-7; 
S0184; S0232-44; 

A0001; A0011-6; 
A0018-9; A0023; 
A0026; A0030; 
A0035-6; A0040; 
A0056; A0069; 
A0070; A0082-
96; A0098; 
A0101; A0106; 
A0108-9; A0111-
2; A0114-9; 

T0145; T0177-8; T0181; T0184; T0205; 
T0221; T0243-4; T0251; T0255; T0264-5; 
T0268; T0272; T0275; T0277; T0309; 
T0344; T0371; T0495; 
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S0248-52; S0254; 
S0271; S0273; 
S0278-81; S0296; 
S0304-7; S0325; 
S0329; S0332; 
S0367; S0370; 
S0374; 

A0123; A0170; 

15 Database Administrator  
Administers databases and/or data management 
systems that allow for the secure storage, query, 
protection, and utilization of data. 

K0001-6; K0020-3; K0025; K0031; 
K0056; K0060; K0065; K0069; K0083; 
K0097; K0197; K0260-2; K0277-8; 
K0287; K0420; 

S0002; S0013; 
S0037; S0042; 
S0045; 

A0176; T0008; T0137; T0139; T0140; T0146; 
T0152; T0162; T0210; T0305; T0306; 
T0330; T0422; T0459; T0490; 
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5.5 Delphi Phase 4 –Group Model Building 

The final phase of the Delphi involved group model building to propose an initial 

framework or seed model for the development of law enforcement digital 

competencies for the protection of critical physical infrastructure. The qualitative 

analysis has revealed 8 elements to be utilised for developing effective CPI protection 

in the UAE. The findings were grouped along the qualitative themes that emerged 

from thematic analysis namely 1) Balance, Type, & Relevance of Training; 2) 

Futuristic Training & Unconventional techniques; 3) Mandatory certifications; Digital 

knowledge and skills; 4) Non-Technical Digital Competences; 5) Proactive, Reactive, 

Preventative Measures; 6) Socio-Technical System (Cloud, Public, & Volunteer 

Defenders); 7) Resilience, and 8) Adaptive Learning. The results of the group model 

building stage shows that a diverse range of ideas were identified including training, 

systems, legislations, and learning. These themes/parameters have been set against the 

policy levers namely digital policing policy, digital governance policy, digital 

regulations policy, and digital collaborations policy.  

 Figure 5-6 shows the initial framework for CPI protection in the UAE that 

emerged from the group model building stage. This shows several key inputs to critical 

infrastructure protection of socio-technical systems, resilience, strategic organisational 

training and learning from best practice examples each with multiple characteristics 

important for the effectiveness of each input.  
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Figure 5-6 Initial Framework /Seed Model for CPI Protection in the UAE 

(Author’s Diagram) 

The above model is developed from the integration of the findings of the 

literature review as well as the findings of each round of the Delphi process. Factors 

identified in both the literature review and the data analysis are incorporated in the 

initial framework/seed model and which constitute the key factors/approaches believed 

to be effective in the CPI protection from both expert consensus and the literature. 

The model for CPI protection in the UAE could be implemented within an 

organisational setting such as a law enforcement agency based on the five key inputs 

identified. In terms of strategic organisation training a thorough skills gap assessment 

at individual and organisational level could be conducted that reveals areas for 
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improvement in terms of digital skills and knowledge, balance, type and relevance of 

training, futuristic training and specialisation. As part of the skills gap analysis at 

individual level the organisation may need to determine all the digital skills relevant to 

different job roles. Learning from international best practice could link to 

benchmarking exercises to ascertain and compare the current state of digital skills and 

competency training with other organisations internationally. The emphasis can be 

placed not just on performance assessment but also on improvement and innovation. 

Therefore implementation of this aspect should include promotion of opportunities for 

collaboration and knowledge exchange in relation to best practices. Implementation 

could also encompass undertaking analysis of the legal structure for cybersecurity that 

identifies problems of enforcement and legal obstructions which expose the UAE’s 

critical infrastructure to harm. Analysis could also focus on legal reform that enhances 

the capacity of the state to identify, prosecute and punish cybercriminals acting against 

the public interest. Implementation of resilience could rest on measures that promote 

cyber readiness and preparedness involving a process of continuous application of 

security monitoring and measures and ensuring a rapid or even pre-emptive response 

to security threats. Readiness and preparedness would help in avoiding large losses or 

outages. Finally application of a socio-technical hybrid system could comprise 

assessment of socio-technical gaps within organisational information and 

cybersecurity practices and implementation of remedies and that bring about a shared 

emphasis on both the social and technical factors impacting security practices. This 

could involve development of a specific socio-technical systems cybersecurity 

framework that may be applied to any new or existing information and cybersecurity 

solutions in the organisation. 
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5.6 Conclusion 

This chapter presented the qualitative and quantitative results gather across the 

different phases of the Delphi process. Qualitative data generated from the open-ended 

questionnaire from Phase 1 was thematically analysed identifying key themes 

emerging from the initial phase of group model building. The second section of this 

chapter presented the results from a semi-structure questionnaire and the quantitative 

ranking of the key factors identified in Phase 1. The results from these two phases 

contributed knowledge on the key factors and issues relating to the design and 

implementation of a digital competency framework for law enforcement for enhancing 

cybersecurity of CPI. The initial model of these factors emerging from the focus group 

in Delphi Phase 4 is presented. This chapter also presented the results from Phase 3 of 

the Delphi process which focused on defining and prioritisation of cybersecurity 

digital competencies based on Cybersecurity Educational Framework. This identified 

and prioritised the cybersecurity functions, specialty areas and roles in terms of 

importance and relevance as digital competencies for law enforcement and CIP.  In the 

next chapter these findings are discussed in relation to the literature.  
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Chapter 6 Discussion of Findings 

6.1 Introduction 

Until this study the notion of a digital competency framework for cybersecurity 

that is specific to the context of law enforcement in protecting critical infrastructure 

has yet to be addressed in either theory or practice. This study has highlighted the 

threat of cybercrime to the security of critical infrastructures and the stability and 

security of society and the role of law enforcement.  The digitisation of CPI and the 

evolving and increasing online digital threat and attacks underlines the significance of 

digital competencies in the area of law enforcement. Yet the capacity of law 

enforcement to mount effective preventative and reactive measures responses is 

severely undermined globally and in the UAE by major skills gaps and a lack of 

digital competencies.  The goal of this study is to develop a digital competency 

framework for UAE law enforcement agencies to combat cyber security threats facing 

the UAE’s critical physical infrastructure.  To fulfil this aim the research is directed 

towards three research objectives: 

1. To investigate the key function and roles of law enforcement in cyber security 

for CPI 

2. To define and validate the key dimensions and elements of digital competency 

for cyber security law enforcement to perform its role in protecting CPI 

3. To develop a framework to guide policy and the development of law 

enforcement in the UAE and enhance its capability to perform its role effectively in a 

digital environment. 

In relation to these objectives, this chapter provides a discussion of the findings 

arising from a Delphi process that engaged a sample of 24 experts to develop a digital 

competency framework. Firstly, the design and implementation context and factors of 

digital competency in the context of law enforcement and CPI are discussed. The 

second part of this discussion focuses on the prioritisation of specific digital 
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competency categories, specialty areas, work roles, knowledge, skills, abilities and 

tasks that are necessary for law enforcement in this field. 

6.2 Design and Implementation Factors 

Phase 1 and phase 2 of the Delphi generated both qualitative and quantitative data 

on the design and implementation context of the digital competency framework for 

law enforcement. There was a convergence by the expert panel on themes that were 

viewed as critical for the design and effective implementation of digital competency 

framework. 

These findings provided context-specific identification and understanding of 

critical design strategies and processes for implementing a digital competency 

framework. Framing of digital competency development was an overarching 

foundational theme where experts underlined the significance of a balanced approach 

to ensure a diverse range of competencies could be developed to address the broad 

range of digital competency training and topics. Experts perceived a risk of 

specialisation in one area or specific divisions of law enforcement. A comprehensive 

programme that addresses a range of domains across all areas and levels of law 

enforcement that was in turn relevant to roles and operations was identified as a key 

success factor. Failure to achieve an optimal balance means that either digital 

competencies are highly generalised and lack focus, depth or relevance to certain 

roles; or on the other hand are highly specialised and concentrated in a small number 

of personnel and divisions. The literature has shown that specialisation has been one of 

the key issues affecting the ability of law enforcement to respond to cybercrime. 

Cybersecurity capabilities are concentrated in specialist teams, while a large 

percentage of law enforcement personnel lack basic digital competencies to counter 

the cyber threat. This is consistent with the challenges described by Willits and 

Nowacki (2016) and Williams et al., (2013) and the tensions between specialists and 

non-specialist cybercrime divisions and the lack of recognition of digital and 

cybersecurity competencies as an organisation-wide requirement. 

Emphasis was placed on a diverse range of development mechanisms and modes 

of training to address different learning styles and work contexts to maximise access to 
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development programmes. This requirement has been underlined by several studies 

that identified gaps in law enforcement development programmes and point to the 

need for diverse and flexible learning approaches and the prioritisation of digital 

competency (ENISA, 2019; Broadhead, 2018; Kraemer-Mbula et al., 2013). 

Future proofing of the digital competency was linked to formation of Learning 

Management System (LMS) and incorporation of emergent learning technologies such 

as gamification, simulations software or virtual or augmented reality. Experts viewed 

LMS as critical for systematically assessing and monitoring digital competencies and 

promoting continuous professional development linked to new technological 

opportunities for learning. The significance of formal and structured learning 

management systems has been underlined as critical to development planning and 

development of skills necessary for law enforcement to maintain pace with new 

technologies and evolving threats (Nowacki, and Willits, 2019; Europol, 2018; 

Schreuders et al., 2018).  Validation of development outcomes through certification of 

competencies for law enforcement across different areas of cybersecurity was 

identified as a critical factor. 

Digital competency was discussed in relation to the approaches and focus of 

overall capability. There was convergence on the view that law enforcement 

capabilities should address reactive, proactive and preventative competencies.  

Reactive competencies were associated with law enforcement capacity to respond 

effectively to cyber incidents on CPI with implications for reporting and initiating 

investigation, digital evidence gathering and forensic analysis. Proactive measures 

were associated with digital competencies that for law enforcement enabled high level 

of situational awareness, profiling, monitoring and identification of trends and threats, 

intelligence gathering, modelling and profiling and inter-organisational co-operation 

and sharing of information systems across boundaries. Preventative measures were 

associated with the capacity of law enforcement to support organisations managing 

CPI in enhancing cybersecurity. Digital competencies are necessary in this area for 

accessing information systems, monitoring threats, vulnerabilities and disseminating 

alerts, briefings and guidance to the sector.  The literature underscores the role of 
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proactive and preventative strategies to strengthen the resilience of CPI and enhance 

readiness (Au-Yong et al., 2014; Al-Najjar and Wang, 2001). 

A key theme that emerged was the importance of co-ordinated and collaborative 

effort between agencies and CPI to promote information and knowledge sharing that 

increased the resilience of CPI. This implied digital competencies for law enforcement 

to operate in digital space and utilise ICT and advanced technologies to promote 

intelligence gathering, information exchange and communication between key actors 

at any stage. This has implications for development of information and knowledge 

management drive competencies. This is consistent with studies that have underlined 

cognitive dimensions of digital competency and the ability to assimilate, analyse and 

share knowledge (Xiong, 2016; Osterman, 2013; Davies, 2011; Van Es and Schafer, 

2017; Reedy and Goodfellow., 2012) and to operate inter-organisational and across 

borders. The latter underlines the digital competencies to access and query databases 

and sources across different technological and administrative environments (Ala-

Mutka, 2011; Ferrari et al., 2012). 

These factors were underscored as critical for enhancing the resilience of CPI 

technically and socially. Cyber-readiness and preparedness was associated with 

development of digital competencies that enhanced proactive, reactive and 

preventative approaches to law enforcement. Readiness and response of law 

enforcement was addressed from a resource perspective underlining the importance of 

the availability of skills and resources. Emphasis was placed on allocation of human 

and technical resources to enable law enforcement to enhance digital competencies. 

Against the significant challenges and serious resource constraints faced by the public 

and law enforcement accurate assessment of needs and prioritisation of cybersecurity 

skills was identified as a critical factor to maximise efficiency and effectiveness of law 

enforcement. This finding is supported by multiple studies that have described 

organisational, leadership, managerial, and resource constraints that hinder 

development of cybercrime capabilities (Skogan and Hartnett, 2005; Weisburd and 

Lum, 2005; Boin and McConnell, 2007). 
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A further theme was the broader external context identifying social, technical, and 

legal dimensions of cybersecurity protection of critical infrastructures. Awareness and 

engagement with different stakeholders was identified as a key factor to support 

preventative and reactive approaches. Experts emphasised fostering a culture of 

information sharing and co-ordination that would support strengthening of critical 

infrastructures and increased awareness of the socio-technical systems particularly 

cloud. Experts pointed to voluntary initiatives in the industry that allow for higher 

levels of mapping CPI and sharing of security information and guidance between law 

enforcement agencies, data providers and critical infrastructure industry. An 

overarching dimension of this socio-technical system was the legislative and 

regulatory measures that would allow for data sharing with cloud infrastructure 

providers and other technology providers to enhance preventative and reactive 

measures to counter threats.  This has implications for legislative framework which as 

the expert panel in the UAE have found, requires reforms of powers to increase access, 

intercept, and store data and  increased powers to block cybercrime data stored on 

cloud platforms (IaaS, SaaS, and PaaS). These findings are consistent with the 

emphasis placed in the literature on safeguarding regulations and regulations to require 

CIP to implement security measures and regulations to promote information sharing 

and increase access to data from intermediaries. 

This situates cybersecurity of CPI and the role of law enforcement within a 

complex socio-technical system. The evolving nature of critical infrastructures has 

resulted in a distributed interconnected network of systems and data across multiple 

organisations, regional and national boundaries. This has implications for digital 

competencies of law enforcement in possessing both the technical and legal 

capabilities to effectively navigate the system. At a preventative level there is 

requirement to have a level of awareness of the threats to infrastructures and counter-

measures that depends on understanding the socio-technical environment in terms of 

the different stakeholders involved and responsibility for CPI. At a reactive level, law 

enforcement requires both the capabilities and powers to access this socio-technical 

environment when responding to cyberattacks to investigate and gather evidence. 
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6.3 Cybersecurity Competence Categories, Specialty Areas 
and Work Roles 

The third round of the Delphi process involved the completion of Analytical 

Hierarchy Process (AHP) matrices to determine the relative importance for the 

protection of critical infrastructure by law enforcement agencies of cybersecurity 

competence categories, specialty areas and work roles presented in the NICE 

framework. The AHP analysis provided a systematic and numerical decision technique 

that supported identification and prioritisation of the competency categories and 

specialty areas and work roles associated with each category. The weightings from the 

AHP analysis were aggregated to produce results based on the average scores. The 

following sections discuss the results of these evaluations in the context of the 

literature and the implications for police training and development.   

6.3.1 Cybersecurity Competence Categories 

The findings resulted in the ranking of the seven categories of cybersecurity 

competencies in the NICE framework in terms of their importance for critical 

infrastructure protection by law enforcement. Four categories of Investigate, Analyse, 

Collect and Operate and Protect and Defend were assigned higher importance by 

experts. The AHP priority weightings for these four categories ranged considerably 

between the highest and lowest weightings suggesting that there were clear priorities 

for categories of competencies and unambiguously establishing their relative 

importance for law enforcement.  

6.3.1.1 Investigate 

Investigate was the most highly ranked competency category overall with a high 

prioritisation over the other three top ranked categories. Investigate refers to the 

investigation of cybersecurity events or crimes related to IT systems, networks and 

digital evidence (NICE, 2021). This result emphasises the investigation function of 

police in relation to critical infrastructure protection over and above its three other 

functions of enforcing the law, prevention, and detection (UN, 2011). This could 

suggest an expert view that the role of law enforcement in protecting critical 

infrastructure is primarily reactive with functions and competencies focused on 
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response following the occurrence of a cybercrime. On the other hand proactive 

investigations of cybercrime involve effective targeting, profiling, criminal 

intelligence, surveillance and analysis of data (Cross, 2019; Carrier and Spafford, 

2003).  The NICE framework itself appears to encapsulate a broader view of 

investigation competencies by incorporating prevention and detection competencies 

such as surveillance and evidence gathering for network vulnerability mitigation in the 

Investigation category.   

The literature shows this has implications for training and development in the 

process of digital forensics and the identification, preservation, collection, 

examination, and analysis of digital evidence (Kent et al., 2006; Palmer, 2001). The 

development of competencies would focus on enabling evidence to be collected 

through the recording of physical and digital crime scenes using standardised 

procedures and techniques and approved methodologies, software and hardware 

(UNODC, 2019). Enacting covert surveillance requires a unique set of competencies 

to monitor and analyse patterns of activity across systems and may involve 

interception of digital communications, analysis of video records, use of online 

information, monitoring discussion groups, or nurturing informants online (Cross, 

2019; Carrier and Spafford, 2003).   

6.3.1.2 Analyse 

Results showed that Analyse ranked as the next highest competency category with 

a weighting that was balanced between the top-ranked category and the next two 

categories. Analyse is defined in the NICE framework as the performance of highly 

specialised review and evaluation of incoming cybersecurity information to determine 

its usefulness for intelligence (NICE, 2021). Key specialty areas in this category 

include threat analysis and all-source analysis which produce findings to help initialise 

or support law enforcement and counterintelligence investigations or activities (NICE, 

2021). The high rating given to this competency category might suggest that experts 

consider that proactive competencies in terms of monitoring and detection are 

important for law enforcement to protect critical infrastructure. The literature shows 

that monitoring and analysing cybercrime trends as well as alert and advise on 
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cybercrime risks and crimes is a major role for law enforcement in cybersecurity 

(Pedley et al., 2018). The finding aligns with approaches that prioritise the 

development of analytical competence which could be used to assess vulnerabilities 

and conduct risk analysis for remediation and mitigation for infrastructure protection 

over a unique set of intelligence collection methods or unique integrated intelligence 

functions (Radvanovsky and McDougal, 2010). Therefore adopting this strategy would 

have implications for the design and development of digital competence training that 

prioritises analytical competences over intelligence collection and sharing. The 

consequences for training and development are shown in the literature, which points to 

competencies for the Analyse category such as monitoring and identifying cyber 

threats and cyber-crimes and analysis and profiling of cyber-crime activity. 

6.3.1.3 Collect and Operate 

The findings showed that Collect and Operate was ranked third highest in 

importance for cybersecurity competence categories. This category refers to the 

collection of cybersecurity information that may be used to develop intelligence as 

well as to provide specialised denial and deception operations (NICE, 2021). 

Collecting information involves knowledge and deployment of appropriate collection 

strategies following established priorities and the gathering of evidence on possible or 

real-time threats from criminal sources (NICE, 2021). While the Collect and Operate 

function is separate to that of Investigation in the NICE framework, collection is 

frequently cited as a specific part of the investigation and digital forensics process in 

other cybersecurity frameworks (UNODC, 2019; Martini and Choo, 2012; Kent et al., 

2006; Palmer, 2001). The literature shows that there are implications for the 

development of competencies in information and intelligence gathering (Radvanovsky 

and McDougal, 2010). Yeboah-Boateng and Akwa-Bonsu (2018) propose that cyber-

security intelligence gathering is closely linked to knowledge management and 

knowledge sharing to prevent, detect and respond to threats. This points to the 

potential need to develop competencies in knowledge sharing among appropriate 

agencies and units. Core competencies and skills for data collection and examination 

are identified in the Cyber Intelligence Tradecraft Project (CITP) as involving research 

methodologies and applications and quantitative and qualitative collection strategies as 
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well as competencies in collection management and open source data (Chabinsky. 

2010). Again there is recognition of the requirement for abilities in knowledge 

management for planning and organising information collection and for applying tools 

to gather and support complex data and information analysis (Chabinsky. 2010). 

6.3.1.4 Protect and Defend 

The results show that the competence category of Protect and Defend was ranked 

closely behind Collect and Operate suggesting that these two categories were 

considered more or less equal in importance. These competencies are related to the 

identification, analysis and mitigation of threats to IT systems and/or networks (NICE, 

2021). Protection relates to competencies such as cyber defense analysis and 

vulnerability assessment and management while Defend relates to competencies of 

immediate incident response to cybersecurity breaches and crises (NICE, 2021). Some 

literature suggests that important competencies for law enforcement agents responding 

to a breach in CPI cybersecurity include contingency planning and situational 

information assessment (Boin and McConnell, 2007).  Literature also points to a range 

of non-technical competencies such as public–private collaboration with owners, and 

promoting the adaptive behaviour of citizens to foster greater resilience, including the 

abilities to engage in joint preparation, joint training, continuity planning, and working 

with communities and private owners (Boin and McConnell, 2007). 

6.3.1.5 Oversee and Govern, Securely Provision and Operate and Maintain  

The three remaining competency categories of Oversee and Govern, Securely 

Provision and Operate and Maintain were considered the least important cybersecurity 

competence categories for law enforcement protection of CPI. This was reflected in 

their low weightings which were much reduced compared to the four top criteria. This 

result is logical as these competency categories are associated either with higher 

leadership levels of the law enforcement agency rather than the front-line police 

officer or with the internal situation of the organisation under attack. Oversee and 

Govern is related to the provision of leadership, management, development and 

advocacy so that the organisation may effectively undertake cybersecurity work 

(NICE, 2021). This aligns with literature which underlines the essential importance of 
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police leadership to respond effectively to a cybersecurity crisis and manage complex 

cybercrime enquiries (Bednar et al., 2008; Boin and McConnell, 2007), to develop 

effective cybercrime solutions (Willits and Nowacki, 2016) and to collaborate with 

external entities to solve cybersecurity problems (Bednar et al., 2008). This places 

emphasis on several leadership and management competencies such as crisis 

management, relationship management, collaboration skills, and cognitive 

competencies to foster goal achievement among teams undertaking task-related 

problems and developmental leadership (Santos et al., 2015; Rafferty and Griffin, 

2006; Boin and McConnell, 2007; Dutta and McCrohan, 2002).  

Securely Provision and Operate and Maintain competence categories have similar 

low weightings showing that both have lesser importance for law enforcement. 

Securely Provision encompasses the conceptualisation, design, procurement and/or 

building of secure IT systems, while Operate and Maintain is about providing the 

support, administration and maintenance necessary to ensure effective and efficient 

performance and security in IT systems (NICE, 2021). Neither of these competence 

categories fall within the remit of law enforcement for protecting critical 

infrastructure, as the scope lies predominantly with the critical infrastructure 

organisation itself.  

6.3.2 Cybersecurity Specialty Areas and Work Roles 

A second objective of this study is to identify key domains and elements of digital 

competency for cyber security critical for law enforcement to perform its role in 

protecting CPI. This was achieved by gathering the perspectives of police practitioners 

to identify how they prioritise and weight the specialty areas and work roles associated 

with each of the competence categories in the NICE framework for cybersecurity. 

6.3.2.1 Overall Rankings 

The findings indicate the overall ranking of specialty areas and work roles across 

all the competence categories based on calculation of the absolute weightings for each 

of these elements derived from their relative weightings and weighting of their 

competence category. The specialty areas and work roles that have the highest 
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importance arise from the Investigate category. Cyber Investigation and Cyber 

Investigator received the highest overall weightings for specialty areas and work roles 

while Digital Forensics and Law Enforcement/Counterintelligence Forensics Analyst 

ranking second in priority. This is not an unsurprising result given the law enforcement 

context of this research which emphasises an investigative, reactive approach to 

attacks on critical physical infrastructure. The absolute priorities for specialty areas 

and work roles show that the Analyse category has some of the most prioritised 

elements. In particular All-Source Analysis and All-Source Analyst are the third most 

prioritised across all categories while Threat Analysis is the fifth most prioritised 

Specialty Area and Threat/Warning Analyst the seventh most prioritised work role. 

From the Collect and Operate category Cyber Operations was the fourth highest 

specialty area and Cyber Operator the fourth highest work role across all of the 

categories. These results are consistent with those for the Competency Categories 

results, as all of these specialty areas are associated with the top 4 most prioritised 

categories. The findings underline the importance of consideration of specialty areas 

and work roles within the Investigate, Analyse, Collect & Operate and Protect & 

Defend categories and provide a guide in terms of the most important knowledge, 

skills and abilities that should be incorporated within training and development for law 

enforcement to protect critical physical infrastructure. 

6.3.2.2 Investigate Specialty Areas and Work Roles 

In terms of the relative importance of the two specialty areas associated with the 

Investigate competency category findings show that Cyber Investigation was 

prioritised more highly and with a moderate margin over Digital Forensics. This result 

is not surprising as Cyber Investigation is a broader area than Digital Forensics that 

includes techniques, procedures and tactics for a wide variety of investigative 

processes and tools including non-digital competencies such as interview and 

interrogation techniques as well as digital skills including surveillance and intelligence 

gathering. Digital Forensics on the other hand focuses predominantly on the 

collection, processing, preservation, analysis, and presentation of digital evidence to 

support law enforcement investigations or network vulnerability mitigation. This result 

aligns with the literature which shows that digital forensics is a phase of the overall 
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cyber investigation which is initiated in an identification phase focused on recognising 

and characterising cybercrime incidents through processes such as monitoring and 

analysis or profile detection (UNODC, 2019; Carrier and Spafford, 2003). Shavers and 

Bair (2016) suggest that the role of cybercrime investigator is a broad one that still 

involves traditional investigative methods and good skills in researching information 

and following leads.   

Three work roles are associated with the Investigate competence category with 

findings showing that each work role is significantly prioritised over the other. 

Cybercrime Investigator achieved the highest priority followed by Law 

Enforcement/Counterintelligence Forensics Analyst and Cyber Defense Forensics 

Analyst. This is consistent with the results for specialty areas in prioritising broader 

investigative roles over more specific. A defensive investigative role is viewed to be 

least important for law enforcement to protect critical infrastructure.  

In the NICE framework every work role is associated with specific technical and 

non-technical knowledge, skills and abilities (KSAs) required to carry out the role 

effectively. These have implications for the development of law enforcement 

competencies for cybersecurity protection of critical infrastructure. Some of these 

KSAs are overlapping and applied across a number of different roles. For the 

cybercrime investigator role KSAs are a broad set of predominantly technical 

competencies focused on understanding of security threats, evidence-gathering 

techniques and evidence preservation (NICE, 2021). Of the 25 knowledge items 

specified cyber investigators need to know about aspects such as the dark web, 

intrusion detection, and cyber threats and vulnerabilities (NICE, 2021). Skills relate to 

preserving and maintaining the integrity of digital evidence. The Law 

Enforcement/Counterintelligence Forensics Analyst work role is similarly technically 

focused with a more concentrated set of KSAs. These include decryption skills and 

investigative abilities across a wide range of operating system platforms. Knowledge 

of digital forensic processes and data backup and recovery are included among the 42 

knowledge items for this role. Skills include forensic data extraction in different digital 

environments. The Cyber Defense Forensics Analyst role includes many overlapping 
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KSAs but also includes items such as skill in malware analysis and carrying out bit-

level analysis. 

6.3.2.3 Analyse Specialty Areas and Work Roles 

The Analyse competency category is associated with five specialty areas of which 

the relative findings show three were most prioritised: All-Source Analysis, Threat 

Analysis and Exploitation Analysis. While these received the highest weightings there 

was a moderate margin of difference between each of them. The remaining two areas 

of Language Analysis and Targets were considered to be of much lower priority 

reflected in their weightings. The results for this category appear to reflect a 

determination among the experts that the broadest specialty areas have higher priority 

than narrower and more specific areas. All-Source Analysis was accorded the highest 

priority and involves the analysis of threat information from multiple sources, 

disciplines, and agencies across the intelligence community and its synthesis in 

context to generate insights about the possible implications (NICE, 2021). The 

emphasis placed on this area is consistent with cybercrime practices in Europol that 

ascribe significant importance to collecting and analysing information from a broad 

array of public, private and open sources (Europol, 2021). Threat Analysis, the next 

prioritised specialty area, is more limited in scope focusing on identifying and 

assessing the capacities and conduct of cyber criminals and producing findings to 

facilitate commencement and operation of police investigations. Some literature 

supports the emphasis placed on this specialty identifying it as a key stage in the threat 

intelligence lifecycle that allows information to be converted into intelligence that can 

inform decision-making (Cascavilla et al., 2021). Exploitation Analysis, the third most 

prioritised area, is concerned only with the analysis of data gathered to detect any 

weaknesses and the possibilities for exploitation (NICE, 2021). The lowest prioritised 

areas of Language Analysis and Targets involve the application of the individual’s 

current expertise and knowledge in terms of language, cultural, and technical 

knowledge to support information collection, analysis, and the development of targets.  

In terms of the seven work roles associated with the Analyse category the results 

showed that rankings reflected the same pattern of broad to more narrow roles. All-
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Source Analyst, Threat/Warning Analyst and Exploitation Analyst were the most 

highly prioritised in that order with moderate differences in weightings between each 

of them. The remaining four roles were assigned a similar and much lower rating: 

Multi-Disciplined Language Analyst; Target Network Analyst; Target Developer; and 

Mission Assessment Specialist. The least prioritised role of Mission Assessment 

Specialist is linked to the All-Source Analysis specialty area, however focuses on 

assessing the performance of responses to cyber events. It is likely that experts 

considered this role to be outside of normal expectations for the functions of a front-

line police officer.   

For the top three work roles the NICE framework includes a number of 

overlapping KSAs. These encompass communication skills for conveying complex 

information, knowledge of computer networking and cyber security methods and 

protocols, and ability to evaluate information in terms of its validity and reliability 

(NICE, 2021). The role of All-Source Analyst is associated with 18 abilities, 56 

knowledge items, and 18 skills, representing a mix of technical and non-technical 

KSAs. These include ability to source intelligence data, knowledge of how to analyse 

network traffic, and skill in utilising different analytic tools and techniques (NICE, 

2021). The NICE framework for the Threat/Warning Analyst role identifies a slightly 

lower number of KSAs that includes the ability to utilise different sources of 

intelligence, knowledge of cyber attack stages and skill in identifying cyber threats 

(NICE, 2021). The Exploitation Analyst work role is associated with KSAs such as 

target analysis abilities, knowledge of attack approaches and methods and skill in 

analysing traffic and distinguishing network devices. 

6.3.2.4 Collect and Operate Specialty Areas and Work Roles 

The findings showed that pairwise comparison of the three specialty areas for 

Collect and Operate showed that there was significant difference in importance 

between them. Cyber Operations was assigned a significantly higher level of 

importance than Collection Operations which in turn was prioritised much more 

highly than Cyber Operational Planning. This result reflects the context for law 

enforcement in which being able to collect evidence on criminal or foreign intelligence 
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actors to mitigate potential or actual threats (Cyber Operations) may be prioritised 

more highly than the more general competency of collection of cybersecurity 

information using appropriate strategies and collection management priorities 

(Collection Operations) (NICE, 2021). While much of the literature associates the term 

cyber operations with national offensive and defensive capabilities (Stinissen and 

Geers, 2015; Lin, 2010) some literature points to the importance of threat-informed 

cyber operations and the critical role of actionable threat intelligence in cyber defense 

(Skorupka and Boiney, 2015). Cyber Operational Planning appears to be beyond the 

scope of most front-line police officers who generally would not get involved in 

conducting strategic and operational-level planning across the full range of operations 

for integrated information and cyberspace operations. This would account for the low 

priority this specialty area is accorded by the experts.  

Six work roles were associated with the Collect and Operate category of related to 

all-source collection, cyber planning, and cyber operations.  By far the most prioritised 

is that of Cyber Operator, aligning with the finding for specialty areas priorities, and 

the most broad and general role available in terms of the collection of information. A 

cyber operator is involved in system geolocation in order to locate, track or exploit 

targets of interest (NICE, 2021). Much lower in priority are managerial roles 

associated with all-source collection and incorporating priority information 

requirements into collection management and evaluating collection operations (NICE, 

2021). These are more generalised roles that focus on execution, and were preferred 

over the least prioritised roles planning roles. These roles focus on developing detailed 

operational plans in collaboration with other planners, and on advancing cooperation 

across organisational or national borders which experts may have considered were too 

specialist for a front-line officer.  

The Cyber Operator work role is associated with a broad range of predominantly 

technical KSAs many of which are unique to this job role. This includes monitoring 

and responding to events and trends, knowledge of current defense software and 

methodologies, and skill in information extraction (NICE, 2021). For the All-Source 

Collection managerial roles non-technical abilities are desired that include 

collaboration abilities, critical thinking skills, and coordination abilities across all 
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levels of the organisation. The planning work roles require a broad and comprehensive 

range of knowledge, abilities and skills that include many non-technical KSA’s 

focusing on communication and administration competencies.   

6.3.2.5 Protect and Defend Specialty Areas and Work Roles 

The relative importance of four specialty areas were compared for the Protect and 

Defend competence category. Findings showed that two specialty areas of Incident 

Response followed by Cyber Defense Analysis were most prioritised by a significant 

margin over the remaining two areas of Vulnerability Assessment and Management 

and Cyber Defense Infrastructure Support. This finding shows that the ability to 

respond to cybersecurity crises or urgent situations to mitigate threats to property or 

people is a highly emphasised competency for law enforcement in the context of 

critical infrastructure protection. The priority accorded to this area is strongly 

consistent with the literature which shows that cybersecurity for incident response is 

studies and discussed in a range of different organisational contexts and industry 

sectors (e.g. Naseer et al., 2021; Papastergiou et al., 2019; Catota et al., 2018; Steinke 

et al., 2015). Some literature has focused specifically on incident response for critical 

infrastructure cybersecurity (Lekota and Coetzee, 2019; Settanni et al., 2017; Jaatun et 

al., 2009) while research also shows that numerous governments and sectors are 

addressing incident response to breaches of critical infrastructure cybersecurity 

through specific agencies, organisations and teams (CISA, 2021; CGCCI, 2021; 

ENISA, 2021). The weighting accorded to Cyber Defense Analysis also shows that a 

defensive approach that uses information gathered from diverse sources to detect, 

evaluate, and inform on events and threats that take place or may happen is also 

considered important. The low rating given to the specialty area of Cyber Defense 

Infrastructure Support indicates that testing, deployment, maintenance and review of 

infrastructure hardware and software is not considered to be a part of the complement 

of cybersecurity competencies a frontline officer is expected to have.  

Four work roles are associated with the Protect and Defend competence category. 

The priority assigned to these roles follows a similar pattern and weighting as the 

specialty areas, with Cyber Defense Incident Responder and Cyber Defense Analyst 
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being considered of higher importance than Vulnerability Assessment Analyst and 

Cyber Defense Infrastructure Support Specialist. The incident response and cyber 

defense roles are comprised of mainly technical KSAs integrating abilities such as 

incident response for cloud and intrusion detection abilities, and malware 

neutralisation skills.  

6.3.2.6 Specialty Areas and Work Roles for Oversee and Govern, Securely 

Provision and Operate and Maintain  

The specialty areas and work roles for these three competency categories provide 

an indication of the reason why these categories were considered of least relevance for 

the context of law enforcement front-line protection of critical infrastructure. This is 

because many of the specialty areas and work roles are irrelevant in the law 

enforcement and front-line context. Oversee and Govern has six speciality areas with 

leadership and management areas receiving the highest ratings while strategic 

planning, legal advocacy and training and education were prioritised much less highly.  

Securely Provision has seven specialty areas of which systems and software 

competencies were weighted least while risk management received the highest 

weighting by significant margin over the rest.  Finally Operate and Maintain has six 

specialty areas in which data administration and knowledge management are the only 

areas to have received significant weightings.  

6.4 Summary of Findings and Contribution 

The findings of this study provide the basis for a holistic approach to developing 

key digital competencies within law enforcement for cybersecurity of critical physical 

infrastructure. As Table 6.1 shows findings identify critical digital competencies, 

specialty areas and work roles to inform a digital competencies framework for law 

enforcement in this context. In addition findings point to how this framework can be 

implemented effectively within law enforcement, identifying critical design and 

implementation factors for the development of digital competencies for cybersecurity 

of critical physical infrastructure. 
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Table 6.1 Summary of Findings and Contribution 

Area of Findings Finding Unique Contribution 

Design and Implementation Factors Eight key factors are qualitatively identified for implementing a 

digital competencies framework for law enforcement for CPI:  

• Balance, type, & relevance of training 

• Futuristic training  

• Mandatory certifications, digital knowledge and skills  

• Skills development and resources 

• Proactive, reactive, preventative measures 

• Socio-technical system  

• Resilience 

• Adaptive learning 

The importance of multiple implementation subfactors is 

quantitatively identified for each critical factor 

Identification of critical 

implementation factors for effecting 

a digital competencies framework for 

law enforcement to protect critical 

physical infrastructure. 

Key Categories of Competence Identification of four key categories of digital competencies 

relevant to law enforcement for protecting critical physical 

infrastructure: 

• Investigate 

• Analyse 

• Collect and Operate  

• Protect and Defend 

Empirical analysis prioritising 

categories of critical competencies 

for CPI cybersecurity protection by 

law enforcement 

Specialty Areas of Digital 

Competence 

Findings identified three critical areas of specialty relevant to law 

enforcement for cybersecurity of critical physical infrastructure: 

• Cyber Investigation 

Empirical analysis prioritising areas 

of specialty for CPI cybersecurity 

protection by law enforcement 
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• Digital Forensics  

• All-Source Analysis 

and the relative importance of multiple specialty areas for each of 

the categories of digital competence 

Digital Competence Work Roles Findings identified three key work roles critical to law 

enforcement for cybersecurity of critical physical infrastructure: 

• Cyber Investigator 

• Law Enforcement/Counterintelligence Forensics Analyst 

• All-Source Analyst 

 

and the relative importance of multiple work roles for each of the 

categories of digital competence 

Empirical analysis prioritising the 

importance of different digital 

competence work roles for CPI 

cybersecurity protection by law 

enforcement 
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6.5 Conclusion 

This chapter presented a discussion of findings generated from a mixed method research 

process that employed a Delphi method, AHP analysis and group model building process 

focused on conceptualising a digital competencies framework for law enforcement 

cybersecurity protection of critical physical infrastructure. Three sources of qualitative and 

quantitative data were evaluated and discussed in relation to the research goal of this thesis.  

The findings contributed novel insights into the planning and implementation context for 

development of digital competency. These results underlined the broader digital competency 

context which is influenced by the evolving external context that continuously influences the 

requirements for digital competencies. Evolving critical infrastructures, technologies and 

cybercrime context underline the need for a dynamic digital competency framework. The 

regulatory and institutional context similarly has implications for development of digital 

competency influencing requirements and resourcing. The findings further identify broad 

dimensions of digital competency and key dimensions of cybersecurity competencies that are 

critical for law enforcement and protection of CPI. Finally, these findings supported the 

development of a holistic and dynamic eco-system for development of digital competency in 

the context of law enforcement and critical infrastructures protection.  The next chapter 

concludes this research, discussing the contribution to knowledge in relation to the research 

and the theoretical and practical implications and the limitations and future research 

opportunities emerging from this study. 
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Chapter 7 Conclusions  

7.1 Introduction 

An overarching goal of this study was to address how digital competency for law 

enforcement in enhancing cybersecurity for critical physical infrastructures (CPI) can be 

conceptualised and implemented. CPI are vital to the social and economic functioning and 

development of nations.  

The evolving technological context and increasingly digitised and interconnected nature 

of CPI coincides with increasing threat and risk of cybercrimes.  Yet this study has underlined 

the limitation in the capacity of law enforcement around the globe to counter the severe threat 

posed by cyberattacks in respect of the digital capabilities that are necessary to maintain pace 

with technologies and respond effectively in a digital environment. In theory and practice, the 

notion of digital competency in the context of law enforcement and critical infrastructure 

protection (CIP) has received little attention. This thesis has revealed digital competency as a 

multifaceted concept informed by multiple disciplines that emphasises different dimensions 

of competency: internet skills, information and knowledge processing, technology, media, 

socialisation, communication as well as attitudinal, cognitive and critical thinking 

competencies. The scope of this research focuses on cybersecurity related digital 

competencies that are to varying degrees underpinned by broader digital competencies.  

In practice the absence of a comprehensive common framework has resulted in a 

fragmented and concentrated approach to the development of digital capabilities in law 

enforcement as a whole.  This issue is more acute in respect of sector-specific contexts such 

as CPI.  Further, this study identified digital competencies, in regards to knowledge, skills, 

abilities and attitudes, as an integral dimension for law enforcement that underpinned all 

aspects of law enforcement functions and roles and ultimately its ability to counter 

cyberattacks. It underpins its capacity to operate in a digital environment and perform 

preventative, proactive or reactive functions.  Against this context, the research goal is 

focused on three key objectives:  

i) To investigate the key function and roles of law enforcement in cyber security for CPI  

ii) To define and validate the key dimensions and elements of digital competency for 

cyber security law enforcement to perform its role in protecting CPI 
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iii) To develop a framework to guide policy and the development of law enforcement in 

the UAE and enhance its capability to perform its role effectively in a digital 

environment. 

7.2 Summary of Key Findings 

The findings of this research address comprehensively the concept of digital competency 

in relation to both the planning and implementation context and the dimensions critical to 

enhancing law enforcement cybersecurity for protection of CPI. This study conceptualises the 

development of digital competency as an interplay of multiple interconnected dimensions. 

The enhancement of law enforcement cybersecurity is contingent on strategic factors and 

framing of digital competency development which emerged as an overarching foundational 

theme. Experts underlined the significance of a balanced approach to ensure a diverse range 

of competencies could be developed to address the broad range of digital competency 

training and topics. There is a requirement to define the scope of digital competency 

development and foster appropriate organisational and learning conditions. The study finds 

that cybersecurity for CIP requires a holistic socio-technical approach and evaluation of 

digital competency requirements in line with the different functions and roles of law 

enforcement. This establishes digital competency as a core organisation-wide multilevel 

competency with varying levels and types of digital competency. A digital competency 

framework advanced in this study emphasises multiple planning factors that are critical to 

establish an effective and efficient implementation context. Balance, type and relevance of 

training is critical for defining development requirements for different areas of law 

enforcement and ensuring relevance. A digital competency framework is underpinned by 

diverse learning mechanisms, technologies and platforms to address learning styles and 

access to development. Future proofing digital competency is a key factor that is based on a 

process of feedback loops linked with the external environment in relation to cybercrime 

development and trends and technological advances.   

This study further identified areas of digital competency development to address broad 

law enforcement functions. Digital competencies can be defined in terms of preventative, 

reactive and proactive competencies. At another level digital competency can be assessed in 

respect of organisational, managerial and leadership competencies. Finally, this study 

evaluated the importance and relevance of specific cybersecurity competencies based on the 

Cybersecurity Educational Framework. The expert panel assessed through a pairwise 
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comparison process using AHP ranking each of 7 high-level cybersecurity functions, the 33 

speciality areas and the 52 work roles in terms of their relevance and significance to law 

enforcement for the protection of CPI.  

This study showed that of the seven categories of cybersecurity, Investigate 

competencies were the most significant dimension of digital competency for law enforcement 

composed of two specialty areas of Cyber Investigation and Digital Forensics. Cyber 

Investigation was ranked the highest specialty by a significantly higher margin than Digital 

Forensics specialty area. Investigate was associated with ability to investigate cybersecurity 

incidents or crimes related to information technology (IT) systems, networks and digital 

evidence. The NICE framework specifies three work roles in relation to Investigate 

competencies.  Cybercrime Investigator was the highest rated by a significant margin, 

followed by Law Enforcement/Counterintelligence Forensics Analyst. Cyber Defence 

Forensics Analyst received the lowest rating in terms of relevance and significance. 

Analyse competencies was the second most significant dimension of digital competency 

for law enforcement. This category was associated with competencies related to performance 

of highly specialised review and evaluation of incoming cybersecurity information to 

determine its usefulness for intelligence. The third highest rated top-level cybersecurity 

category was Collect & Operate. Collect & Operate competencies were characterised by 

providing specialised denial and deception operations and collection of cybersecurity 

information that may be used to develop intelligence.  Protect & Defend was ranked the 

fourth highest top-level cybersecurity function in terms of its relevance and importance to 

law enforcement and CIP. This function addresses abilities to identify, analyse and mitigate 

threats to internal IT systems and or networks. Three cybersecurity functions of Oversee & 

Govern, Securely Provision and Operate & Maintain were ranked as least important or 

relevant to law enforcement by a significant margin. There was a significant difference in the 

relative weighting between these three functions and the top four highest rated functions. This 

finding was supported by qualitative findings from the expert panel converging on the view 

that these functions were more relevant to cybersecurity personnel at critical infrastructure 

organisations than for law enforcement. 

Quantitative evaluation using AHP for the sub-components of the highest rated 

cybersecurity functions identified the most relevant and significant speciality areas and work 

roles. In the NICE framework each speciality area and work role is associated with a specific 
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set of knowledge, skills and abilities (KSA). Investigate category has two specialty areas of 

Cyber Investigation and Digital Forensics, of which the former attracted the highest priority 

over the latter. Analyse category is associated with five specialty areas. Digital cybersecurity 

competencies for All-Source Analysis and Threat Analysis rated highest in priority 

weightings. Exploitation Analysis was rated third highest in priority and Targets was afforded 

the lowest priority. In terms of the three work roles associated with the top level Investigate 

category Cybercrime Investigator and Law Enforcement Counterintelligence Forensics 

Analyst were prioritised much more highly than Cyber Defense Forensics Analyst. For the 

Analyse category three were most highly prioritised: All-Source Analyst was by a significant 

margin the highest rated role; followed by Threat/Warning Analyst and Exploitation Analyst. 

Target Network Analyst and Mission Assessment Specialist were the least significant roles.  

The third highest rated cybersecurity category (Collect and Operate) consisted of three 

speciality areas. Cyber Operations attracted the highest priority by a significant margin 

followed then by Collection Operations. Cyber Operational Planning was the least important 

and relevant by a significant margin. In terms of work roles Collect and Operate category is 

linked to six work roles. Cyber Operator ranked highest priority over the other five work 

roles by a significant margin. All Source-Collection Manager and All Source-Collection 

Requirements Manager ranked second and third. The least important work role was Partner 

Integration Planner.    

Protect and Defend was the fourth highest ranked cybersecurity function. Four specialty 

areas are associated with the Protect and Defend competencies. Incident Response was the 

highest rated speciality area by a significant margin and Cyber Defence Analysis was the 

second highest rated. Vulnerability Assessment and Management and Cyber Defence 

Infrastructure Support were the least relevant and significant speciality areas compared to the 

top two highest ranked. In terms of work roles for Protect and Defend the NICE 

Cybersecurity Educational Framework defines four work roles. Considered the most 

important Cyber Defence Incident Responder was the highest rated role, followed by Cyber 

Defence Analyst. Cyber Defence Infrastructure Support Specialist was ranked the least 

priority by a significant margin. 

Finally the analysis indicated the overall ranking of specialty areas and work roles across 

all seven competence categories based on calculation of the absolute weightings. The 

specialty areas and work roles with the highest overall importance are associated with the 
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Investigate category. Cyber Investigation and Cyber Investigator were the highest ranked 

specialty area and work role of all while Digital Forensics and Law Enforcement 

Counterintelligence Forensics Analyst ranked second in priority. All-Source Analysis and All-

Source Analyst from the Analysis category are the third most prioritised specialty and work 

role across all the categories with Cyber Operations the fourth highest specialty area and 

Cyber Operator the fourth highest work role, arising from the Collect & Operate category. 

The findings underline the importance of consideration of specialty areas and work roles 

within the Investigate, Analyse, Collect & Operate and Protect & Defend categories and 

provide a guide in terms of the most important knowledge, skills and abilities that can be 

incorporated within training and development for law enforcement to protect critical physical 

infrastructure. In the NICE framework knowledge, skills, and ability competencies as well as 

relevant tasks are defined under the categories and associated with each work role for that 

function. For the top 5 most prioritised work roles the framework specifies over 430 digital 

competencies in terms of knowledge, skills, abilities and tasks (KSATs). The overarching 

priority given to investigative work roles in this study provides an indication of the most 

important KSATs for law enforcement in its role to protect the cybersecurity of critical 

physical infrastructure.  

7.3 Theoretical and Practical Implications  

7.3.1 Theoretical Implications  

This study makes a novel contribution to theory of digital competency conceptualising a 

context-specific digital competency framework for law enforcement. Firstly, these findings 

identify and characterise key factors, processes and inputs that underpin effective design and 

implementation of digital competency development. This conceptualises constituent elements 

of planning and organisational processes that impact on design and implementation including 

future proofing, framing, resourcing and feedback processes. In the area of law enforcement 

this study advances new requirements of digital competency and the different functions of 

policing. Further, it underlines digital competency as a key determinant for enhancing 

cybersecurity and law enforcement response to cyberthreats and protection of CPI.  This 

study further makes a methodological contribution to theory in the application of AHP to 

digital competency in law enforcement. This establishes a foundation for exploration of this 

method in future studies and provides insights into empirical techniques to define digital 

competency requirements. Another major contribution of this study is the identification of 
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key categories of competences and speciality areas of digital competency of cybersecurity 

necessary for law enforcement to effectively protect CPI. Under each of the identified 

dimensions the study identifies key knowledge, skills and abilities (KSA) in the area of law 

enforcement for enhancing security of CPI.  

7.3.2 Practical Implications  

Cybercrime and cybersecurity threats represent an evolving context that has implications 

for the development of digital competencies for law enforcement to maintain pace with such 

developments. The findings from this study give rise to a number of implications for practice. 

Firstly, the findings place emphasis on fostering appropriate organisational and learning 

environment that promotes the development of digital competencies. Practitioners should at a 

planning level define the scope of digital competency requirements across all the roles. A key 

factor is balancing between general or common digital competencies and specialised digital 

competencies. This has implications for developing digital competency requirements for 

different divisions, teams and roles. This framework provides a comprehensive tool that 

prioritises the key categories, speciality areas and associated KSAs. Practitioners need to 

conduct a review and evaluate the relevance of these competencies for specific contexts. 

Further, the evolving cybercrime context and significance of future proofing further posits 

digital competency development as a dynamic process. This critically depends on a 

continuous monitoring and evaluation of the requirements to ensure that digital competencies 

and the cybersecurity capabilities of law enforcement are responsive to emergent 

technologies, methods and threats. From a resource perspective, there are implications for the 

formation of platforms and environment that allows for flexible and diverse learning and 

development including systematic processes for development planning and monitoring. 

7.4 Research Novelty 

This study makes novel contributions to knowledge in a number of different ways. 

Firstly this research is novel in terms of the methodology and is the first in this field to 

employ a Delphi method to systematically develop a framework of law enforcement digital 

competences for the protection of critical physical infrastructure. This approach allowed for 

structuring of group mutual communications over several phases to facilitate an iterative and 

inclusive process of identification, development and validation of a commonly agreed 

framework for critical physical infrastructure. There is further novelty in the inclusion of an 

objective and systematic AHP process within the Delphi implementation and its application 
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to empirically determine the importance of specific digital competencies for protecting 

critical physical infrastructure by law enforcement.  

Secondly this research is novel in terms of the research sample and inclusion of an 

extensive set of 24 experts and practitioners from key areas in this field. The sample was 

specifically selected to ensure that data was collected from a diverse range of perspectives 

from different law enforcement organisations and from different roles and different levels of 

the organisation. This supported the goal to provide a holistic and inclusive account of digital 

competencies for critical infrastructure protection that could inform a comprehensive 

framework for law enforcement. Experts were drawn from all seven Emirates and from a 

cross-section of policing agencies at federal and local levels that have key responsibilities for 

cybersecurity and critical infrastructure protection.  

A unique contribution is also to be found in the findings of this study that is the only 

research to investigate digital competencies in relation to law enforcement. While some 

literature has explored digital competencies for cybersecurity (Cybok.org, 2020; JCNSS, 

2018; Libicki, 2007), the focus of previous research has not been on law enforcement. This 

research identifies and prioritises categories of digital competencies and associated specialties 

and work roles critical for law enforcement to perform its role in protecting critical physical 

infrastructure. In addition this research is the only study to have applied the NICE framework 

and evaluated that framework in the context of law enforcement digital competencies.  

The originality of this research further extends to the focus on critical physical 

infrastructure and the relevance of digital competencies for the role of law enforcement in 

protecting them. Empirical analysis presented in this research identifies and prioritises the 

specific digital competencies, speciality areas and work roles for law enforcement that are 

significant for protection of critical physical infrastructure. The resulting framework 

addresses a knowledge gap in understanding and mapping digital competencies that are 

required for different law enforcement roles in terms of cybersecurity of CPI. This uniquely 

points to a comprehensive reference of the set of knowledge, skills, and abilities necessary for 

law enforcement that defines structured pathways for understanding and developing them. 

A novel contribution to both theory and practice is made by expanding knowledge on 

critical infrastructure protection and digital competencies in law enforcement. At a theoretical 

level this research contributes a novel digital competency framework for cybersecurity skills 

specific to law enforcement protection of CPI. A holistic and practical framework is applied 
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that integrates the theories of cybercrime linked to CPI protection. The proposed framework 

takes into consideration organisational, leadership, managerial, and resource driven digital 

competences. Moreover a unique contribution emerges in terms of identification of key 

implementation factors for a digital competencies framework for law enforcement in the 

context of cybersecurity for CPI. This helps to address the planning and implementation 

context by identifying multiple planning factors that are critical to establish an effective and 

efficient design and implementation for a digital competency framework. 

Finally this research is novel in extending understanding in the context of an Arab and 

developing country, and specifically in the context of the UAE. Despite the significance of 

developing digital competences of enforcement agencies, there is limited analysis or 

empirical evidence in this area within the UAE context. While traditionally UAE law 

enforcement has focused on preventing failures in CPI caused by accidents or natural 

disasters a rapid and widespread increase in digitisation underlines an urgent need for 

additional research in safeguarding CPI within UAE against growing threats of cyberattacks. 

This study is unique in addressing the need to identify the organisational, technical and 

development interventions required by UAE law enforcement to enhance cyber security.  

7.5 Limitations  

There are a number of limitations that should be acknowledged in respect of the 

methodology and findings. While the findings were based on a large expert sample (N=24) 

with diverse and extensive experts, the study employed a single case study design which as a 

result places emphasis on a highly contextual setting. The sample of experts in the Delphi 

panel are embedded in the UAE and therefore their perspectives and expertise are indicative 

of this setting.   

The findings relating to the implementation context reflecting organisational and 

learning factors are viewed relevant to the specific case of the UAE and law enforcement in 

the UAE. Further, the empirically based prioritisation and comparison of digital competencies 

is influenced by this context. In respect of the Delphi method, each of the phases of the 

Delphi was limited to 2 rounds to provide initial responses and a second round to review and 

provide revisions or additional insights. Due to COVID face-face group model modelling was 

restricted to online email and video-conferencing.  
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Thirdly, the evaluation of the cybersecurity skills and the associated digital competencies 

was based on the Cybersecurity Educational Framework by the National Initiative 

Cybersecurity Education (NICE). The NICE is the most comprehensive cybersecurity skills 

and education framework consisting of 7 top level cybersecurity functions; 33 speciality areas 

reflecting distinct areas of cybersecurity; 52 work roles and more than 1,000 specific 

knowledge, skills, and abilities (KSAs) that are necessary for these work roles. Due to the 

constraint in conducting an Analytical Hierarchy Process (AHP) for the entire framework, the 

study limited the AHP cybersecurity functions, speciality areas and work roles. The KSAs 

associated with these components were not assessed in terms of their relative importance. 

Further, the prioritisation of these dimensions was focused on the relevance to law 

enforcement in the area of cybersecurity for CPI. The study findings do not classify the 

competencies between basic, intermediate or advanced level competencies. Further research 

may classify, these competencies in relation to those relevant for all law enforcement 

personnel, competencies for all law enforcement cybersecurity roles, and competencies for 

specific law enforcement work roles.  This scope of this study is limited to cybersecurity and 

CIP related digital competencies and in doing so excludes other dimensions of digital 

competency such as information, media, technology, cognitive or attitudinal related 

competencies, which underpin or support cybersecurity competencies.    

7.6 Future Research  

It is important to validate this framework that has been developed as the contribution of 

this thesis. The design and implementation factors should be evaluated. This study underlined 

the requirement for a comprehensive view of digital competency beyond a specialist 

perspective. However, further research is required to define and map digital competencies to 

specific functions of law enforcement and the roles of law enforcement that would promote a 

precise alignment of digital competencies that address cybersecurity for CPI. Generic digital 

competencies should be defined in relation to those common to all law enforcement in the 

area of cybersecurity CPI. At another level further research can explore mapping of digital 

competencies to identify sets of KSAs that are relevant to specific roles. 
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Appendix 1: NICE Cybersecurity Skills Framework 

The full details of the NICE Cybersecurity Workforce Framework are available at https://niccs.cisa.gov/workforce-

development/cyber-security-workforce-framework 

Table A1: Cybersecurity Categories, Specialisms and Work Roles 

CyberSecurity Categories CyberSecurity Specialisms Cybersecurity WorkRoles 

Analyze Analyzes threat information from multiple 

sources, disciplines, and agencies across the 

Intelligence Community. Synthesizes and places 

intelligence information in context; draws insights 

about the possible implications. 

All-Source Analysis All-Source Analyst 

Mission Assessment Specialist 

Exploitation Analysis Exploitation Analyst 

Language Analysis Multi-disciplined Language Analyst 

Targets Target Developer 

Target Network Analysts 

Threat Analysis Threat/Warning Analyst 

Collect and 

Operate 

Provides specialized denial and deception 

operations and collection of cybersecurity 

information that may be used to develop 

intelligence. 

 

Collection Operations All Source-Collection Manager 

All Source-Collection Requirements Manager 

Cyber Operational Planning Cyber Intel Planner 

Cyber Ops Planner 

Partner Integration Planner 

Cyber Operations Cyber Operator 

Investigate Investigates cybersecurity events or crimes 

related to information technology (IT) systems, 

networks, and digital evidence. 

Cyber Investigation Cyber Crime Investigator 

Digital Forensics Cyber Defense Forensics Analyst 

LawEnforcement/Counterintelligence 

Forensics Analyst 

Operate and 

Maintain 

Provides the support, administration, and 

maintenance necessary to ensure effective and 

efficient information technology (IT) system  

performance and security 

Customer Service and Technical Support Technical Support Specialist 

Data Administration Data Analyst 

Database Administrator 

Knowledge Management Knowledge Manager 

Network Services Network Operations Specialist 

Systems Administration System Administrator 

Systems Analysis Systems Security Analyst 

Oversee and 

Govern 

Provides leadership, management, direction, or 

development and advocacy so the organization 

may effectively conduct cybersecurity work. 

Cybersecurity Management Communications Security (COMSEC) 

Manager 

Information Systems Security Manager 

Executive Cyber Leadership Executive Cyber Leadership 

Legal Advice and Advocacy Cyber Legal Advisor 

Privacy Officer/Privacy Compliance Manager 

https://niccs.cisa.gov/workforce-development/cyber-security-workforce-framework
https://niccs.cisa.gov/workforce-development/cyber-security-workforce-framework
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Program/Project Management and 

Acquisition 

IT Investment/Portfolio Manager 

IT Program Auditor 

IT Project Manager 

Product Support Manager 

Program Manager 

Strategic Planning and Policy Cyber Policy and Strategy Planner 

Cyber Workforce Developer and Manager 

Training, Education, and Awareness Cyber Instructional Curriculum Developer 

Cyber Instructor 

Protect and 

Defend 

Identifies, analyzes, and mitigates threats to 

internal information technology (IT) systems 

and/or networks. 

Cyber Defense Analysis Cyber Defense Analyst 

Cyber Defense Infrastructure Support Cyber Defense Infrastructure Support 

Specialist 

Incident Response Cyber Defense Incident Responder 

Vulnerability Assessment and 

Management 

Vulnerability Assessment Analyst 

Securely 

Provision 

Conceptualizes, designs, procures, and/or builds 

secure information technology (IT) systems, with 

responsibility for aspects of system and/or 

network development. 

Risk Management Authorizing Official/Designating 

Representative 

Security Control Assessor 

Software Development Secure Software Assessor 

Software Developer 

Systems Architecture Enterprise Architect 

Security Architect 

Systems Development Information Systems Security Developer 

Systems Developer 

Systems Requirements Planning Systems Requirements Planner 

Technology R&D Research & Development Specialist 

Test and Evaluation System Testing and Evaluation Specialist 
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Table A2: Speciality Areas 

Categories Specialty Areas Specialty Area Descriptions 
Securely Provision 
(SP) 

Risk Management (RSK) Oversees, evaluates, and supports the documentation, validation, assessment, and 
authorization processes necessary to assure that existing and new information 
technology (IT) systems meet the organization's cybersecurity and risk 
requirements. Ensures appropriate treatment of risk, compliance, and assurance 
from internal and external perspectives. 

Software Development (DEV) Develops and writes/codes new (or modifies existing) computer applications, 
software, or specialized utility programs following software assurance best 
practices. 

Systems Architecture (ARC) Develops system concepts and works on the capabilities phases of the systems 
development life cycle; translates technology and environmental conditions (e.g., 
law and regulation) into system and security designs and processes. 

Technology R&D (TRD) Conducts technology assessment and integration processes; provides and 
supports a prototype capability and/or evaluates its utility. 

Systems Requirements Planning 
(SRP) 

Consults with customers to gather and evaluate functional requirements and 
translates these requirements into technical solutions. Provides guidance to 
customers about applicability of information systems to meet business needs. 

Test and Evaluation (TST) Develops and conducts tests of systems to evaluate compliance with 
specifications and requirements by applying principles and methods for cost- 
effective planning, evaluating, verifying, and validating of technical, functional, 
and performance characteristics (including interoperability) of systems or 
elements of systems incorporating IT. 

Systems Development (SYS) Works on the development phases of the systems development life cycle. 
Operate and Maintain 
(OM) 

Data Administration (DTA) Develops and administers databases and/or data management systems that allow 
for the storage, query, protection, and utilization of data. 

Knowledge Management (KMG) Manages and administers processes and tools that enable the organization to 
identify, document, and access intellectual capital and information content. 
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 Customer Service and Technical 

Support (STS) 
Addresses problems; installs, configures, troubleshoots, and provides 
maintenance and training in response to customer requirements or inquiries (e.g., 
tiered-level customer support). Typically provides initial incident information to 
the Incident Response (IR) Specialty. 

Network Services (NET) Installs, configures, tests, operates, maintains, and manages networks and their 
firewalls, including hardware (e.g., hubs, bridges, switches, multiplexers, routers, 
cables, proxy servers, and protective distributor systems) and software that 
permit the sharing and transmission of all spectrum transmissions of information 
to support the security of information and information systems. 

Systems Administration (ADM) Installs, configures, troubleshoots, and maintains server configurations 
(hardware and software) to ensure their confidentiality, integrity, and 
availability. Manages accounts, firewalls, and patches. Responsible for access 
control, passwords, and account creation and administration. 

Systems Analysis (ANA) Studies an organization's current computer systems and procedures, and designs 
information systems solutions to help the organization operate more securely, 
efficiently, and effectively. Brings business and information technology (IT) 
together by understanding the needs and limitations of both. 

Oversee and Govern 
(OV) 

Legal Advice and Advocacy 
(LGA) 

Provides legally sound advice and recommendations to leadership and staff on a 
variety of relevant topics within the pertinent subject domain. Advocates legal 
and policy changes, and makes a case on behalf of client via a wide range of 
written and oral work products, including legal briefs and proceedings. 

Training, Education, and 
Awareness (TEA) 

Conducts training of personnel within pertinent subject domain. Develops, plans, 
coordinates, delivers and/or evaluates training courses, methods, and techniques 
as appropriate. 

Cybersecurity Management 
(MGT) 

Oversees the cybersecurity program of an information system or network, 
including managing information security implications within the organization, 
specific program, or other area of responsibility, to include strategic, personnel, 
infrastructure, requirements, policy enforcement, emergency planning, security 
awareness, and other resources. 

Strategic Planning and Policy 
(SPP) 

Develops policies and plans and/or advocates for changes in policy that support 
organizational cyberspace initiatives or required changes/enhancements. 

Executive Cyber Leadership 
(EXL) 

Supervises, manages, and/or leads work and workers performing cyber and 
cyber-related and/or cyber operations work. 

Program/Project Management 
(PMA) and Acquisition 

Applies knowledge of data, information, processes, organizational interactions, 
skills, and analytical expertise, as well as systems, networks, and information 
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Categories Specialty Areas Specialty Area Descriptions 
  exchange capabilities to manage acquisition programs. Executes duties 

governing hardware, software, and information system acquisition programs and 
other program management policies. Provides direct support for acquisitions that 
use information technology (IT) (including National Security Systems), applying 
IT-related laws and policies, and provides IT-related guidance throughout the 
total acquisition life cycle. 

Protect and Defend 
(PR) 

Cyber Defense Analysis (CDA) Uses defensive measures and information collected from a variety of sources to 
identify, analyze, and report events that occur or might occur within the network 
to protect information, information systems, and networks from threats. 

Cyber Defense Infrastructure 

Support (INF) 
Tests, implements, deploys, maintains, reviews, and administers the 
infrastructure hardware and software that are required to effectively manage the 
computer network defense service provider network and resources. Monitors 
network to actively remediate unauthorized activities. 

Incident Response (CIR) Responds to crises or urgent situations within the pertinent domain to mitigate 
immediate and potential threats. Uses mitigation, preparedness, and response and 
recovery approaches, as needed, to maximize survival of life, preservation of 
property, and information security. Investigates and analyzes all relevant 
response activities. 

Vulnerability Assessment and 
Management (VAM) 

Conducts assessments of threats and vulnerabilities; determines deviations from 
acceptable configurations, enterprise or local policy; assesses the level of risk; 
and develops and/or recommends appropriate mitigation countermeasures in 
operational and nonoperational situations. 

Analyze 
(AN) 

Threat Analysis (TWA) Identifies and assesses the capabilities and activities of cybersecurity criminals 
or foreign intelligence entities; produces findings to help initialize or support law 
enforcement and counterintelligence investigations or activities. 

Exploitation Analysis (EXP) Analyzes collected information to identify vulnerabilities and potential for 
exploitation. 

All-Source Analysis (ASA) Analyzes threat information from multiple sources, disciplines, and agencies 
across the Intelligence Community. Synthesizes and places intelligence 
information in context; draws insights about the possible implications. 

Targets (TGT) Applies current knowledge of one or more regions, countries, non-state entities, 
and/or technologies. 

Language Analysis (LNG) Applies language, cultural, and technical expertise to support information 
collection, analysis, and other cybersecurity activities. 
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Categories Specialty Areas Specialty Area Descriptions 
Collect and Operate 
(CO) 

Collection Operations (CLO) Executes collection using appropriate strategies and within the priorities 
established through the collection management process. 

Cyber Operational Planning 
(OPL) 

Performs in-depth joint targeting and cybersecurity planning process. Gathers 
information and develops detailed Operational Plans and Orders supporting 
requirements. Conducts strategic and operational-level planning across the full 
range of operations for integrated information and cyberspace operations. 

Cyber Operations (OPS) Performs activities to gather evidence on criminal or foreign intelligence entities 
to mitigate possible or real-time threats, protect against espionage or insider 
threats, foreign sabotage, international terrorist activities, or to support other 
intelligence activities. 

Investigate 
(IN) 

Cyber Investigation (INV) Applies tactics, techniques, and procedures for a full range of investigative tools 
and processes to include, but not limited to, interview and interrogation 
techniques, surveillance, counter surveillance, and surveillance detection, and 
appropriately balances the benefits of prosecution versus intelligence gathering. 

Digital Forensics (FOR) Collects, processes, preserves, analyzes, and presents computer-related evidence 
in support of network vulnerability mitigation and/or criminal, fraud, 
counterintelligence, or law enforcement investigations. 
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Appendix 2: Open Ended Questionnaire  

Round 1 

This questionnaire is part a PhD research undertaken to ‘Develop a Digital Competences 

Framework for UAE Law Enforcement Agencies to enable them enhance Cyber security of 

Critical Infrastructure’. 

Please read and answer the questions below. This is an open ended questionnaire (which 

means there is no fixed limit to your answers). You have the flexibility to either provide your 

responses in a written form in the spaces provided below or alternatively send a recorded 

audio transcript to the following email: [XXXXXXX] 

 

 

Digital Competences Training Plan 

 

1a. What factors of digital competences training plan do you perceive to be critical for Critical 

Infrastructure Protection? Why do you think these factors are important to improve digital 

competences? 

...................................................................................................................................................................

...................................................................................................................................................................

...................................................................................................................................................................

...................................................................................................................................................................

.................................................................................................. 

1b. What strategies do you think are important to apply in order to attain best practice and why?  

...................................................................................................................................................................

...................................................................................................................................................................

...................................................................................................................................................................

...................................................................................................................................................................

.................................................................................................. 

 

Digital Competences Continues Professional Development & Training  

2a. What factors of digital competences ‘continues professional development training’ (CPD) do you 

believe to be important for continuous developing digital competences? Please explain why.  

…………………………………………………………………………………………………………

…………………………………………………………………………………………………………

………………………………………………………………………………….......................................

...................................................................................................................................................................
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............................................................................................... 

 

2b. What strategies do you think are important to apply in order to achieve best practice and why? 

 

...................................................................................................................................................................

...................................................................................................................................................................

...................................................................................................................................................................

...................................................................................................................................................................

.................................................................................................. 

 

 

Digital Training Evaluation & Monitoring 

 

3a. What factors or elements of training and evaluation are critical for improving for developing 

digital competences and Why? 

 

…………………………………………………………………………………………………...………

…………………………………………………………………………………………………………

………………………………………………………………………………….......................................

...................................................................................................................................................................

.................................................................................................. 

 

3b. What strategies do you think are important to apply in order to achieve best practice and why? 

 

...................................................................................................................................................................

...................................................................................................................................................................

...................................................................................................................................................................

...................................................................................................................................................................

.................................................................................................. 

  

 

Digital Competency Skills Development & Resources 
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4a. What factors or elements of digital competences skills & resources are significant to enhancing 

Critical Infrastructure Protection and Why are they important? 

 

…………………………………………………………………………………………………...............

...................................................................................................................................................................

...................................................................................................................................................................

...................................................................................................................................................................

.......................................................................................... 

 

4b. What organisational, managerial, & leadership approaches as well as resources needs can improve 

Critical Infrastructure Protection and Why? 

 

…………………………………………………………………………………………………………

…………………………………………………………………………………………………………

………………………………………………………………………………….......................................

...................................................................................................................................................................

.............................................................................................. 

 

4c. What strategies do you think are important to apply and achieve best practice and Why? 

 

...................................................................................................................................................................

...................................................................................................................................................................

...................................................................................................................................................................

...................................................................................................................................................................

.................................................................................................. 

 

 

Critical Infrastructure Protection Phases of Attack 

 

5a.What factors or processes of do you perceive to be critical for protecting Critical Infrastructure on 

different phases of the attack (pre; aftermath; and recovery)? and Why do you think these factors are 

important? 

 

…………………………………………………………………………………………………………

…………………………………………………………………………………………………………

…………………………………………………………………………………………………………

…………………………………………………………………………………………………………
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………………………………………………………………… 

 

5b. What strategies do you think are important to apply and achieve best practice? 

 

…………………………………………………………………………………………………………

…………………………………………………………………………………………………………

…………………………………………………………………………………. 

………………………………………………………………………………………………… 

………………………………………………………………………………………………… 

 

 

 

Critical Infrastructure & Cyber Defence Systems 

 

6a. What factors of critical infrastructure & cyber defence systemsdo you believe are important for 

improving Critical Infrastructure Protection? and Why do you think these factors are critical? 

 

…………………………………………………………………………………………………………

…………………………………………………………………………………………………………

………………………………………………………………………………… 

………………………………………………………………………………………………… 

………………………………………………………………………………………………… 

 

6b. What strategies do you think are important to apply in order to achieve best practice and why? 

 

…………………………………………………………………………………………………………

…………………………………………………………………………………………………………

………………………………………………………………………………… 

.................................................................................................................................................... 

………………………………………………………………………………………………… 
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Critical Infrastructure Protection Effectiveness 

 

7a. What factorsdo you perceive to be critical for effective critical infrastructure protection and Why? 

 

…………………………………………………………………………………………………………

…………………………………………………………………………………………………………

………………………………………………………………………………… 

………………………………………………………………………………………………… 

………………………………………………………………………………………………… 

 

7b. What strategies do you think are important to apply in order to achieve best practice and why? 

 

…………………………………………………………………………………………………………

…………………………………………………………………………………………………………

………………………………………………………………………………… 

………………………………………………………………………………………………… 

………………………………………………………………………………………………… 

 

 

Legislative Reform  Public Engagement 

8a. In your view is increased legislative powers through reform and public engagement important for 

critical infrastructure protection? What elements of legislative reformare significant for improving 

critical infrastructure governance and cooperation? 

 

...................................................................................................................................................................

...................................................................................................................................................................

............................................................................................................................ 

...................................................................................................................................................... 

...................................................................................................................................................... 
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8b. What strategies do you think are important to apply in order to achieve best practice and why? 

 

…………………………………………………………………………………………………………

…………………………………………………………………………………………………………

………………………………………………………………………………… 

………………………………………………………………………………………………… 

………………………………………………………………………………………………… 

 

 

Learning & Feedback: Continuous Development of National Digital Competences for  UAE 

Critical Infrastructure Protection 

 

9a. What factors of learning and feedback do you perceive to be vital towards continuous 

development of national digital competences for critical infrastructure protection? Please explain why 

do you think these factors are important? 

 

...................................................................................................................................................... 

...................................................................................................................................................................

......................................................................................................................................... 

...................................................................................................................................................... 

...................................................................................................................................................... 

 

9b. What strategies do you think are important to apply in order to achieve best practice and why? 

 

...................................................................................................................................................... 

...................................................................................................................................................................

......................................................................................................................................... 

...................................................................................................................................................... 

...................................................................................................................................................... 
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Appendix 3 Analytical Hierarchy Process Guide 

Developing a Framework for UAE law enforcement Agents to Enhance 

Digital Competences for Critical Infrastructure Protection 
 

In this phase (3) of the Delphi process the purpose is to evaluate the 

relevance/applicability of components of Workforce Framework for Cyber security 

(NICE Framework). This document contains the research instrument for ranking and 

evaluating the importance of different elements and sub-elements of the NICE 

Cybersecurity Education Framework. The NICE framework consists of 7 high-level 

cybersecurity functions; 33 speciality areas; 52 workroles and underlying specific 

knowledge, skills, and abilities (KSAs). The scope of this evaluation is focused on on 

the 7 high-level cybersecurity functions; 33 speciality areas; 52 workroles. 

Key Questions 

The evaluation is concerned with the following key questions: 

1. Which of the 7 categories are relevant for digital competence of law enforcement 

in the area of CPI? 

2. Please review the 33 specialty areas of cybersecurity under the 7 categories. 

The speciality areas are listed under under of the top level categories.  Which 

are of the speciality are relevant/applicable to the role of law enforcement for 

CPI. 

3. Which of cybersecurity work roles are relevant or applicable to digital 

competence of law enforcement in the area of CPI? 

The evaluation will be conducted using Analytical Hierarchy Process (AHP) which is 

a quantitative technique to rank/prioritise elements of the NICE Framework.  A 

spreadsheet is supplied consisting of a matrix form consisting of the elements of the 

CyberSecurity Framework that will be ranked that will ranked/prioritised based on the 

following comparison scale.  
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There are 14 matrices. Each matrix contains every possible combination of pairing 

between all the items. On average each matrix should take only a few minutes to 

complete. 

How to use the Priority Scale  

Please examine each matrix. And for every pair of items decide on the relative 

importance of the two items using the comparison scale in the table below.  

 

 

For example in the categories sheet you will compare and evaluate the importance 

of the 7 cybersecurity functions to law enforcement for CPI. In the yellow cells enter 

your rating. If you think 'Analyze' is equal importance to 'Collect & Operate' then 

using the scale below enter 1.  If ' you decide ‘Analyze' is extremely more important, 

then enter 9. If Extremely less important then enter 1/9.
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Example AHP Matrix 1 – Pairwise Comparison on Cyber Functions 

 
Analyze 

Collect & 
Operate Investigate 

Operate & 
Maintain 

Oversee & 
Govern 

Protect & 
Defend 

Securely 
Provision 

Analyze 1 Enter Rating Enter Rating Enter Rating Enter Rating Enter Rating Enter Rating 

Collect & Operate 1 1 Enter Rating Enter Rating Enter Rating Enter Rating Enter Rating 

Investigate 1 1 1 Enter Rating Enter Rating Enter Rating Enter Rating 

Operate & Maintain 1 1 1 1 Enter Rating Enter Rating Enter Rating 

Oversee & Govern 1 1 1  1 Enter Rating Enter Rating 

Protect & Defend 1 1 1 1 1 1 1 

Securely Provision 1 1 1 1 1 1 1 
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Appendix 4: Semi-structured Questionnaire 

Developing a Framework for UAE law enforcement Agents to Enhance Digital 

Competences for Critical Infrastructure Protection 

 

THE QUESTIONNAIRE 

This research survey is made by Mohammed Butti in regards to developing digital 

competences of UAE police to enable them combat cybercrime.  All information 

provided by you will be held in confidence and will be used for the sole purpose of this 

research without reference to your name or person. You also reserve the right to 

withdraw at any time should you chose to. 

 

ORGANISATION:  

DEPARTMENT   

POSITION   

 

1.  How long (Years) have you worked in the UAE police force?  [please tick the 

applicable one] 

0 – 5 years  16 – 20 years  

6 – 10 years  20 – 25 years  

11 – 15 years  Over 25 years  

 

2.  Please tick on a scale of 0 to 5, with 5 being the highest indicate how often do 

you attend training on cybercrime policing strategies. 
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0 (None) 1 2 3 4 5 (Highest) 

      

 

 

 

3. Please identify and rank by ticking which are the highest Key factors to be 

considered for effective ‘Balance, Type, & Relevance’? 

 0 

(None) 

1 2 3 4 5 

(Highest) 

Formation of Critical Infrastructure 

Protection digital expertise group/forum  

 

 

     

Categorizations and prioritization of 

digital skills training needs 

 

 

     

Breadth and depth of digital training  

 

     

Sequence and order of digital training       

Parallel vs vertical digital  training        

Digital Train the trainer routine       

Balancing Private vs public companies 

interests  

      

Trans-border digital competences training       

Benchmarking with global digital best 

practices 
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Digital Training for in-house talent 

development 

      

360 degrees training (in all areas of digital 

policing) 

      

Number of updated digital training plans       

Reflecting on the current cyber threats, skills gap, and resources within the UAE law 

enforcement agencies, elaborates on key influential factors ranked above. 

 

 

 

 

 

 

4. Please identify and rank by ticking which are the highest Key factors to be 

considered towards effective ‘Futuristic Training using unconventional 

methods’? 

 0 

(None) 

1 2 3 4 5 

(Highest) 

Provision of accessible digital micro 

training and e-learning  

 

 

     

Utilising a Digital Learning Management 

System (LMS) platforms 

 

 

     

Providing opportunities for Mobile 

learning 

 

 

     

Utilising Virtual Simulation exercises       
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Utilizing Gamification tools 

 

      

Providing opportunities for using Industry 

4.0 technologies applications such as 

Internet of Things  (IoT) etc 

      

Applying  range of advanced technologies  

like Virtual Reality (VR), Augmented 

Reality (AR), Artificial Intelligence (AI) 

and Robotics 

 

      

Reflecting on the current cyber threats, skills gap, and resources within the UAE law 

enforcement agencies, elaborates on key influential factors ranked above. 

 

 

 

 

 

 

 

5. Please identify and rank by ticking which are the highest Key factors of 

specialisations to be considered for effective ‘Digital Knowledge and Skills 

Developement’? 

 0 

(None) 

1 2 3 4 5 

(Highest) 

Provision of clearer Guidelines for 

evaluation  
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Certifications of all digital Specializations  

 

 

     

 

Network security Certifications 

 

 

     

Digital forensic certifications 

 

      

Information security certifications  

 

     

Ethical hacking techniques certifications 

 

      

Information security certifications       

 

Information system security certifications 

      

Reflecting on the current cyber threats, skills gap, and resources within the UAE law 

enforcement agencies, elaborates on key influential factors ranked above. 

 

 

 

 

 

 

 

6. Please identify and rank by ticking which are the highest Key factors of ‘Digital 

Knowledge andSkills Development’ required for effective counteracting of cyber 

threats of Critical Infrastructure? 
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 0 

(None) 

1 2 3 4 5 

(Highest) 

Developing skills for Modeling and 

testing of threat intelligence  

 

 

 

     

Developing expertise in all domains like  

digital forensics, network investigation, 

and technical inquirer 

 

 

 

 

 

     

Achieving Balance of knowledge vs. 

skills 

 

 

     

Developing skills of detecting, 

investigating, and putting together cyber-

crime evidences 

 

 

 

 

     

Developing skills for social media 

policing (covert and overt) 

      

Achieving balance between Generalist vs 

specialist skills routes 

 

      

Reflecting on the current cyber threats, skills gap, and resources within the UAE law 

enforcement agencies, elaborates on key influential factors ranked above. 
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7. Please identify and rank by ticking which are the highest Key factors to be 

considered at different phases of attack (pre, after, recovery) for effective 

‘Proactive, Reactive, & Preventative Measure’? 

 0 

(None) 

1 2 3 4 5 

(Highest) 

Joint preparation and training 

 

 

 

     

 

Working closely with communities 

 

 

 

     

Undercover social media policing 

 

 

 

     

Contingency planning       

 

Situational information assessment 

      

 

Cybercriminal profiling 

      

 

Volume of evidence 
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Preventative measures 

 

Provision of Resources for inter-

jurisdictional investigation 

      

Reflecting on the current cyber threats, skills gap, and resources within the UAE law 

enforcement agencies, elaborates on key influential factors ranked above. 

 

 

 

 

 

 

 

 

 

8. Please identify and rank by ticking which are the highest Key factors of defence 

systems to be considered for effective ‘Socio-Technical Systems’? 

 0 

(None) 

1 2 3 4 5 

(Highest) 

Strengthened cloud network infrastructure 

& forensic systems  

 

 

 

     

Establish National crime mapping for 

cyber-attack on CI system 

 

 

 

     

Develop Systems of Partnership between 

law enforcement agents, intelligence 

community, and national coordination 

 

 

     



 

232 

 

centers 

 

 

 

Develop volunteer cyber defense system 

 

      

Develop Systems of lateral surveillance 

on social media using pseudonyms 

 

      

Maintenance of time alteration forensic 

evaluations mechanisms on cloud 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Development of Public Private 

Partnership arrangements systems 

      

Maintenance of periodic inspections of 

cloud infrastructure 

 

 

 

     

Reflecting on the current cyber threats, skills gap, and resources within the UAE law 

enforcement agencies, elaborates on key influential factors ranked above. 
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9. Please identify and rank by ticking which are the highest Key factors to be 

considered for effective ‘Resilience’? 

 0 

(None) 

1 2 3 4 5 

(Highest) 

Readiness & Preparedness  

 

     

Speed to  seizure, acquisition, analysis, 

and investigation of evidences 

 

 

     

 

Novelty in responding to Critical 

Infrastructure attack 

 

 

     

Resources intensity for investigations and 

recovery purposes 

 

 

 

 

     

Risk assessments, monitoring and 

evaluation 

      

 

Common vision 

      

Reflecting on the current cyber threats, skills gap, and resources within the UAE law 

enforcement agencies, elaborates on key influential factors ranked above. 
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10. Please identify and rank by ticking which are the highest Key factors to be 

considered for effective ‘Increase in Legislative Powers’ required for improved 

critical infrastructure protection? 

 0 

(None) 

1 2 3 4 5 

(Highest) 

Increased powers to intercept cybercrime 

data stored on cloud platforms  

 

 

     

Increased cooperation for sharing regional 

intelligence on cybercrime 

 

 

     

Maintenance of  up to date information 

system on interception and retention of 

real time data 

 

 

 

     

Societal engagement and awareness       

Reflecting on the current cyber threats, skills gap, and resources within the UAE law 

enforcement agencies, elaborates on key influential factors ranked above. 
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11. Please identify and rank by ticking which are the highest Key factors to be 

considered for effective ‘Adaptive Learning ’ required for improved policies linked 

to critical infrastructure protection. 

 0 

(None) 

1 2 3 4 5 

(Highest) 

Learning from international best practices  

 

     

Receptivity and openness to learning new 

technology 

 

 

     

Peer to Peer Learning  

 

     

Learning from failure  

 

     

Reflecting on the current cyber threats, skills gap, and resources within the UAE law 

enforcement agencies, elaborates on key influential factors ranked above. 
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8 Appendix 5: Table of Critical Factors  

Section 5. Digital Competence Training Plan 

  Critical 

 

Non-

critical 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

We receive training on dealing with digital service providers from 

private and public sectors 

  

We receive training based on specialized cybercrime policing such as 

Domain experts, digital forensics, network investigators, Technical 

enquirer,  network security and architecture 

  

We receive training on degree of preparedness for critical 

infrastructure attacks (Reactive, Proactive, Preventative)  

  

We receive training on protection of  

Critical Physical Infrastructure & Critical Information 

Infrastructure, computer networks, software, cloud etc 

  

We receive training on social media policing for critical infrastructure 

protection 

Facebook, Twitter, Instagram 

  

We receive training on new technological Innovations to refel critical 

infrastructure attack 

Online neighbourhood monitoring etc 
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Section 6: Digital Competences Continues Professional Development & Training  

Do you agree with the following? 

 

 

We frequency attend training on digitally 

competences 

Critical  Non-

critical 

We follow our National Guidelines for 

the future development of our digital 

competences 

  

We receive training using exercises such 

as Drills and simulations programmes   

  

 

 

We receive certifications for digital Skills 

acquired 

  

Section 7: Digital Competency Skills Development 

Do you agree with the following? 

  Critical Non-critical 

Organisational Digital 

Competences 

We received training for improved 

organisational loyalty, 

commitment, & motivation 

  

Managerial Digital 

Competences 

We received training for improved 

Decision, communication, and 

coordination 

  

Leadership Digital 

Competences 

We received training for improved 

skills in Developmental leadership 

& Crisis leadership 

  

Investment in key Technical and 

investigative Competence 

capacities 

Our unit invests in developing 

strengthening our Technical and 

technological infrastructure 
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Our unit invests in developing or 

Human Resources  

  

Our provides needed Financial 

Resources  

  

Section 8: Critical Infrastructure Protection Phases of Attack  

Do you agree with the following? 

  Critical Non-

critical 

 

 

 

 

We have been trained  in preparation for 

Pre cyber-attack:   

  

We have been trained in preparation for 

Aftermath of cyber Attack 

  

We have been trained in preparation for 

Recovery from cyber Attack: 

  

 

Section 9: Critical Infrastructure & Cyber Defence Systems 

Do you agree with the following? 

  Critical Non-

critical 

 

 

 

 

 

 

We keep well-developed Data bases, 

records, & crime mapping 

 

  

We engage Volunteer cyber defenders 

to enhance our critical infrastructure 

protection 

  

We ensure Compliance to   
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International Security Directives 

We engage in the practice of Public 

Private Partnerships  (cooperation’s) 

for enhanced critical infrastructure 

protection 

  

We engage in a fruitful Partnership 

between law enforcement agencies, 

intelligence community, and national 

coordination centres. 

  

We have a well-developed and  

efficient reporting systems crimes 

committed online  

  

State plays a key role  towards the  

governance of cyberspace in the UAE 

  

 

 

Section 10: Critical Infrastructure Protection Effectiveness 

Do you agree with the following? 

  Critical  Non-

critical 

 We respond to critical infrastructure 

attack with Speed and Novelty 

  

 We respond to critical infrastructure 

attack with Coordination & Resilience 

  

 We respond to critical infrastructure 

attack with Unified Direction (common 

Vision)  

  

 We respond to critical infrastructure 

attack  with resources intensity 
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Section 11: Legislative Reform Public Engagement 

Do you agree with the following? 

  Critical Non-

critical 

Our laws allows law enforcement agents to 

engage in Interception and retention of 

cybercrime data in real time 

  

Our law allows law enforcement agents to 

engage in sharing cybercrime data for 

intelligence purposes regionally 

  

Our laws allows law enforcement agents to 

engage in interception of cybercrime data 

stored on cloud platforms (Saas, Paas, 

Iaas) – seizure, acquisition and analysis 

  

We are allowed a lawful access and 

disclosure of digital data among the law 

enforcement 

  

 

Section 12: Learning & Feedback: Continuous Development of National Digital 

Competences for CIP protection 

  Critical  Non-

critical 

We engage in continues Learning from 

our previous failures,  

  

We are very receptive to learning,    

We engage in learning from best 

practices of critical infrastructure 

protection from around the world 
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9 Appendix 7: Summarised Table of New Emergent Themes from Thematic Analysis 

Critical Factors 

  

Key Elements   Summary of 

Emergent Themes 

from the 

Questionnaire 

Digital 

Competence 

Training Plan 

 

 

   

 

 Nature of ownership (private 

vs public) 

   

Nature of specialisation  

*specialized cybercrime 

policing units 

Domain experts, digital 

forensics, network 

investigators, Technical 

enquirer,  network security 

and architecture 

  Balance, Type, & 

Relevance of 

Training 

Degree of preparedness 

Reactive, Proactive, 

Preventative  

  

Nature of Infrastructure 

Critical Physical 

Infrastructure & Critical 

Information Infrastructure, 

computer networks, software, 

cloud etc 

  

Nature of social media 

handles 
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Facebook, Twitter, Instagram 

Technological Innovation 

Online neighbourhood 

monitoring, tension, 

volunteers 

  

Digital 

Competences 

Continues 

Professional 

Development & 

Training  

 

Frequency of training & 

recruitment of digitally 

competent law enforcement 

agents 

  Futuristic Training 

& Unconventional 

techniques 

National Guidelines for the 

future 

  

Continues testing, 

evaluations using exercises 

Drills and simulations 

programmes   

 

  

Digital Training 

Evaluation & 

Monitoring 

 

Content, Skills Certifications 

& Capacity building 

 

 

 

  Mandatory 

specialisations and 

Certifications 

 

Digital knowledge and 

skills 

Digital 

Competency 

Skills 

Development & 

Resources 

    

Organisational 

Digital 

Competences 

Loyalty, commitment, & 

motivation 

   

Managerial Digital 

Competences 

Decision, communication, 

and coordination 

  Non-Technical Digital 

Competences 
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Leadership Digital 

Competences 

Developmental leadership & 

Crisis leadership 

  

 

Investment in key 

Technical and 

investigative 

Competence 

capacities 

Technical and technological 

infrastructure 

  

Human Resources    

Financial Resources   

Critical 

Infrastructure 

Protection Phases 

of Attack  

   

 

 

 

 

Pre cyber-attack:     Proactive, Reactive,  

Preventative Measures 

Aftermath of cyber Attack   

Recovery from cyber Attack:    

 

 

 

 

 

 

Critical 

Infrastructure & 

Cyber Defence 

Systems  

 

 

 

Data bases, records, & crime 

mapping 

 

  Socio-Technical System 

(Cloud, Public, & 

Volunteer Defenders) 



 

244 

 

 

 

 

 

 

 

 

 

 

Volunteer cyber defenders    

Compliance to International 

Security Directives 

  

Public Private Partnerships  

(cooperation’s) 

  

Partnership between law 

enforcement agencies, 

intelligence community, and 

national coordination 

centres. 

  

Efficient reporting systems    

Role of  State and cyber 

governance 

  

Critical 

Infrastructure 

Protection 

Effectiveness 

    

 Speed and Novelty    

 Coordination & Resilience   

 Unified Direction (common 

Vision)  

   

 Recovery & resources 

intensity 

  

 

 

 

Legislative 

Reform  Public 

Interception and retention of 

data in real time 

  Increased Legislative 

Powers 
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Engagement  
sharing of cybercrime data 

for intelligence purposes 

regionally 

  
 

interception of cybercrime 

data stored on cloud 

platforms (Saas, Paas, Iaas) – 

seizure, acquisition and 

analysis 

  

Lawful access and disclosure 

of digital data among the law 

enforcement 

  

Adaptive Learning 

Learning & 

Feedback: 

Continuous 

Development of 

National Digital 

Competences for 

CIP protection 

Learning from failures, 

receptivity to learning, & 

learning from best practices 

  

 


