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ABSTRACT ARTICLE HISTORY
The acquisition of clandestine human sources — or agents — inside Russia Received 7 Sep 2022
and China likely remains the key priority for Western HUMINT agencies, and Accepted 15 May 2023
yet their ability to do this safely is quickly waning. This paper considers the

utility of cyberspace for espionage recruitment in these two hard target

states, and assesses its value as a potential solution to emerging surveil-

lance threats. With the aid of history, this paper proposes that hard target

espionage is fundamentally afflicted by a tradecraft paradox, one that will

severely curtail the utility of cyberspace to agent recruitment.

Introduction

Espionage, or what is more often known as human intelligence, is fundamentally about people, yet
this paper aims to assess its relationship with cyberspace. Merely convincing a foreign official to walk
a path that too often ends in execution or imprisonment is a delicate task, while the personal foibles
which intelligence officers exploit to recruit spies seem just as likely to sow the seeds of distrust and
doubt.! As such, at the heart of spying lies the trusting bonds between those who spy and the
operatives who enable them. Those bonds, as with all relationships, are best developed face-to-face,
but personal meetings are ‘almost always the most precarious and dangerous part’ of any
operation.? In the past, the perils of street surveillance, meaning the physical observation of foreign
intelligence officers, led to new innovations in ‘tradecraft’, the methods used to recruit and handle
spies.® But as the espionage world enters into a changing security landscape, one defined by a new
age of street surveillance threats, innovation is rising up the agenda. This paper is thus a study of
cyber-enabled tradecraft, as a solution to a problem that intelligence officers cannot easily resolve.

Tradecraft is often regarded as more of an art than a science, ‘a combination of common sense
and imagination’.* The CIA even recruited magician, John Mulholland, to write operational manuals
using established theories of deception.” But common sense and imagination are not enough to
overcome the challenges of hard target states, meaning intelligence officers must make informed
decisions about the tools and technologies to apply to their work. This was exemplified in the Cold
War, where the seemingly impenetrable city of Moscow forced intelligence officers to rethink the
tried and tested tradecraft of the past.’ It kickstarted a cultural transformation, whereby for the first
time in history, technology’s role in espionage shifted from a minor aid to a vital function in
operational affairs.” But despite being armed with a repertoire of tools, from cutting-edge listening
devices to million-dollar spy cameras built in the garages of Swiss watchmakers, neither the CIA nor
SIS ever reclaimed any significant advantage over the Soviet KGB.2 Only a handful of agents, mainly
volunteers such as Oleg Penkovsky and Adolf Tolkachev, were successfully operated within the
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confines of Moscow, while others, including Oleg Gordievsky, were merely kept ‘on ice’ (meaning
operational acts were avoided) whenever they returned to the capital.’ This brief history lesson is
important, because as the US and its allies enter what pundits are calling the ‘New Cold War’, with
Russia and China at the very peak of national security concerns, today’s practitioners face a new hard
target problem.'®

The invasion of Ukraine and rising tensions over Taiwan, echo the fact that the West has entered
a new age of nation-state rivalry, one in which intelligence must be at the forefront of an effective
defence. But while technical intelligence remains a key form of collection, when it comes to
discerning Russia and China’s most guarded secrets, including the plans and intentions of Putin
and Xi, a clandestine human source - an agent, or spy — is required."' The problem, is that in seeking
to recruit and handle those spies, intelligence officers must grapple with a new era of ‘Moscow and
Beijing Rules’.'? The original Moscow Rules, derived from the Cold War, denoted conditions in which
peacetime operations were beleaguered by the ever present threat of the KGB's street surveillance,
to the extent that personal meetings were largely prohibited.'® Today, aided by new developments
including biometric checkpoints and smart CCTV, burgeoning and increasingly hostile armies of
watchers tasked by Russia’s Federal security Service (FSB) and China’s Ministry of State Security (MSS)
are able to identify undercover operatives and observe their movements with unparalleled speed
and precision.'® In turn, while espionage is fundamentally about people, meetings between intelli-
gence officers and foreign officials inside Moscow and Beijing are once again becoming
a prohibitively dangerous act."”

But according to Alex Younger, the former chief of SIS, espionage in the cyber era faces not just an
‘existential threat’, but also a ‘golden opportunity’.'® Practitioners argue that by harnessing the
benefits of cyberspace, new tradecraft can be developed to reduce or even eliminate, the need for
personal meetings. Former CIA officer, David Gioe — who sees cyberspace as carrying profound
revisions to tradecraft — makes a strong case that meetings will almost always have some role to play
in espionage, because they offer an unrivalled means for intelligence officers to assess their agents.'”
But, if cyber-enabled tradecraft can reduce dependency on face-to-face encounters to the minimum
(perhaps even to a single meeting per case), it could shift the advantage in the intelligence officers’
favour. The CIA and SIS are already spending huge sums to modernise their methods, as exemplified
in 2015 when the CIA revealed its first new directorate in over fifty years, The Directorate of Digital
Innovation, for the purpose of researching and identifying technological threats and opportunities.'®
This is not an encroachment on the turf of NSA, but rather an effort to harness digital and cyber
technology for espionage purposes, as the then serving CIA director argued, ‘human interactions
take place in that digital domain. So the intelligence profession needs to flourish in that domain. It
cannot avoid it’."®

That being said, even if cyberspace is a powerful aid to espionage in most contexts, its utility
when turned against authoritarian regimes is open to doubt. It must be considered that Russia and
China are counterintelligence states, who will seek to undermine whatever advantages cyberspace
affords to their opponents.?® And if cyberspace cannot aid in the penetration of Moscow and Beijing,
intelligence officers may be forced to follow in the footsteps of their Cold War predecessors, by
pursuing the bulk of their sources on safer soil. In the last century, the challenges encountered in
Moscow forced intelligence officers to pursue their quarry outside of the Eastern Bloc, detrimentally
reducing access to the Kremlin’s most senior ranks.?' Today, Russian and Chinese officials — especially
those in Putin and Xi's inner circle - are largely prohibited from travelling abroad, shifting the focus
onto Moscow and Beijing.? Therefore, this paper assesses the value of cyberspace in recruiting
agents with high level placement and access who reside in Russia and China, to determine whether it
offers US and UK intelligence officers the advantage they require to pierce these hard target states.
This focus on agent recruitment, rather than handling, is due to the fact it is often the most difficult
stage of espionage, not least because there is no pre-existing trust between the intelligence officer
and the person they aim to recruit.
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It bears note that contemporary tradecraft remains one of the more opaque areas of intelligence
scholarship. However, while practitioners are unlikely to be forthcoming about their knowledge of
cyber affairs, the control and exploitation of cyberspace within Russia and China have been subjects
of growing journalistic and academic interest. Meaning the research challenge is not in acquiring
new data, but in making sense of the data that already exists. As such, owing to recent declassifica-
tions and a growing body of literature documenting the tradecraft challenges of the time, there is no
period more fitting for deriving lessons that can aid this study than the West's efforts to penetrate
Soviet Moscow. In turn, this paper will show that an increasing need for trust constrains the
application of tradecraft in hard target conditions. Specifically, this paper hypothesizes that:

e Justifying the risks of tradecraft in hard target conditions requires greater trust in the prospec-
tive spy. However, in such conditions, the odds of failure are vastly increased since, without
alternative tradecraft at their disposal, intelligence officers have few means to develop that
trust.

The crux of this argument rests on the premise that any risks inherent in tradecraft increase the odds
of an operational failure or, worse, increase the probability that the candidate for recruitment is
a counterintelligence ‘dangle’ sent to waste intelligence officers’ time and resources or lure them
into a provocation. As these risks increase, so too does the need to justify operational acts by
gathering supplementary assessment information, allowing varying degrees of trust to be developed
in the prospective recruitment candidate. The problem, is that there are no clear solutions to
acquiring that information without access to secure tradecraft, leading to a paradoxical situation
that goes some way to explaining why high risk operational acts can be justified in some situations
(e.g., where trust has been built) but not others. Herein, just as it hindered the recruitment of spies in
the Cold War, this paper aims to show that through a catalogue of mounting risks and a rising need
for trust, the tradecraft paradox looks set to hinder agent recruitment in the cyber era.

Spotting and assessment

Unless a source volunteers their own services, all espionage begins with the gathering of spotting
and assessment data, to determine who has access to the secrets sought, what might motivate them
to consider a career as a spy, and whether they are ultimately suited for clandestine work. During the
Cold War, contacts and agents provided some of this data, often by supplying classified phone books
containing lists of government employees.?® Further information would be learned through inter-
actions with foreign officials, or from operatives discretely following their targets to observe their
daily habits.?* The most intrusive insights into a person's private affairs, however, were often learned
through bugging, better known as technical or audio surveillance.?® As Easter argues, the planting of
hidden listening devices in the embassies and residences of foreign officials revealed a person’s
‘weaknesses’, ‘exposing unhappy marriages, homosexual inclinations, money problems, or doubts
about their own government’, offering access to a plethora of deeply personal information that
could aid in discerning a target’s value and motive.”®

Despite its usefulness, planting a listening device was often a hazardous undertaking, especially in
hard target conditions. During most of the Cold War, bugging operations typically required lengthy
installation periods, foreknowledge of the premises targeted, and a human asset to alert operatives
whenever the occupant vacated the building (or to plant the bug themselves), all of which needed to
be repeated whenever installed devices were detected and neutralised by ‘sweeping’ equipment
deployed by opposing security personnel.?” In fact, the KGB would even go so far as redecorating the
residences of its foreign officials, ‘baffling the effectiveness of any bugs that may have been
installed’.® Only when technological advances enabled so-called ‘quick-plant’ operations in the
later years of the Cold War (meaning a hidden listening device could be placed by single individual in
a short amount of time), were bugging operations permitted inside Moscow, albeit even these did
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not eliminate the unpredictable risks of surreptitiously entering a foreign official’s apartment or
workplace.?®

Any mistake in the bugging process could have exposed the recruitment target to counter-
intelligence, but if the bug was found, security personnel might have kept it in place, utilising the
device for deceptive purposes such as seeding a dangle.*® Gordievsky, for example, who knew his
Copenhagen embassy was likely bugged by Danish intelligence, telephoned his wife to complain
about the Soviet invasion of Czechoslovakia, sending his ‘first, deliberate signal to the West', in an act
that could just as feasibly have been used by the trained KGB officer to lure operatives into
a provocation.! This leads into the first observation of the tradecraft paradox in action, as justifying
a hazardous bugging operation required some degree of trust in a target's prospective value, as well
as their likelihood of revealing information that would facilitate their recruitment.?? Indeed, bugging
was not guaranteed to reap rewards, not least because Eastern Bloc officials, who were primarily
concerned with being subjected to technical surveillance by their own security services, often acted
with high a degree of discretion, which somewhat helps to explain why, throughout the era, only
a fraction of the CIA’s bugging operations returned meaningful results.>® As former CIA officer, Henry
Crumpton, concluded after his high risk, six-month, bugging operation achieved zero results, in
future missions he would gather assessment information to better understand his target.>* He would
study his target’s ‘propensity for gab’, and consult with the CIA’s expert psychological assessments,
adding that it ‘was dumb to take risks without better understanding the odds of success’.>*

Cyberspace, however, has opened up the prospect of gathering spotting and assessment data
from a distance, without the hazards of a surreptitious entry. As Gioe argues, ‘[it] is not hyperbole to
acknowledge that the twin cyber giants of social media and malicious hacking have revolutionized
the ways in which intelligence services seek, locate, assess, and vet their quarry’.>® But while it is true
that by perusing spaces such as Facebook and LinkedIn, personal details can be gleaned that might
otherwise have taken ‘weeks or even months of personal meetings to elicit’, Gioe adds that
governments often regulate what their employees share online, as underscored by Britain’s ‘Think
before you share’ campaign.®” Similar, if not stricter, measures should be expected in Russia and
China; the Kremlin, for example, has banned servicemen from using smartphones (or other devices),
posting photos online, or writing about the military while on duty, with culprits facing a two week jail
sentence.®® In that sense, Russia put its soldiers on similar footing to its security services, whose
officers were already banned from posting about themselves or their work online (although it is
worth bearing in mind that, as demonstrated throughout the war in Ukraine and the numerous leaks
from within Russia via social media platforms such as Telegram, this rule appears to be frequently
broken, at least by junior ranking military personnel who seem oblivious to, or undeterred by, the
consequences).>®

By contrast, the hacking of databases and personal devices offers a pathway to information that
a person would not otherwise wish to share. Gioe underscores this point through the 2014 US Office
of Personnel Management hack, a largescale breach by Chinese intelligence which ‘lay bare troves of
personal information that would save any intelligence service untold amounts of time in seeking the
right approach to recruit the right person, in the right agency, at the right time’.*® The value of the
OPM hack to Chinese intelligence was echoed by the former US counterintelligence chief, Michelle
Van Cleave:

The Chinese now have a detailed roster of most if not all American contractors and government employees who
have access to classified information, plus a roster of their friends, colleagues or co-workers who may be useful

conduits or potential assets in their own right ... [they] also have a treasure trove of data that can be used to
' 41

coerce, blackmail or recruit U.S. sources’.
While the OPM hack was a devastating blow for the US, it was also indicative of the type of rewards
database hacking can afford to any actor, including for the CIA’s efforts to gather personal informa-
tion about Russian or Chinese employees. As acknowledged by the former Director of National
Intelligence, James Clapper: ‘[you] have to kind of salute the Chinese for what they did. If we had the
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opportunity to do that, | don’t think we’d hesitate for a minute’.** Equally tempting databases exist in
the private sector, where companies sometimes place profits ahead of security; here, recruiters might
find all manner of useful information, ranging from financial data to more scandalous revelations.
When the dating website tailored specifically for adulterers, known as Ashley Madison, was hacked in
2013, British intelligence trawled the disclosed files to identify potential sources, as well as to ensure
that their own people had not been compromised.*®

That being said, largescale breaches are a growing concern for governments around the world,
including Russia and China. Since 2015, the Kremlin has directed its scientific resources (and a small
army of coerced hackers) toward strengthening national networks and databases.** It has also forced
improvements in the private sector, by enacting strict legislation such as changing the state’s
definition of critical infrastructure to include healthcare, communication, banking, energy, transport
and other strategically valuable sectors.*® This means, as Sergey Sukhankin of the Jamestown
Foundation contends, that ‘the Russian state will be able to exercise even greater control over public
and private entities employing IT technologies and infrastructure’.*® Every company affected is
obliged to bolster its cyber defences and report all detected intrusions to the government. And
any company that uses insecure foreign software has been warned, by Putin himself, that they will be
banned from working with government agencies.*’

Similar steps have been taken in China, which has expanded the umbrella of critical infrastructure
to include a vast swathe of companies who manage Chinese citizens’ personal information, thus
giving the government greater leverage to improve its cyber defences across the board.*® Despite
these measures, there has been a boom in personal information being sold on black markets in
Russia and China, indicating that both governments are struggling to fully protect their citizens
data.*® One case from 2022, revealed that around one billion Chinese citizens were compromised in
a database breach of the Shanghai National Police, containing criminals records pertaining to cases
such as fraud and sexual assault.”® On the one hand, the sheer scale of the breach underscores that
even a regime as rich as China cannot protect all government systems from abuse (although it is
worth noting that the system was not hacked; rather, a backdoor had been left open that allowed
anyone to access the database if they knew where to look).>' On the other hand, incidents of this
kind are likely to encourage even greater efforts to protect critical networks, with President Xi
immediately calling for public bodies to ‘defend information security ... to protect personal informa-
tion, privacy and confidential corporate information’.>*

The strengthening of defences inevitably raises the cost and time involved in committing
a largescale breach, but, at a time when Western states are keen to dissuade their competitors
from hacking their own systems, political implications must also be considered. In 2020, Chinese
security firm Qihoo, released evidence tying Langley to a series of breaches against airlines and
industries throughout China, only a month after the US government indicted four Chinese hackers
for similar charges, implying that Beijing is willing to use evidence of hacking for political leverage.>
Moreover, there is always a risk that a breach may incur some form of retaliation. Obama’s admin-
istration instructed the NSA to hack Russian networks in response to the 2016 DNC breach, and some
US politicians called for a similar response to China over OPM.>* As such, there exists the possibility
that Russia and China will retaliate in kind to a significant breach, regardless of the intention behind
the intrusion. That will not deter intelligence agencies from largescale database hacking altogether,
but the potential for political fallout cannot be overlooked.

By comparison, the risks of political fallout are substantially reduced if personal information is
acquired by hacking individuals, rather than databases. In 2017, a batch of documents released by
WikiLeaks, called Vault 7, showed that Langley had developed a catalogue of tools for hacking
popular smartphones and other personal devices.>> Some of these hacking tools could bypass the
encryption of popular instant messengers, including WhatsApp, Telegram, and Signal, lifting the
cleartext logs from a target’s phone.>® Langley could even siphon a smartphone’s audio, video, and
geo-locational data without alerting the device’s operator.>’ The prospect of turning a recruitment
target’s personal device into a mobile surveillance platform is undoubtedly a tempting one, as one
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former US diplomat affirmed, ‘[everything] with bugs has been tried, phones are better’.*® And as
more people connect ‘smart’ devices into their home networks, through the widening ‘Internet of
Things’, the potential for this type of personalized hacking continues to grow. WikiLeaks, as a case in
point, revealed a range of CIA hacking toolkits aimed at everything from smart televisions to smart
cars.>® One of these toolkits, ‘Weeping Angel’, targeted Samsung televisions, allowing access to their
embedded microphones while harvesting Wi-Fi details and passwords to facilitate further penetra-
tion of the home network.*®

Still, hacking individuals is not without risks. While Langley’s hacking tools have inevitably
evolved over time, the Vault 7 leaks revealed that the CIA’s hacking capabilities were heavily
dependent on ‘zero day’ exploits.®’ Zero day exploits are considered one of the most powerful
tools in a hacker’s arsenal, because they utilize flaws in code which are unknown to ‘software makers
and to the antivirus vendors’.®? And since nobody knows that the flaw in the code exists, it is much
harder to detect or block hackers who utilise them. The downside for intelligence agencies is that
zero-day exploits are highly sought after by the defending side.®® This is especially true for popular
consumer brands, with mainstream companies willing to pay enormous fees (including six figure
sums) for any uncovered flaws in their code.®* Hence, in a lucrative market, the most sought after
zero days are likely to be more difficult to discover while yielding shorter lifespans, making personal
devices harder to hack and significantly increasing the time and resources required to do so. Indeed,
both Apple and Google were quick to reassure their customers that the zero day exploits disclosed in
the Vault 7 files were patched years before the leak.®®

This challenge, along with increasingly prevalent training and awareness programmes designed
to educate employees on the need to update security software as well as in how to avoid typical
hacking tactics such as phishing, can render many expensive toolkits obsolete.®® This helps explain
why the Vault 7 files revealed that the CIA often required physical access to the devices they were
trying to hack, to the extent that they set up a specialised ‘Physical Access Group’.®” The point about
physical access is important, because, from a technical perspective, it is often easier to infect a device
physically (e.g., plugging a thumb drive into a target’'s computer) than it is to brute force hack or
‘phish’ a target. In select cases, it seems that Langley managed to physically infect some devices with
relatively low levels of risk. According to reports, some ‘factory fresh’ devices were infected by
‘interdicting mail orders and other shipments ... leaving the United States or otherwise’, while one
document suggested gifting an infected ‘MacBook Air’ to a target.®®

But if gifting or interdicting a device is not possible, the obstacle of gaining physical access to
atarget’s devices is not an easy one to resolve. Security specialist Sean Sullivan, suggests that the CIA
might infect somebody’s phone as they pass through airport security, while even wider promise was
underscored through a GCHQ programme called ‘Royal Concierge’ (as revealed in the Snowden files),
which intercepted booking emails from over 350 international upscale hotels.°® Royal Concierge
became an ‘enabler’ for espionage, allowing intelligence officers to arrive on the ground ready to
meet arriving guests, and even created opportunities to bug their rooms and infect their devices.”®
However, when it comes to physically infecting the devices of Moscow and Beijing residents,
intelligence officers might have little recourse other than to enter a target’s home or workplace,
raising similar challenges to planting a traditional hidden listening device.

Still, the level of risk and cost entailed in hacking a target’s devices depends, to an extent, on
whether that person (or organisation) is sensible enough to adopt best-practice security mea-
sures. In this respect, no one, not even officials in Russia and China’s highest levels of state, are
fully immune to the fallibility of human error, which may open up hacking opportunities. In 2019,
various members of Russia’s political and business elite were exposed in a cache of hacked
documents known as the ‘Dark Side of the Kremlin’.”' Over one hundred gigabytes of data were
released, including the personal communication logs of arms dealers, oligarchs, defence person-
nel, and Kremlin officials. The leaks prove that even Russia’s elite are vulnerable to the con-
sequences of incompetence, and according to Meduza, in some instances, Russian politicians’
correspondences were being hacked due to shoddy security practices by individual officials, with
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victims using insecure instant messengers when discussing sensitive affairs, rather than the
government’s encrypted RSNet email system.”? Still, proper training and disciplinary actions,
which, in the current climate, are likely to be encouraged, can address many of these incompe-
tencies, pushing hacking operations toward more challenging avenues of access and
exploitation.

Especially if physical access to the target device is necessary for a breach to succeed, the above
factors increase the likelihood of counterintelligence discovering a hacking operation before it
reaches fruition. If counterintelligence detects a breach, they might opt for an immediate shut
down, removing any malware but not before learning from its technical signatures to prevent
reoccurrence. However, in some cases it may be advantageous for security personnel to allow the
breach to continue, to better understand the opposing side’s targets and interests, and to use that
information against them. As Althoff argues, the Internet can be used to ‘ferret out opponents by
posing as sympathisers to their cause’, and while he refers specifically to social media, the planting of
fraudulent information on networks and devices is an increasingly common tactic in the defence
against hackers.”® Following a tip-off from the NSA, Emmanuel Macron’s campaign team created
a string of fake emails and fake information, designed to lure (and waste the time of) hackers during
a significant breach in 2017, a tactic that if adopted by Russia and China, could be just as feasibly
used to lure, as well deter, foreign intelligence officers.”* Hence, given the likelihood of a breach
being discovered, operatives cannot rule out the possibility that what they concurrently see or hear
may be designed to attract their attention and seed a dangle.

In light of these concerns, today’s intelligence officers, like their predecessors, will be better
served by ascertaining whether hacking will yield actionable results, to better justify the risks that
such a high risk operational act affords. Meaning, in addition to knowing the value of their target,
they will want some degree of preliminary trust in the target’s tendency towards indiscretion.
According to US intelligence officials, senior ranking members of the Kremlin are ‘guarded in their
use of phones, computers and other devices', fearing they might be compromised.”® Judah claims
that these type of measures are common among Russia’s elite, many of whom are fearful of being
targeted in the next ‘wave of sackings, arrests or even purges’.”® Those ‘privy to sensitive information
no longer carry smartphones’, and instead resort to ‘simple old cell phones and now remove the
battery — to make sure the phone is dead — when they talk about Kremlin politics among themselves’,
steps allegedly taken out of fear that the FSB might be eavesdropping.”” Measures of this kind, which
are likely to be echoed by China’s own increasingly fearful political elite, reflect the fact that
a hacking operation, even if undiscovered by counterintelligence, is hardly guaranteed to provide
information that operatives can leverage for recruitment, an outcome that must call into question
the wisdom of running such an operation in the first place.”® Thus, it is arguably difficult to justify
a high risk hacking operation in Moscow and Beijing conditions without , at minimum, a degree of
confidence in the target’s tendency to overshare, particularly in the presence of their devices.

Cultivation and five-minute pitches

Upon identifying an ideal target, the next stage (unless they volunteer) is to convince that person to
become a spy. There are two approaches to recruiting an agent; one approach is to cultivate close
trusting bonds with a candidate (known as a ‘developmental’) before a pitch — ‘would you be willing
to work for the CIA?' - is delivered, while the other approach is to circumvent this process altogether
by delivering a pitch without any prior cultivation (known as a ‘five minute pitch’).”® Throughout the
Cold War, pursuing either of these approaches without revealing the recruiter's intelligence affilia-
tions proved challenging, with contact relying primarily on personal meetings supplemented, on
occasion, by secure telephone conversations. As revealed in the accounts of former CIA officer,
Richard Holm, it was not abnormal for intelligence officers to initiate contact by phone, the distance
of which reduced any immediate risks to the operative, before a pitch was delivered face-to-face so
as to better assess and mitigate the target's reaction.2°
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Leveraging the telephone in this way was far more challenging in Moscow, due to widespread
telephonic eavesdropping throughout the Soviet Union. Accounting for the extraordinary hazards of
meeting a boding source, all telephone lines ‘into the offices and apartments of foreigners were
tapped and monitored around the clock by a virtual army of eavesdroppers'® Intelligence officers
could get around this problem by losing their surveillance tails and calling from payphones, but if
they were observed by the KGB using public phone booths, their calls may have been traced.2? All
payphones in Moscow ‘were numbered’, meaning the KGB ‘could easily ask for an immediate trace’
of any phone call made from a specific booth.2* Further complicating matters, should they have
reached a public phone without being spotted, operatives still had to account for the fact that the
telephones belonging to ‘any Soviet citizen in a sensitive position’ were sometimes monitored by the
KGB, upping the odds of exposure.!

Even outside of Moscow, the workplace and apartment telephones of Eastern Bloc officials were
routinely monitored by their own security services, pushing up the risks of a call's interception and,
as a result of that compromise, of the target falling under counterintelligence control.2> When
attempting to recruit a Polish consulate worker, dubbed Adamski, in Turkey, the former CIA officer
Duane Clarridge remained concerned about his target’s proclivity for telephoning his apartment. He
noted that ‘hostile coverage of our meeting could already be in place if Adamski were a double
agent, or if he had been careless or naive enough to call from a phone monitored by his security
personnel’ 2 This leads to the second observation of the tradecraft paradox in action, as while in
Clarridge's case, the use of the telephone was out of his control, it was generally wise to develop a
degree of trust in whether a candidate was worth pursuing, and likely to respond positively to a
pitch, before injecting further risks. This point was all the more acute for shorter recruitment
attempts, as without the development of close interpersonal bonds, a pitch was more likely to be
rejected; as noted by former KGB officer, Victor Cherkashin, five minute pitches placed “great
psychological pressure on a target, and often failed'.?” Hence, as Wallace et al argue, ‘[operational]
circumstances determined whether an individual was the subject of extended development or a cold
pitch, but in either case, the assessment conducted before the question was asked loaded the dice in
favor of the case officer.®®

But while today, meetings or telephone calls (even by smartphone or burner phone) retain many
of their traditional insecurities, online social communications are seen to have opened pathways to
cultivate sources without, as Wallace argues, ‘revealing the hand of an intelligence service’®® The
security of online social communications, which by nature are not covert, rests partly on the premise
that cyberspace is drowning in data, meaning incriminating communications are less likely to be
noticed by the opposing side’s Internet surveillance. This much was illustrated, ironically, by Edward
Snowden, the NSA leaker who released thousands of documents about mass surveillance. As Omand
notes, Snowden’s disclosures indicate that the NSA, with its enormous resources, was only capable of
looking at ‘0.00004 per cent of the world's traffic in conducting their mission’, inferring that even one
of the most competent and heavily resourced technical intelligence agencies in the world, struggled
to monitor the sheer volume of communications sent and intercepted via the Internet.”® Moreover,
an increasing number of social communications utilise end-to-end encryption, meaning messages
can only be read by the sender and receiver. WhatsApp, for example, encrypts the messages of over
a billion users to a standard that continues to frustrate intelligence and security agencies around the
world.”!

These factors have certainly worked to the advantage of the West's competitors. In 2017,
the German federal security service, the BfV, accused China of targeting over 10,000 German
citizens through ‘networks like LinkedIn’.®?> As Newsweek reported, Chinese intelligence offi-
cers posed as ‘academics, business consultants and policy experts’ to cultivate relations with
'high profile politicians and business leaders’.®® Yet the BfV struggled to counter China’s
activities on LinkedIn, because it had little way to differentiate between the communications
of Chinese intelligence officers and those of ordinary LinkedIn users, as the agency acknowl-
edged, ‘[the] infections are difficult to detect, since network connections between service
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providers and their customers aren’t suspicious. This gives the attack an even better disguise
than before’.> However, one report released by Snowden, shows that Western intelligence
officers, in the right conditions, are equally prepared to cultivate targets online. Written for
GCHQ'’s Joint Threat Intelligence Group (JTRIG), the report reveals how GCHQ uses cyberspace
to conduct a wide variety of missions.”> Most of these missions appear to be focused on
influencing behaviours rather than espionage, but JTRIG occasionally tried to cultivate human
sources:

Some of JTRIG's staff have conducted online HUMINT operations. Such operations typically involve establishing
an online alias/personality who has a Facebook page, and membership of relevant web forums, etc. The target is
then befriended (or the target befriends the alias). Interactions with the target may be informed by
a combination of analysis of SIGINT ... monitoring of the target’s online behaviour, and intelligence from SIS “on-
the-ground”. The goal may be to collect intelligence and/or to facilitate SIS contact in order to disrupt, delay,
deceive, deter, or dissuade.”®

In short, GCHQ conducts the groundwork, cultivating online relationships in forums and social
networks, before passing the reigns to SIS for the target to be further developed. In theory, any
online social medium could be utilised for agent cultivation. Snowden’s files, for example, revealed
that various agencies, including the FBI and CIA, ran ‘'HUMINT operations’ inside ‘massively multi-
player’ online video games, to the extent that they even considered establishing a ‘deconfliction and
tipping group’ to avoid overlap and improve collaboration.”” Another leaked memo, produced by
GCHQ and read by The Guardian, claimed that World of Warcraft, a massively multiplayer online
game with several million players, contained a rich list of targets, including ‘telecom engineers,
embassy drivers, scientists, the military and other intelligence agencies’.”®

But the outlook of online cultivation must be weighed against the fact that Russia and China
continue to expand surveillance of the Internet, ironically through laws designed to protect their
citizens from Western Internet surveillance.’® China is well known for its tight control of the Internet,
having blocked its citizens from accessing foreign services such as Google and Facebook through the
‘Great Firewall.'® Snowden’s 2013 mass surveillance disclosures, however, served as the ideal
excuse for Beijing to further tighten its grip over cyberspace. Since 2015, China has enacted
sweeping legislation forcing companies to relocate Chinese data into the mainland, curbing US
eavesdropping by ensuring that data is held in servers that cannot be accessed by Western
intelligence agencies.' Similar measures followed in Russia, where the introduction of the 2015
Data Localization Act claimed to protect Russian citizens from the ‘misuse of their personal data by
foreign companies and surveillance by foreign governments’.'? The government blocked access to
LinkedIn in 2016 for refusing to relocate its servers into Russia, while further threats supposedly
resulted in the compliance of at least Google and Apple.'® It also bears note that since the invasion
of Ukraine, Russia has completely blocked access to Facebook, Twitter, and Instagram, cutting off its
citizens access to some of the world’s most popular social platforms.'®*

Although data localization protects citizens from foreign surveillance, it also makes them more
vulnerable to eavesdropping by their own governments. While surveillance of the Internet is thought
to be widespread throughout China, much of which is relegated to the private sector, a similar
outlook is emerging in Russia. Prior to the Localisation Act, Russian officials saw the ‘uncontrolled
use’ of foreign services such as ‘Skype, Gmail, and Hotmail’ as potential challenges to state security,
because their servers were located abroad where they could not be accessed by the FSB.'%> Now, any
major company with servers located in Russia is compelled to install SORM black boxes, a technical
eavesdropping system that feeds data, including telephone, email, and social media traffic, to FSB
facilities across the country.' That information can be accessed at the FSB's discretion, without any
need to give a warrant to the company holding the data.'®” As one FSB officer told Wired, they ‘can
use SORM to take stuff off their servers behind their backs'.'®® Russian citizens are placed on SORM
watchlists for a variety of indiscretions, including attending anti-regime demonstrations or for
expressing support for Putin’s opponents on social media.'® Official figures show that in a mere
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six years, annual SORM intercepts doubled, rising to 539,864 cases by 2012."'° And yet, this figure
could be far higher, since it does not include the number of people targeted by SORM surveillance
for counterintelligence purposes.

These are not problems that can be fixed by something as simple as deleting a message, since
communication logs (including content and metadata) are likely to be stored for a substantial length
of time. In 2016, Russia introduced a bill better known as Yarovaya’s Law, obligating companies to
store communication data for six months and metadata for three years (in a move criticised for its
high financial costs), vastly extending the timeframe in which an incriminating message could be
uncovered.""' And since Yarovaya’s Law forces companies to provide communication data on
request, it essentially outlawed end-to-end encryption applications such as WhatsApp. But despite
being delegitimised, Russia has not been wholly successful in blocking encrypted messengers. The
Kremlin tried to block Telegram — a Russian made encrypted messenger that is widely used by
privacy activists, criminals, and the political and economic elite - in 2018, but it was unable to do so
without disrupting other services including Google and Amazon.''? Nonetheless, the Kremlin has not
given up on its efforts, levelling threats at a wide range of popular applications (including
WhatsApp), with one official asserting that any company who failed to comply with Yarovaya’'s
Law ‘will be blocked sooner or later’.'"® Likewise, China fully blocked access to WhatsApp in 2017,
and the only remaining encrypted platform in the country - Apple messenger — remains under
doubt. To date, Apple has been accused of making compromises in terms of its customers security in
order to comply with China’s security laws, as one experts notes, the ‘Chinese are serial iPhone
breakers’.'"*

These ongoing efforts demonstrate that Russia and China are fully determined to shut down or
control any potential pathway to privacy in cyberspace, regardless of medium. Even video games
have not gone unscathed, with China reportedly attempting to ban all interaction with foreigners in
online games, due to what it perceives as a key security loophole.'" Likewise, the widely popular
online game, League of Legends, briefly suspended all voice chat functionality for its Russian players,
because its developers were unable to find the capacity to store that data as dictated by Yarovaya’s
Law.""® Moreover, a key part of the problem facing any Russian and Chinese citizen in cyberspace, let
alone the operatives seeking to recruit them, is that it is increasingly difficult to determine what is
secure and what is not. Telegram, for example, is consistently lauded as a relatively secure app in
Russia, one that is used by a significant number of Russian citizens who oppose Putin."” However,
since the war in Ukraine, there are growing numbers of reports suggesting that Telegram may have
been compromised by Russian security services, but it remains unclear as to how, if it all, the Russian
security services have achieved this goal."'®

The sheer outreach of this surveillance — not to mention the risks that a target’s personal devices
might be monitored by their own security services — calls into question the wisdom of sustained
online contact. This much was demonstrated in a case reported in Chinese state media, involving
a low-level agent known as ‘Li’, who was recruited online by a foreign operative dubbed ‘Feige’.''® In
one respect, the fact that Li (@ low-ranking agent, sentenced to ten years in prison) was run for
several years through China’s ‘QQ" messenger, suggests, as Mattis argues, that despite the govern-
ment’s vast surveillance powers, its security services still have ‘trouble tracking the flow of
information’.'?® And yet, in what should serve as a dire warning for other recruiters, it is reported
that once the authorities narrowed their investigation, Feige’s historic communication logs
unmasked around forty additional ‘suspected spies’.'?" Still, the evidence certainly suggests that,
in the right circumstances, operatives are willing to use a minimal amount of online interaction to
facilitate a swift recruitment, even in hard target conditions, as illustrated by the CIA’s efforts to lure
Iranian candidates over the border using fake online job websites.'*? Such a move is less effective
against officials who cannot travel abroad freely, but a single introductory message sent to a Russian
or Chinese official by a medium such as Telegram or Apple Messenger, may be sufficient to elicit
enough information about a person’s whereabouts and availability in order to arrange a daring
meeting, without creating enough noise so as to attract the attention of Internet surveillance.
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Nonetheless, doing so securely would depend on whether the target accessed their messages from
a secure device (as opposed, for example, to a work computer), as well as the degree to which that
person, as well as their devices, was already under scrutiny by their own security services.

Thus, today’s intelligence officers face significant challenges when pitching spies, as even
a seemingly innocuous online relationship can compromise a case and increase the risk of a target
falling under counterintelligence control. No matter how brief, any contact stands a chance of being
monitored by Internet surveillance, but when the nature of a relationship becomes more personal, or
the content of the interaction raises potential red flags (such as attempts to elicit information), the
risks only mount. Once alerted, counterintelligence may opt to put an end to a growing relationship,
or, if a dangle operation is preferred, security personnel can take control of a person’s online
accounts and impersonate them, turning the operation back against the intelligence officer doing
the recruiting. This was illustrated by the fate that befell one Russian operative who was duped by US
security officials posing as the Russian’s own recruitment target.'?* Specifically, the Russian operative
attempted to pressure a US diplomatic official by email, and when the official reported the incident,
‘American security officials impersonated the diplomat in a reply email and arranged their own
meeting with the Russian, turning the game back on him’.'**

In light of these issues, before initiating contact with Russian or Chinese officials in cyberspace, it
is essential that today’s operatives, not unlike their predecessors, justify such an operational act by
developing some degree of trust in their target. Compared to a slow burning developmental,
a five minute pitch would involve less contact time but also require robust assurances that the
target is worth pursuing and is willing to cooperate with a proposal to engage in espionage. And yet,
because counterintelligence concerns are high in these countries, any out of the ordinary online
interaction may in fact add to the psychological pressures that a short recruitment affords. China, for
example, runs various public awareness campaigns, forewarning its citizens, particularly those with
access to sensitive or classified information, about the threat of ostensibly friendly foreigners using
cyberspace to recruit spies and elicit information, cultivating a culture of awareness that potentially
increases the probability of a target rejecting an intelligence officer’s advances.'?> When it comes to
staving off such concerns, by building trust, Grey argues that today’s recruiters are armed with so
much prior assessment information that a pitch can be ‘accelerated’ with a greater’ chance of
success’.'*® However, at least where hard targets are concerned, this perspective appears somewhat
optimistic. If that preliminary assessment information cannot be obtained by other means (such as
hacking), meaning operatives cannot develop sufficient trust before the pitch is delivered, then it is
difficult to perceive how any recruitment attempt aided by cyberspace can be justified in Moscow or
Beijing conditions.

Volunteers

The complications encountered in cultivation, could be skipped altogether if a source volunteers
their own services. In the Cold War, volunteers in most parts of the world pitched their desire to spy
by entering or telephoning foreign embassies, where they could speak directly to diplomatic
officials. However, in Moscow, round-the-clock physical and technical surveillance of embassies
made it difficult for people to offer their services, with the handful of known successes - Adolf
Tolkachev and Oleg Penkovsky — approaching foreign nationals in the street, in the hope that
someone would relay their messages to the West."”” When an offer to volunteer was received,
formulating a response presented its own challenges. Short telephone calls (made from payphones)
offered more security for the officer making the response than a personal meeting, but these came at
the expense of endangering the person on the receiving end.'?® For instance, while responding to
Tolkachev by telephone — who was instructed to pick up a dead-drop containing secret writing
equipment for further communication - posed few complications, CIA officers viewed a failed
attempt to telephone Penkovsky as ‘totally useless ... dangerous and stupid’.'*®
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Intelligence officers viewed volunteers in Moscow with a heightened degree of suspicion, but the
inherent risks of their approach (as well as any means of response) furthered concerns about
candidates falling under the scrutiny or control of counterintelligence.”® The CIA assessed that
even if Tolkachev was bona fide initially, his high risk method of approaching cars with American
license plates in gas stations increased the probability of him being monitored or controlled by the
KGB, leading Langley to reject initial proposals by its officers in Moscow to arrange a meeting.'*" This
leads into the third observation of the tradecraft paradox in action, as in light of such concerns,
justifying a response required greater trust in a candidate’s existing and potential access to classified
information, their suitability for spy work, as well as the motivating factors that might have driven
them to take such significant risks.">? Some volunteers established this trust as part of their initial
pitch, if they were willing to share incriminating information over insecure channels. From the onset,
Penkovsky provided bona fides strong enough to prompt officers into various daring attempts to
respond, while Tolkachev resisted, sharing only a small amount of evidence in his early attempts to
contact the CIA."*3 That finite evidence was viewed with a heightened degree of scepticism, but
despite not convincing Langley to approve his immediate request for a meeting, it did justify
approval for a less risky (for the intelligence officer) telephone response.'*

But while entering or phoning foreign embassies, or even approaching foreign officials, remains
a hazardous act for Moscow or Beijing residents, it is now possible for candidates to volunteer their
services online."*® Both SIS and the CIA provide online contact forms on their websites, allowing
interested parties to pitch directly to intelligence agencies. According to the CIA’s website, sources
can use this system if they want to share information that may be useful to its foreign intelligence
collection mission."®® This method of contact proved useful in the 2009 case of Roman Ushakov, of
Russia’s Interior Ministry (MVD), who initiated contact through the CIA’s website, becoming ‘a kind of
spotter’ for the agency.'?” Ushakov, a low-ranking officer of Russia’s Interior Ministry (MVD), offered
insider access to his own agency, as well as the identities of around a dozen FSB officers. Similarly,
Yevgeny Chistov, a former Russian police officer, is thought to have pitched his services online
around 2011, securing a response from the CIA in ten days.'*®

And yet, approaching intelligence agencies in this way is not without its risks, since, as SIS warns,
connections to intelligence agency websites are ‘monitored by most governments’.'*® To an extent
(and very much depending on the environment), this problem can be mitigated by taking precau-
tionary steps, including, as SIS recommends, messaging from disposable devices or Internet cafes.'*
The CIA has even set up an online contact site in the dark web, which can be accessed using The
Onion Router (Tor) for an extra layer of security.'*' But the safest online approach, according to SIS, is
to ‘not contact us from inside your own country, or from a country likely to share security information
with your country’.'*? But even if a message is received, the feasibility of a secure response will very
much depend on the technical aptitude of the person making the offer. In 2013, one CIA officer,
named Ryan Fogle, was caught in Russia trying to a deliver a letter to a would-be source, which
included instructions to continue contact by Gmail."** This may sound promising, but as Russia and
China have tightened their grip over cyberspace, a response of this kind is dangerous. And while the
risks can be mitigated if a person provided clear instructions for a more secure reply (such as using
Tor from a disposable device), it only takes a single laps in tradecraft by either party to draw the
attention of counterintelligence.

These risks likely exacerbate broader concerns about operational compromise and provocations.
Regardless of whether the volunteer was bona fide initially, any attempt to contact an agency
website (or respond accordingly) significantly increases the odds of counterintelligence involve-
ment. Once again, officers must assume that if opposing security personnel were to identify the
culprit, they would put an end to their efforts or take control of their online persona and run their
own operation in their stead. Heightening these concerns is the ease at which Russian and Chinese
security services can exploit intelligence agency websites to their advantage. In 2016, Russian media
claimed that two Russian fraudsters had emailed the CIA’s website offering fake military secrets,
spurring on the CIA’s curiosity and leading officers ‘up the garden path’.** Incidents of this nature,
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some of which may be manufactured by the opposition to waste their time and resources, have
somewhat soured intelligence officers’ expectations of anyone contacting an agency website, as
candidly put by former CIA officer, Colin Thompson, ‘the CIA should view any Russian volunteer
using that channel as a likely provocation or, if not, a fool who should be ignored’.'*> Until recently,
the CIA even included the follow warning on its website: ‘Attention: If you are a citizen of the Russian
Federation, please do not contact us via this site’.'*®

In turn, it is likely that today’s intelligence officers, in parallel to their Cold War counterparts, will
want strong assurances about the prospective spy’s placement, access, suitability and motive, before
initiating a high risk response. It bears note, for example, that in the cases of Roman Ushakov and
Yevgeny Chistov, both agents were reportedly able to meet with CIA officers abroad, under
circumstances that allowed for a safer assessment. However, in the absence of such conveniences,
and when entirely dependent upon inherently insecure means of contact, the need for a degree of
preliminary trust before initiating a hazardous reply is arguably more significant.'”” Here, it is
impossible to determine whether high value volunteers will be willing to share bona fides across
blatantly insecure channels, since the interception of personal information could ultimately expose
the would-be spy to their own security services. Of course, some volunteers will be savvy enough to
securely communicate (perhaps through Tor) some degree of personally identifiable information,
but that is entirely dependent on the aptitude, and willingness, of the individual in question;
arguably, the high risks of a compromise through any degree of online interaction are likely to
deter a growing number of cautious candidates from doing so. However, should such assessment
information be unobtainable by other means, it is hard to see how operatives can develop the
necessary trust to justify responding, either online or in person, to Moscow or Beijing residents
pitching their services through intelligence agency websites.

The tradecraft paradox

Consequently, this paper demonstrates the recurring challenges embedded in agent recruitment. In
one respect, cyberspace is a tradecraft game-changer, opening up capabilities that profoundly alter
how targets are found and recruited. But in another respect, the risks inherent to cyber-enabled
tradecraft are very much a continuation of the risks encountered in the past. The result, as initially
hypothesised, is that the risks of tradecraft in hard target conditions requires greater trust in the
prospective spy. However, in such conditions, the odds of failure are vastly increased since, without
alternative tradecraft at their disposal, intelligence officers have few means to develop that trust. Indeed,
when it comes to recruiting agents with high level placement and access in Moscow and Beijing, this
tradecraft paradox seems likely to undermine whatever advantages cyberspace affords, just as it
undermined the benefits of tradecraft and technology in the Cold War.

In the last century, the inability of operatives on the ground to develop sufficient trust to justify
their tradecraft, left few options to recruit spies beyond the handful of high value volunteers who
were willing to provide assessment information on their own initiative. In parallel, under mounting
risks, tradecraft enabled by cyberspace simply cannot be justified without ensuring that those risks —
including the fact that any misstep in tradecraft increases the probability that the person being
pursued for recruitment is a counterintelligence dangle - are not being undertaken needlessly. This
situation places today’s intelligence officers in the same dilemma as their predecessor, since they
cannot develop necessary assurances without recourse to secure tradecraft. Undoubtedly, the mere
prospect that a person has access to valuable intelligence, even without proof, may be enough to
spur some risk-taking operatives into action without developing sufficient trust to justify an opera-
tional act, but doing so would increase the odds of failure, put lives in danger, push up the
probability of recruiting a dangle, and reduce operational successes to luck and intuition, none of
which offers a sustainable or ethical strategy for moving forwards.

No doubt, there will be occasional exceptions — SIS officers might discover a target with poor
digital hygiene and a proclivity for gossip, before hacking his devices and using that data to run
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a five-minute pitch arranged online, or perhaps a tradecraft-savvy officer of China’s Ministry of State
Security might pitch her services to the CIA’s website, providing strong bona fides and instructions
for a secure response. But when pitted against aggressive and heavily resourced counterintelligence,
opportunities of this fashion are likely to be rare, and unless there are radical changes to cyberspace
as a whole, the tradecraft paradox is unlikely to be resolved. Operatives are more likely to achieve
success by recruiting the bulk of their sources on safer soil, yet doing so cuts off access to the
majority of desired agents in the highest ranks of government, especially those in Putin and Xi's inner
circles who are forbidden from foreign travel. That said, by pursuing agents outside the hazardous
confines of Moscow and Beijing, where the tradecraft paradox offers little reprieve, intelligence
officers are better able to harness the advantages that cyberspace affords. Nevertheless, without
a sufficient means to develop trust, Russia and China’s most guarded - and most valued - secrets are
likely to remain hidden.
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