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ARTICLE INFO ABSTRACT

Keywords: Research on intelligent secured virtual assistant (ISVA) systems for disabled people is essential in order to meet
BIOCkCh?m ) the special requirements and overcome the difficulties they confront. The delicate nature of user interactions
A“_the“t‘ca“o“ makes security and privacy considerations paramount in virtual assistant platforms. The gaps and weaknesses in
Privacy copn . i . . . .

LSTM existing systems can be identified by researching the context of current practice concerning their features, us-

ability, limits in security procedures, and privacy restrictions. Therefore, we present a framework that combines
blockchain-based security with federated learning (FL) to address the current shortcomings of virtual assistant
technology. The examination focuses on two primary facets of cutting-edge virtual assistants. Firstly, it evaluates
existing IoT-based virtual personal assistant systems designed for persons with disabilities, examining their
features, usability, and limitations. The aim is to identify the specific needs and requirements of individuals with
disabilities, considering their unique challenges and preferences in utilizing virtual assistant technologies. Sec-
ond, considering the sensitivity of the information sent between users and virtual assistants, it explores the issues
of security and privacy that arise while using such systems. The investigation covers authentication, data
encryption, access control, and data privacy rules to provide a snapshot of the prevailing state protecting virtual
assistants. Besides this, the framework strengthens the privacy and security of virtual assistants using blockchain
technology. Through several empirical trials, it is found that the framework maintains better performance and
usability, along with the provision of robust security mechanisms to safeguard user data and guarantee privacy.

Global updation
Operational efficiency
Disabilities

This evaluation should focus on their features, usability, and limitations,
and identify the specific needs and requirements of individuals with

1. Introduction

Virtual assistants [24] are becoming more adept at understanding
the context of user interactions. They can recognize and remember
previous commands or conversations, enabling more seamless and
personalized interactions for individuals with disabilities. Virtual as-
sistants are now more integrated with a wide range of smart home de-
vices and IoT technologies[9]. A smart virtual assistant relying on the
Internet of Things (IoT) [1] refers to an intelligent virtual assistant
system that leverages IoT technologies to connect and interact with
various devices and services. It utilizes [oT capabilities to gather data,
control devices, and provide personalized assistance to users through
voice commands or other interfaces. This integration enables individuals
with disabilities to control various aspects of their environment. Virtual
assistants are constantly expanding their skillsets and applications to
better serve disabled individuals.

While virtual assistant technology has seen significant advance-
ments, there is a need to evaluate existing IoT-based virtual personal
assistant systems specifically designed for persons with disabilities [3].
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disabilities (Gerges et al., 2023). Additionally, there is a gap in
addressing the security and privacy challenges associated with virtual
assistant systems, particularly in the context of sensitive personal in-
formation involved in user interactions. This research aims to improve
the accessibility and inclusivity of virtual assistant systems for in-
dividuals with disabilities (Ibrahim et al., 2021). By evaluating existing
systems and understanding the unique challenges and preferences of this
user group, it provides insights to enhance the design and functionality
of virtual assistant technologies, ensuring they meet the specific needs of
disabled individuals.

Concerning virtual assistants, the study investigates the crucial as-
pects of privacy and security. There is an immediate need to strengthen
the safeguards against possible exposures in these systems in light of the
rising tide of data breaches and privacy invasions. This research looks at
state-of-the-art security protocols and presents a new framework that
uses the strength of blockchain [4] and the smarts of FL techniques. In an
ever-more-connected world, it is crucial to strengthen user data
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protection and maintain strict privacy requirements for virtual assistant
platforms. Only then can sensitive information be assured of security.

The integration of blockchain-based security [22] and Federated
Learning (FL) (Lim et al., 2020) plays a significant role in designing a
novel framework for virtual assistant systems to benefit disabled per-
sons. Blockchain’s distributed and unchangeable ledger improves the
safety and confidentiality of Al assistants. Blockchain technology allows
for the secure storage of private user information and interactions,
guaranteeing openness, data integrity, and security against manipula-
tion or disclosure ([12]; Wehbi et lal., 2023). FL is a confidentiality
preservation machine learning approach that allows participatory
model training while avoiding exposing raw user data. FL enables pri-
vate data to remain on-device while individual user devices participate
in model training in the context of virtual assistant systems [25]. This
method improves the efficiency and precision of virtual aids for disabled
individuals without compromising their right to privacy.

Thus, such procedures enhance user trust, enable better custom-
ization of the virtual assistant’s behavior, and empower users with in-
sights into how the system assists them. The framework’s integration of
blockchain and FL not only enhances security and privacy but also
showcases the potential of combining these technologies to create more
robust and trustworthy virtual assistant systems. The motivation behind
intelligent secured virtual assistant (ISVA) systems for disabled in-
dividuals lies in addressing their unique needs and challenges, ensuring
enhanced accessibility and user experience (Othman, 2023). With
disabled users often sharing sensitive information with virtual assis-
tants, the emphasis on security and privacy becomes paramount.
Existing systems have revealed gaps in features, usability, and especially
in security protocols. To bridge these gaps, the proposed framework
amalgamates the robustness of blockchain security [13]with the
adaptability of federated learning. The scope encompasses an in-depth
evaluation of IoT-based virtual assistants tailored for the disabled,
spotlighting their capabilities and constraints. Moreover, it delves into
intricate security aspects, from authentication and encryption to access
controls[19], ensuring a holistic protection approach for virtual assis-
tants. The ultimate goal is to create a system that offers impeccable
usability while ensuring uncompromised data protection and user
privacy.

The success of blockchain and federated learning in protecting and
securing data motivated us to propose a new system for protecting the
virtual system developed for assisting disabled persons (Li, 2023; Zhang,
2022). In the same way, it is true that deep learning is powerful in
solving complex issues in the fields of image processing and security.
This characteristic inspired us to explore LSTM for implementing the
concepts of blockchain and federated learning in this work.

The key contributions are as follows.

e Exploring the combination of blockchain and federated learning for
authenticating the virtual system of disabled people is new compared
to the state-of-the-art methods.

e Adapting LSTM to implement the concepts of blockchain and
federated learning is new.

e The way the proposed work combines different concepts in a novel is
new.

The layout of this study is delineated as follows: Section 2 reviews
the most relevant studies based on the suggested methodologies in the
existing work. Section 3 summarizes the inclusion of the framework and
its procedures. Section 4 elaborates on the observed outcomes and their
analysis. Finally, Section 5 provides conclusive notes on the research
study based on potential technical aspects and future work.

2. Related works

Visual Rahman et al. [21] recently introduced a revolutionary home
treatment management system that uses MEC (Mobile Edge Computing)
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and the IoT. This technology takes a novel approach to help people with
physical limitations by collecting and distributing real-time information
about their joint range of motion. Those born with or who develop im-
pairments over time will have quick access to diagnostic and analytical
data thanks to the framework’s use of MEC’s strengths. The system
protects medicinal data’s confidentiality, ownership, and dissemination
with blockchain-Tor hybrid security architecture. Preliminary testing
has shown that it can handle a high volume of users without negatively
affecting performance.

Felix et al. [6] presented Android mobile software that employs
cutting-edge technologies like AI, ML, Image/Text Recognition, and
more to increase mobility and independence for the visually handi-
capped. The suggested system provides various features, including voice
assistance, item and money identification, digital book comprehension,
and conversational relations, to help the visually handicapped navigate
new areas with limited access to visual information. The app’s
voice-activated features make scanning barcodes and reading text from
printed materials possible. This technical intervention aims to level the
playing field for those with visual impairments so that they, too, may
enjoy the outcomes of technological advancement.

Ha et al. [8] performed two studies using the principle of commu-
nication privacy management. The preliminary investigation showed
that the level of sensitivity of the data and the IVAs (Intelligent Virtual
Assistants) had a substantial impact on users’ concerns regarding pri-
vacy. The second trial indicated that consumers were more concerned
about confidentiality while interacting with a partner-role IVA while
handling susceptible material but were more likely to rely on a
partner-role IVA over a servant-role IVA in situations involving less
sensitive information. The results provide light on the theoretical
foundations and real-world uses of IVAs.

Namoun et al. [15] provided 2-phase ML framework (2MLF) that
comprises comprehensive impairment ontology for enhanced
service-based decision-making, create semi-synthetic databases on
disabilities-related services, and build an ML system for responsive
service decisions. This ML system has two phases: first, it evaluates
atomic workloads according to user objectives and profiles, and second,
it refines the directory of service proposers according to QoS (qual-
ity-of-service) characteristics in light of the individual’s impairment.
User attributes such as disability background, preferences, surround-
ings, and accessible technological assets are considered by the tech-
nique. This study adds to previous efforts by including accessibility
elements into current datasets such as WS-DREAM and QWS V2.0. The
suggested method is more accurate in service selection while still
meeting accessibility requirements than the more common multifaceted
decision-making model like PROMETHEE, SAW, TOPSIS and AHP.

Ngan Van et al. [16] proposed a PriFL-Chain framework, an inno-
vative architecture that protects data owners’ confidentiality while
using their information in training models. Rather than sharing raw
data, individuals could instead share predictive models trained on their
information via the approach’s utilization of differential confidentiality
(DP) and FL. Because of this, the confidentiality of information is
increased. All user transactions are recorded on a Blockchain for suit-
ability concerns. Employing InterPlanetary File System (IPFS) and MEC
additionally enhances the system’s effectiveness by lowering the burden
on the primary server and the cost of data transmission. The results of
these experiments suggest that combining IPFS, MEC, Blockchain, and
FL reduces the high costs associated with learning models and success-
fully protects individual privacy while drawing from a rich pool of
community knowledge.

Qahtan et al. [18] presented a new Multifaceted Assessment and
Decision-Making approach known as S-FWZIC (Spherical fuzzy
weighted with zero inconsistency) for establishing the importance of
security and confidentiality in IoT medical facilities through the use of
the blockchain. To do this, they first employed the S-FWZIC technique to
assign weights for every resource according to the relationship between
the components of blockchain IoT medical facilities and their safety and
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confidentiality attributes (such as user login, accessibility, etc.). The
Bald Eagle Searching and GRA-TOPSIS (grey relational ana-
lysis-technique for order of preference by similarity to ideal solution)
optimization methods are used to implement the appropriate weights
and evaluate the platforms. Based on the results, it seems that the "access
control" feature is the most important (with a weighted value of 0.2070),
whereas the "integrity" component is the least important (with a strength
of 0.0646). The reliability of the assessment was verified using a sensi-
tivity analysis. The research is meant to aid healthcare organizations in
making informed system selections and to point developers toward
strengthening system privacy.

Deebak & Hwang. (2023) presented L2FAK (Lightweight Two-Factor
Authentication Framework), a novel two-factor verification method
built from the ground up for more ingenious eHealth apps. The mobile

Table 2
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endpoints and other privacy measures are integral to this architecture.
Both official and informal evaluations have validated its resilience
against a wide range of threats, including connection hijacking,
communication manipulation, and interruption of operation. Imple-
menting FL layered verification to comprehend data attributes at the
level of physical security is an exciting aspect of L2ZFAK. The TensorFlow
Collaborative environment was employed to analyze the approach, and
it performed well on the FashionMNIST and MNIST datasets. Results
indicate that in contrast to previous techniques, FL layered verification
successfully guarantees privacy while maintaining accuracy. The
communication productivity and overrun proportions of L2FAK have
been shown experimentally to be much better than those of contempo-
rary systems.

Goswami et al. [7] explored how technology could be used to level

showing the comprehensive analysis by comparing with the recent published 5 papers at least, title, techniques, dataset, and performance, compare the same with your

proposed model.

Reference Dataset Methodology Algorithm

Strength Weaknesses

Rahman et al. Real Time Sensory data  Tor process is a one-time padding process
[21] that is used for each transaction address to
execute the block chain process.
Felix et al. [6] Real time capturing of
images

The methodology is reading the features
from the real time capturing device and are
broadly divide into four categories like M1,
M2,M3 and M4.The M1 is the personal, M2
is the mobile app that works for visually
disabled persons,M3 is the object
detection.M4 is the character Detection
Decision based system which works on two
phase
e User profilealong with Disabilityand
Abilitieswith their user goals.
e Context based contains the location,

Namoun et al. The dataset that are
[15] used is WS-DREAM
and QWS V2.0

time and the status. Auto sub services
selector works on multi task and
preprocessing of SPs ranker to
preprocess the historical data with XML -
IR Indexer.

[16]

Qahtan et al. Real Time Data The author introduced the weights for each

[18] device or hardware by using S-FWZIC
methodology.
Deebak& e MNIST Introduced the cloud centric architecture
Hwanget al. e FashionMNIST using federated learning layered
(2023) Architecture -L2FAK with IOT
Ha et al. [8] - Created a partner-role IVA which primarily

focuses on Levels of the sensitivity of the
data.

Authorization of the partner roles with
servant roles

Developed a framework Mobile Edge
Computing with IOT by collecting and
distributing real-time information about
their joint range of motion

Voice assistance with digitalized narrations
with its relations called chat bot which is
used to Scan the barcodes and reading the
textual information generated by the
devices. The camera will take the pictures
and explain the scenes inside the picture

IoT nodes that are participated are
mobile edge node and the client node in
the therapy process will not allow the
third party API system or tools.

Works with only Images or Text only.
Not able to work on multi-lingual.

The computation power is very less it
will work on the images serially no
image stitching is possible to
understand and combine the scenes
clearly.

Limited predicted variables that are
used. The disabled users and the service
providers are not included in the
context aware service selection

Created thesynthetic dataset for disability
services based on their profiles and the
individual impairments.Applying the
machine learning on the synthetic data in
order to train the multifaceted based
decision making machine learning model
generates the profiles for the individual
impairments

The information will not be shared to
create an ML model based on block
chainto store the data. It protects the data
generated form the owners which
undergo for the training.The predictive
models will be created hence there is no
contact of the raw data.

IPFS,MEC,FL and blockchain reduce the
cost

The informed system selection process
starts by establishing a strong security
with the resources which contains
weights in relation to confidential-
ityintegrity and authentication.

Fuzzy logic needs some computational
cost. There are some devices which will
be acts like a actual to get weight but it
was cloned by the external users.

Creating custom weights to each and
every resource so that the perception will
be created to construct imaginary view to
the user.To optimize the resources will be
easily done by optimizing the weights
The Access Points are categorizing the
nodes that are present in the architecture

e Patient

e Expert

e Data Center

Reducing the computation cost, the L2FAK
with IOT was introduced and it has a
lightweight operations and it also preserves
the privacy attributes of the data
authentication.

The inspection of the data transmission that
is being assigned to the roles of the users
like partner and the servant role.

Evaluation of the instances that are
registering to the cloud was not
investigated. There is no separate policy
to check the privacy and security
mechanisms of the instances.

Assigning and Revoking the permissions
to the users and maintaining are also
difficult
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the playing field for people with physical impairments in online edu-
cation. The article starts with a survey of available aids in online
classrooms. It then presents a voice-activated, Al-driven framework with
comprehension, instruction, and test-taking modules tailored to the
needs of students with special needs. This system can produce
fill-in-the-blank and question-and-answer tests as part of its ongoing
reviews. The framework is evaluated using Python-based computational
resources and the DIKSHA online education platform that hosts elec-
tronic publications from the National Organization of Learning and
Research. Early findings show promise and improvements for the future
are explored. Annexure I information represented in Table 2 comprises
the specific details of the reviewed research work for better under-
standing. On utilizing the following APIs listed in Table 1, the connec-
tivity and performance of the model was assessed.

The realm of intelligent secured virtual assistants (ISVA) for disabled
individuals, though burgeoning, is fraught with potential pitfalls in
terms of security, usability, and adaptability to unique needs. Despite
the surge in IoT-based virtual personal assistant systems tailored for this
demographic, there remains a discernible gap in understanding the
intricate requirements and challenges faced by disabled users. These
challenges encompass not only the functional and usability aspects but
also the overarching concerns regarding data security and privacy. The
current virtual assistant frameworks often fall short in providing holistic
security measures, particularly in areas of authentication, data encryp-
tion, access control, and adherence to stringent data privacy norms [10].
The proposition of integrating block chain-based security with federated
learning offers a novel approach to address these lacunae. However, the
empirical validation of such a fusion in ensuring enhanced performance,
user-centric design, and fortified security remains a crucial area await-
ing exploration. The pressing need is to develop a system that seamlessly
merges the benefits of advanced security technologies with the bespoke
requirements of disabled users, ensuring a safe, efficient, and inclusive
user experience.

The realm of intelligent secured virtual assistants (ISVA) for disabled
individuals, though burgeoning, is fraught with potential pitfalls in
terms of security, usability, and adaptability to unique needs. Despite
the surge in IoT-based virtual personal assistant systems tailored for this
demographic, there remains a discernible gap in understanding the
intricate requirements and challenges faced by disabled users. These
challenges encompass not only the functional and usability aspects but
also the overarching concerns regarding data security and privacy. The
current virtual assistant frameworks often fall short in providing holistic
security measures, particularly in areas of authentication, data encryp-
tion, access control, and adherence to stringent data privacy norms. The
proposition of integrating blockchain-based security with federated
learning offers a novel approach to address these lacunae. However, the
empirical validation of such a fusion in ensuring enhanced performance,
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user-centric design, and fortified security remains a crucial area await-
ing exploration. The pressing need is to develop a system that seamlessly
merges the benefits of advanced security technologies with the bespoke
requirements of disabled users, ensuring a safe, efficient, and inclusive
user experience.

3. Proposed methodology

As discussed in the previous section, the scope of the proposed work
is to develop a model to authenticate the virtual system developed for
disabled persons [27]. To protect the virtual system from the attack, the
proposed work explores new techniques called blockchain and federated
learning in this work. More details are presented in the flowchart given
in Fig. 1.

3.1. Formulating the problem

To formulate the problem definition mathematically, we focused on
the core aspects: the security and privacy of virtual assistants using both
block-chain technology and FL.

Axiom 1. For any set of users U interacting with an ISVA and producing
data D, the integration of blockchain B and FL ensures data integrity, secu-
rity, and privacy, such that the system maintains usability constraints in
terms of latency and data size.

Data Integrity and Security:Given that every block B; in the blockchain
contains the hash of the previous block H(B;_1), it ensures that the data
in B;_; cannot be changed without altering all subsequent blocks. This
maintains data integrity. For security, since every transaction in B; is
encrypted and only the owner of the private key can add data to the
blockchain, unauthorized access and tampering are prevented.

FL Ensures Privacy: The global model M is updated using:

M= M+ZueuquM,, (€8]

Here, only the updates AM,, are shared, not the actual D. This ensures
that individual user data remains private.

Blockchain ensures Privacy: For any transaction in B involving U,
onlya(U), the anonymized identify, is visible. Thus, the identity and data
of the user remain private in the B;.

Axiom 2. Given a virtual assistant system V and a disabled user U, the
usability constraint Cy for the user U is defined as:

Cu(V) = (1/IF(V)]) D C(U.f) 2

ferv)

where, |[F(V) | represents the feature counts in V, C(U,f) is the usability

Table 1

List of APIs and its vital components for Integrating ISVA model.
Endpoint Description Method Parameters Applicability
/api/register Register a new user on the blockchain POST username, password, platform (NVDA/Wheelmap/ All

SesameEnable)
/api/login Authenticate a user POST username, password, platform All
/api/verifyTransaction Verify the authenticity of a transaction GET transactionld All
/api/initiateTransaction Initiate a new transaction on the blockchain POST fromUser, toUser, amount, description All
/api/getUserTransactions Retrieve all transactions for a user GET username, platform All
/api/ Retrieve all transactions for a specific platform GET platform All
getPlatformTransactions
/api/logout Log a user out and end the session POST sessionld All
/api/encryptData Encrypt data using blockchain’s public key POST data, platform All
/api/decryptData Decrypt data using blockchain’s private key POST encryptedData, platform All
/api/accessibilitySettings Retrieve or set accessibility settings for the API GET/ platform, settings (optional for POST) All
POST
/api/updatePlatform Update the platform information (e.g., new POST platform, version, description All
version)

/api/checkPlatformStatus Check the status and version of the platform GET platform All
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[Begin: : Problem Definition]

Focus: Security & Privay of Virtual Assistant

Use of Blockchain Technology and FL

Axiom 1: Integration Blockchian and FL

Ensure Data Integrity, Security, and Privacy
1

N

Blockchain: Data Integrity and Privacy via
Anonymization .

v

FL: Privacy Protection

Maintains Usability Constraints

Latency and Data Size

Axiom 2: Usability Constraints for
Disabled Users

Constraints: Valid range and inherent

limitations .

N

v

Objective: Minimize Usability Constraints
'l

N

Expected Outcome: Improved Usability in
an Evolving System

v

[End: Problem Definition]

Fig. 1. Flowchart of the research problem.

constraints faced by U when using feature f. The objective is to minimize

C(U,f) for all U in D. That is, the goal is to design or modify V such that

the usability constraints faced by all disabled users are minimized.
Constraints:

e 0 < C(U,f) <1, forall din D and for all f in F(V) — This ensures that
the usability constraint values are within the valid range.

e For certain disabilities, some features might inherently have usability
constraints that cannot be reduced to 0.

Thus, the expected outcome of a virtual assistant system V’ for every
user U in D is expressed as, Cy(V) < Cy(V),where new system V’ has
equal or better usability for all disabled users compared to the original
system V.

3.2. Overview of ISVA system

The proposed work enhances ISVA system by integrating the pro-
posed secured software, resulting in a new ISVA system for assisting
disabled persons. The ISVA system is designed for those with disabilities,
it’s crucial to consider the range of communication methods, which
include voice, touch, gesture, and other specialized means. Equally
important is the system’s ability to integrate seamlessly with other smart
devices and IoT platforms, and whether it offers customization options
to cater to individual needs. Furthermore, the presence of built-in
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accessibility tools, such as screen readers and magnifiers, adds signifi-
cant value. On the usability front, the ease with which a person with
disabilities can set up the system, the intuitiveness of its interface,
especially for novices, the clarity and accessibility of its feedback
mechanisms, and its proficiency in error handling and troubleshooting
are paramount. Potential limitations come in the form of specific
hardware prerequisites, any constraints related to software compati-
bility or updates, the frequency of required maintenance, and the overall
cost, which must be reasonable for the majority of users with disabilities.
Thus, we integrated the proposed secured framework into the popular
open-source application like NVDA, Wheel map, and Sesame Enable.
Fig. 2 represents the framework block diagram for the ISVA system.

3.2.1. ISVA operational flow

This data, combined with interaction logs showcasing user com-
mands, ISVA responses, and encountered errors, as well as feedback
from user surveys, can be invaluable. Analyzing this data enables us to
compute descriptive statistics, discern correlations between user attri-
butes and system interactions derive usability scores based on feedback,
and employ machine learning techniques[11], such as decision trees, to
pinpoint the most impactful features. Fig. 3 depicts the operational flow
of the system.

3.3. The LSTM for authentication

Sequence-to-Sequence LSTM (S2S-Long Short-Term Memory) is
employed to handle the varied input and output lengths, end-to-end
learning, and customization for disable needs. Therefore, the computa-
tional process of S2S-LSTM provides efficient solution for virtual assis-
tant systems designed to cater to the unique needs of individuals with
disabilities. These models can handle the variability and complexity of
human communication, ensuring that assistive technologies are more
effective and inclusive.An LSTM cell processes sequences step-by-step,
maintaining a cell state and a hidden state across the sequences.
Formally all the four gates are processed accordingly. For a given input I;
at time t, the previous hidden state h_1, and the previous cell state f;_1,
the computation of input, forget, cell-state update, and output gate are
represented as follows.

Input Gate : I = g([h(H),l,] ew +9;) 3)
Forget Gate : Fg = g([h(,fl),l,} oWy +19f) (€))
Cell — state  Updation : g = g([h(,,w],] o wp+ 19[3) 5)
Output  Gate : Og = €([h(,71)-,lx] o wo +190) (6)
h, = O, e tanhtanh (f,) )

where, ¢ denotes the sigmoidal function, w;, wy, ws, worepresents the
weights of input, forget, cell-state, and output gates, respectively.
Similarly, vy, v, v, vo represent the bias of input, forget, cell-state, and
output gates, respectively.

User Interaction with ISVA

ISVA operational Flow

=3
=
= System Evaluation
< || & -
= = User-Centric Secured ISVA
=
> =)
=z |2 £ Authentication Using Blockchain
= = 2
wn
= || 3
@ || | FL and Blockchain
| Data Access
| User Interface
Z_Z 2

Fig. 2. : ISVA Framework.
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Communication

Methods

Integration

Intuitiveness

Ease_of_setup

Metadata  Customizabili

Feedback

A

Error
Handling au

User Profiles

Interaction Logs

Maintenance

Accessibility

Hardware
Requirements

Feedback Data

Fig. 3. Operational Flow of the ISVA System.

The sequence-to-sequence model performs transformation of one
sequence into another. LSTMs, with their inherent ability to handle se-
quences and remember long-term dependencies, are an ideal choice for
this task. The primary S2S model has two primary components: the
encoder (ecr) and the decoder (dcr). Both parts are typically composed
of LSTM layers. The ecr takes a sequence as input and compresses the
information into a memory vector. The last h state of the LSTM is usually
used as this context vector, which is expressed as,

Deer = LSTM ey (Lsequence) 8)

Whereas dcr utilizes the context vector from the encoder and generates
the output sequence. It starts producing the output sequence one
element at a time, using its previous outputs as additional inputs (along
with the memory vector).

Osequem'e = LSTM g, (hecm T.&‘equence, ) (C)]

where Tsequence, denotes the start of the sequence token.
Federated Learning: The central server initiates a global S2S-LSTM

&
LA Q Local Devices

A

model. Clients (gadgets of disables) download this model, train it
locally, and compute updates. These model changes are sent back to the
server, which aggregates them, often by averaging. The server then
updates the global model with these aggregated changes.

This cycle of local training and global updating continues through
several communication rounds until the model converges. Fig. 4 illus-
trates the working flow FL strategy in accordance with S2S-LSTM.

3.4. Integrating federated learning and blockchain

Authentication using Blockchain: Authentication here refers to the
process of verifying a user’s identity. We utilized a Decentralized Iden-
tifiers (DIDs). In this technique, the user is given a unique, self-sovereign
identity which is stored on the blockchain. This identity can be used to
verify the user without the need for centralized authority.

A technique named “Decentralized Public Key Infrastructure (DPKI)”
is employed that uses blockchain technology to decentralize trust. This
method provides a secure way for users to authenticate themselves. It
utilizes asymmetric cryptography where a pair of keys (public and

Disables

@ Initialization: Central server initializes a global S2S-LSTM model.

Local Training: Disables local devices' download the global model. Each device
trains the model on its local data for a certain number of epochs. Local devices
then compute model updates (i.e., changes in model weights).

Aggregation: Local devices send their model updates to the central server. The
central server aggregates these updates (typically by averaging).

Global Update: The central server updates the global model with the aggregated
updates.

Loop: Steps 2-4 are repeated for a number of communication rounds until
convergence.

Fig. 4. : Working Mechanism of FL.
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D, [ifPgrans(U) = 1)]

Aaccess D,U) = .
( ) { 0, otherwise

Data Access
Action

pragma solidity >=0.7.0 <0.9.0;
contract DataAccessProtocol {
address public owner;

constructor() {
owner = msg.sender;
Owner 2

require(msg.sender
accessPermissions[node]
)

true;

accessPermissions[node| = false;

}

return accessPermissions[node];
}
}

mapping (address => bool) public accessPermissions;

function grantAccess(address node) public {
owner, "Only the owner can grant access");

J
function revokeAccess(address node) public {
require(msg.sender == owner, "Only the owner can revoke access");

Jfunction canAccess(address node) public view returns (bool) {

Users

Fig. 5. Data Access Smart Contract.

private key) is
r= Y, pky)

Whenever a specific ‘U; wishes to authenticate, they sign a message
(m) (e.g., timestamp or a nonce for preventing replay attacks [20]) with
their pky. This creates a signature, ;.

(10)

vy = SIGN (pky, m) an

Then the U; sends their Y'p, m, and the y; to the verifier.

The verifier (), upon receiving the Y'p, m, and the y, retrieves the
corresponding pk;; from the blockchain. They then use this pk to check
if the y was generated by the associated pkyy, confirming the user’s
identity.

Z :fvmﬁ(Ym:ms l//U) 12)

U; = {1,Z == true0,Z == false 13)

If Z is true, the U; is authenticated. Otherwise, theauthentication
fails. This method offers a secure and block chain to store the *hash’ of
the updated weights of the ISVA involvesutilized. The public key is
stored on the blockchain and associated with the user’s DID, while the
private key remains confidential to the user.

Federated Learning and Blockchain: Federated learning involve
training ISVA models on a network of devices while keeping data
localized. A novel approach could involve using a blockchain to store the
’hash’ of the updated weights of the ISVA model. This would allow for a
traceable and tamper-proof record of updates, thus enhancing trust and
transparency in the FL process. Table 3 signifies the operation flow of fl
with blockchain procedures.

Each node i initializes its own model M; with weightsw;. A trusted
authority initializes the blockchain B;with the genesis block. Each node I
performs training on its local dataset D;and produces an updated set of
model weights, w,. Each i computes a cryptographic hash of its new
weights, HW;_ . The node then signs the H using its private key, creating a

signature S;. Each i broadcasts its hash H,; and signature S; to all other

nodes. When a node j receives a hash H,; and signature S; from node i, it
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verifies the signature using node i’s public key. If the signature is valid,
node j records H,; and S; in its local copy of the B;. Once a node has

received and verified hashes and signatures from all other nodes, it
aggregates the new weights using a specified aggregation function. This
results in a new set of aggregated model weights, w;. The node computes
a hash of the aggregated weights H,, and creates a new block containing
H,, and all received HW} and S;. It then appends this block to its local

copy of the blockchain. The node broadcasts its new block to all other
nodes. When a node j receives a new block from another node, it verifies
the block by checking the hash of the aggregated weights and the in-
dividual signatures. If the block is valid, it is added to the blockchain.
Consensus is achieved when more than half of the nodes agree on the
same blockchain. After the blockchain has been updated, each node i
updates its model M; with the new aggregated weights, w;. All the
procedures are then repeated for each new round of training. This
approach ensures that each model update is stored on the blockchain,
providing a tamper-proof record of the training process. This enhances
trust and transparency in the FL process.

Data Access: A smart contract is implemented for data access control
mechanism, where the contract owner can grant or revoke access for
specific nodes. Other users can use the canAccess() to check if they have
been granted access to the contract. The contract is written in Solidity
version 0.7.0 but below version 0.9.0 due to the specified pragma
statement at the beginning. Fig. 4 elaborates the data access smart
contract procedures.

The execution of the smart contract ® can be described by the
following function:

O(D,c) = {A,ifeis true0, otherwise (14)
where, ©(D, e)represents the smart contract function that takes D and
certain condition (€) as parameters, ‘A’denotes the specific action that
gets executed if € is met.

Upon deployment, these contracts contain predefined rules detailing
data access and sharing permissions. When data is input into the system,
it’s encrypted, and any third-party access or processing request is veri-
fied against the contract’s rules. Successful verification allows data
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Table 3
Operation Flow of FL with Blockchain Procedures.
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End Do
2: Local Training
for i in range(/, N+1):

3: Compute and Sign the Hash
for i in range(/, N+1):

depending on the weights format

End for
4: Broadcasting
v (n;)Do

End Do
S: Verification
for j in range(/, N+1):

if (i #j):

blockchain

End for

End for
6: Aggregation

w; = aggragate(winew);
7: Commit B;

H < hashlib.SHA_256();

Hy, = H.digest( );
i  [Hary BC]
BC.update(Binew);

8: broadcast(nj, Binew) > N

9. Consensus verification

10: Model Update
for i in range(/, N+1):

End for

w; — initialize( );
D; - Load_local_data( );
w; « train(w;, D;);

Input: n; € N // a network with N decentralized nodes
participating in FL.
Output: M; = n; // model updation
1: Initialization
v (Tli)DO
initialize( )
M; & w; //model and its associated weights

T, = By;// trust authority initialize the block

H « hashlib.SHA_256();
H.update(w;.tobyte());// Conversion to bytes might be necessary

HW{ = H.digest( );
S; = pk; (leg,padding);

broadcast (le(, Si) ;

for i in range(/, N+1):

// receive the hash and signature from node i
nj < (HWI-"SL') En;
// verify the signature using node i's public key
if 2| k), (50, ()| = isvalia()
BC.update [(Si), (HW{)]

// if the signature is valid, record the hash and signature in the local

H.update(w;. tobyte());

7(¢) - BC. appended(Binew);

M(n,) - update(M; & Hmi);

/Dy ={dy,dy - dy}

i

decryption and use, while failed verification denies the request. All in-
teractions are transparently recorded on the blockchain for audit pur-
poses. The goal of the smart contract is to ensure that any third-party
data request is always within the bounds of the contract’s permissible
data set.

dr Q SR (15)
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Eq. (6) exhibits that the data requested by third parties (d,) should
always be a subset of the data that is allowed to be processed based on
the rules of the smart contract (sg).

User Interface: A novel user interface could include ’Interactive
Visualization Panels’ that dynamically helping user to understand the
model’s decision-making process. The proposed secured model is
incorporated with three open-source VPI applications; they are NVDA,
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Wheelmap, and Sesame Enable.

Non-Visual Desktop Access (NVDA) ([17].) is a free and open-source
screen reader for windows that provides feedback via synthetic speech
and Braille. Wheelmap is an open-source app that helps wheelchair users
finds accessible places in their surroundings [14]. Sesame Enable (Ses-
ame Enable, n.d.) is an open-source app designed for people with
mobility impairments, Sesame Enable lets users control their smart-
phones with head movements [23]. On utilizing the following APIs lis-
ted in Table 4, the connectivity and performance of the model is
assessed.

4. Experimental results
4.1. Dataset

To evaluate the proposed model, we consider AudioSet (AudioSet, n.
d.), which is a versatile dataset that can assist systems for people with
disabilities [2]. Some key attributes of the training datasets are listed in
Table 4.

The empirical setup and detailed discussion on the evaluation met-
rics is conducted further.The performance of the proposed ISVA
framework is compared with few relevant competitive approaches
(L2FAK, S-FWZIC, PriFL, and 2MLF) that were discussed in previous
section.

4.2. Implementation details

Table 5 provides the details of hyperparameters used in the proposed
work.

4.3. Evaluating effectiveness of the proposed system

To evaluate the proposed framework that combines blockchain-
based security with FL for an ISVA system, we considered a combina-
tion of performance, usability, security, and privacy metrics. Here are
unique performance metrics along with their computations:

Latency in Data Processing and Retrieval (LDPR): Time taken to fetch,
process, and return the required information/data which is computed as,

LDPR = time,,q — time,,, (16)

The observed results from Fig. 6 indicate a clear relationship be-
tween the size of the dataset utilized and the average latency of each
method. Generally, as the dataset size increases, one would expect la-
tency to increase as well due to the complexity and volume of data being
processed. However, this trend isn’t consistently seen in the provided
data. For instance, the L2FAK method, despite having the smallest
dataset size of 50, has a latency of 43.45 ms, which is higher than the

Table 4

Characteristics of AudioSet Dataset.
Dataset Description/Values
Characteristics
Total Clips Over 2 million

10 seconds each
632 classes

Clip Duration
Audio Event Classes

Recordings 22, 000

Feature Size 2.4 Gigabytes

Hierarchy Yes, classes are hierarchically structured

Source YouTube videos

Annotation Manually labeled by humans

Audio Format YouTube IDs with start/end time offsets (No direct audio
files)

Balanced Subset 127 classes, ~10k clips (chosen to balance class
distribution)

Unbalanced Subset
Embeddings
Ontology

All 2 million+ clips
VGGish audio embeddings are available (128-D)
Provided as a JSON structure

67

Alexandria Engineering Journal 95 (2024) 59-71

Table 5
Model Hyperparameters.
Hyperparameters Values/Ranges
S2S-LSTM Number of LSTM layers 3
Number of units (neurons) per LSTM 100
layer
Dropout rate(prevent overfit) 0.5
Recurrent dropout rate 0.5
Learning rate 0.001
Batch Size 128
Epochs 50
Optimizer ADAM (Ajani & Bharadwaj,
2019)
Loss function MSE
Gradient clipping threshold 0.5
Sequence length 3000 - 6000 time step
Embedding dimension 100
Initializer for gates Random Uniform
FL No. of clients (disables) 10-50
participating/round
Communication Rounds (CR) 200
Local Epoch 10
Local Batch Size 128
Learning Rate 0.001
Aggregation Method FedAvg [28]
Blockchain ~ Block Size 2 Megabytes
Block Creation Time min 5
Network Size ~1000 nodes
Hash Function SHA256 [26].

PriFL method that utilizes a dataset thrice its size. This can be attributed
to the intrinsic efficiency and optimization of certain methods over
others. Most notably, the ISVA framework, which is the focal point of the
research, exhibits the lowest average latency (23.18 ms) even when
applied to the largest dataset (250).

This superior performance can be rationalized based on the inte-
gration of blockchain-based security with FL in the ISVA system. The
distributed nature of blockchain and the decentralized learning
approach of FL can lead to faster processing and reduced latency.
Moreover, the system might have been optimized to handle larger
datasets efficiently, given its design focus on security and privacy. The
impact of the ISVA outcome on the experimental domain is profound. It
not only showcases the viability of the proposed framework in terms of
efficiency and speed but also reinforces the premise that enhanced se-
curity and privacy, when implemented thoughtfully, do not have to
come at the cost of system performance. The ISVA’s results emphasize
the potential for a new standard in virtual assistant systems, especially
for persons with disabilities, balancing usability with robust security and
privacy.

Number of Successful Authentications (NSA): It is measured in terms
of count of successful user authentications over a specific time frame.
consider a set of discrete time intervals, say {t;, t2, ---, tn }, and let a(t;) be
the number of successful authentications in the time interval ti, then the
NSA over all these discrete time intervals (n) is given as,

NSA =" a(t)

From the observed results depicted in Fig. 7, we verified the
authentication process across various experimental time frames for five
different models. ISVA consistently shows the highest authentication
success rates across all time frames, peaking at 98.13% in the 250-hour
mark. This high performance might be attributed to the system’s design,
which is tailored for persons with disabilities, ensuring usability given
their unique challenges and preferences. PriFL also performs consis-
tently well, with success rates mostly above 80%, though it dips to
79.32% at 250 hours. L2FAK and S-FWZIC display more variable per-
formance. While L2FAK has a dip at 150 hours (69.19%), S-FWZIC’s
lowest is at 100 hours (67.21%). Both methods recover in subsequent
time frames. 2MLF shows a generally increasing trend in success rates
over time, starting from 69.45% at 50 hours and reaching 79.14% by

a7



F. Alfayez and S.B. Khan

225 250

Alexandria Engineering Journal 95 (2024) 59-71

45.0

42.5

40.0

37.5

35.0

w
N
u

Average Latency

)
.
o

N
N
[

Fig. 6. Analysis of LDPR in the Proposed Context.
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Fig. 7. NSA Assessment and Discussion.

200 hours.

4.4. Evaluating usefulness of the proposed system

Federated Learning Convergence Time (FLCT): Time taken for the FL
model to converge or reach a satisfactory accuracy level which is
expressed as,

(18)

FLCT = timeconvergence — tiMeinitial

From the outcome represented in Fig. 8, the convergence points
indicate the efficiency of each method in achieving a consensus or stable
state over 200 communication rounds. L2FAK, with the lowest conver-
gence point of 63.24, suggests optimal performance in terms of speed
and, potentially, resource utilization. This is especially crucial for IoT-
based virtual personal assistant systems where computational re-
sources may be limited. However, rapid convergence must not
compromise the blockchain’s inherent security features and FL’s
decentralized nature. While ISVA’s highest convergence point of 98.21
might imply a more prolonged communication or more extensive data
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processing, it could also hint at a deeper, more thorough security veri-
fication process, balancing speed with robustness. The other methods, S-
FWZIC, 2MLF, and PriFL, offer varying degrees of efficiency, empha-
sizing the need to strike a balance between fast convergences and
maintaining rigorous security and privacy standards, especially for the
sensitive user group in focus.

Privacy Breach Incidents (PBI) Vs Data Transaction Throughput on
Blockchain (DTTB): Both PBI and DTTB is analyzed in Fig. 8. Count of
reported incidents over a specific time frame where user privacy was
compromised. For each model, the proportion of incidents related to
user privacy compromise compared to the total number of incidents
across 200 CR. Number of data transactions processed per second on the
blockchain which is measured in transactions per second (TPS). Methods
with higher transaction throughput tend to have fewer privacy breach
incidents. Conversely, methods with lower transaction throughput have
more privacy breach incidents.
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Fig. 9 showcases the correlation between transaction throughput and
privacy breach incidents for various methods. The number of trans-
actions processed per second (TPS) increases, the number of privacy
breaches appears to decrease.The methods are as following: Layer-2
Framework for Anonymous Key Generation (L2FAK) has a throughput
of 1200 TPS and has experienced 10 privacy breaches.Secure Function
With Zero-Information Leakage and Computational Leakage (S-FWZIC)
which is a multi-party computation (MPC) protocol.has a throughput of
1400 TPS and has experienced 8 privacy breaches.Privacy-preserving
Federated Learning(PriFL) has a throughput of 1600 TPS and has
experienced 5 privacy breaches.Two-Party Machine Learning Frame-
work (2MLF)has a throughput of 1800 TPS and has experienced 4 pri-
vacy breaches.and Inductors, Superconductors, and Voltage Amplifiers
(ISVA)has the highest throughput of 2000 TPS and has experienced the
fewest privacy breaches, with only 3. These findings underscore the
criticality of security and privacy in virtual assistant technologies,
particularly when integrated into IoT-based solutions for persons with
disabilities. The graph’s evident decline in privacy breach incidents with
a concomitant rise in data transaction throughput supports the abstract’s
claim about the proposed blockchain-based framework’s capability to
bolster the security and privacy of virtual assistants. This proficiency is
notably displayed in the exemplary performance and stringent security
mechanisms of ISVA methods. This method not only provides the
highest throughput but also minimizes breach incidents, underscoring
its proficiency in safeguarding user data and ensuring privacy. Conse-
quently, the graph serves as a tangible testament to the framework’s
effectiveness in curtailing privacy breaches while preserving high
transactional efficiency, signifying its viability for tangible applications.

User Engagement Score (UES): score based on the frequency and
duration of user interactions with the ISVA. It is the average engagement
time or frequency from user logs. To calculate the UES based on the
frequency and duration of user interactions with the ISVA, we can break
this down into two components:

Frequency of Interactions (FI): This refers to how often a user interacts
with the ISVA during a specific period. It can be calculated by counting
the number of interactions (e.g., number of commands, questions, or any
other form of communication) from the user logs.

Duration of Interactions (DI): This measures the average length of time
a user spends in a single interaction with the ISVA. To compute this, we
can sum the duration of all interactions and then divide by the total
number of interactions. Given these two components, the UES is
computed as a weighted average of FI and DI:
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UES = (w1 x FI)+ (w, x DI) 19)
where, w; and w; is the weight assigned to the FI and DI, respectively. w;
+ wz = 1 to ensure the weights sum up to 1. In practice, the weights w;
and w; is adjusted based on the importance of each factor in determining
user engagement.

Fig. 10 presents a visualization of the User Engagement Score (UES)
across various methods: L2FAK, S-FWZIC, PriFL, 2MLF, and ISVA. These
methods represent different approaches to implementing virtual assis-
tant technology. The x-axis signifies the Frequency of Interactions (FI)
with values ranging approximately from 5 to 30, while the y-axis rep-
resents the Duration of Interactions (DI) with similar range values. The
contour shading indicates the User Satisfaction (US) levels, with darker
shades indicating higher satisfaction.

From the outcome, it’s evident that the ISVA method, with FI and DI
values approximately at 27 and 28 respectively, achieves the highest
user satisfaction, represented by the darkest shade. This could be
attributed to its superior features, usability, and robust security mech-
anisms, ensuring data privacy and protection. On the other hand,
methods like L2FAK, with FI and DI values roughly at 7 and 8, lie in
regions of lower user satisfaction. This might imply potential limitations
or shortcomings in their approach to addressing the unique challenges
faced by users with disabilities.

In essence, the results reinforce the idea that combining blockchain
security with federated learning, as possibly employed in the ISVA
method, ensures not only enhanced user engagement but also robust
security and privacy, addressing the critical concerns of the modern
virtual assistant ecosystem.

5. Discussion

The proposed work that combines blockchain-based security with
federated learning (FL) appears to bolster ISVA’s robustness. Such high
rates of successful authentication suggest that the mechanism provides
both security (through blockchain and FL) and usability, which is crucial
for virtual assistants catering to individuals with disabilities. The fluc-
tuating success rates in other methods may be attributed to various
factors, such as the granularity of insights, system capacity, and his-
torical data. However, ISVA’s consistently superior performance un-
derscores the importance of designing systems with the end user in
mind, especially when catering to individuals with specific needs and
challenges. Furthermore, the integration of blockchain technology not

Privacy Breach Incidents Vs Data Transaction Throughput on Blockchain
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only enhances security but also ensures data privacy, making it a

preferred choice for users concerned about their information’s safety.
This study on improving virtual assistant systems with blockchain

technology and FL has several important implications for managers:

m Virtual assistant systems that combine blockchain with FL
improve upon existing security flaws and provide better pri-
vacy management. This means a more robust guarantee of data
privacy and security for managers, which is vital for retaining
customer confidence, particularly in industries dealing with
sensitive information.

m Research emphasizes the significance of user-centric design,
especially for people with impairments, leading to an improved
user experience and accessibility. Managers can think about
this strategy if they want to make their products more acces-
sible and inclusive, which might increase sales and happiness
among customers.

m The study points to a forthcoming technology change in its
future predictions, particularly about quantum computing and
edge computing. To take advantage of new possibilities and
reduce risks, managers need to keep themselves informed and
ready for these developments.

m Businesses may follow the suggested framework’s lead in
providing customized user experiences and incorporating
continuous feedback loops into their services or products. More
personalized customer experiences and incremental product
enhancements driven by user input are possible outcomes of
this research.

The suggested architecture employs smart contracts for data man-
agement, integrates Federated Learning with Blockchain, and provides a
balanced analysis of the drawbacks and benefits of performance, us-
ability, and security.

When it comes to safety, the foundation is exceptional. By creating
an immutable record, blockchain technology dramatically improves
data reliability and user confidence. Implementing a Decentralized
Public Key Infrastructure (DPKI) further strengthens this by providing a
more secure authentication mechanism, lowering the risks of unwanted
access and identity theft. Furthermore, data access is tightly managed
and complies with privacy requirements thanks to the integration of
encryption and smart contracts for data privacy rule enforcement.

When it comes to performance, the framework is designed to be
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efficient. Data transport and central processing may be resource-
intensive; federated learning enables decentralized data processing to
alleviate this. In addition to improving efficiency and accuracy, local
processing makes model training and updates more responsive and data-
specific at each node. However, delays introduced by the complexity of
blockchain operations, the overheads needed in maintaining the ledger,
and executing smart contracts might impact real-time data processing
and decision-making (M. [5]).

In this perspective, usability has both positive and negative aspects.
One positive aspect for users who are concerning privacy and data
management is that the system could be more robust and less reliant on
central authority due to its decentralized design. Users without a solid
technical background may find the learning curve of blockchain tech-
nology and FL relatively high. The intricacy of the framework may affect
the user experience, which might restrict its adoption to people with a
greater level of technical skill.

6. Conclusion and future work

The proposed research framework, which incorporates the strengths
of blockchain security with FL, addresses the pressing inadequacies of
contemporary security issues in virtual assistant technologies. The re-
sults drawn from various trials underline significant findings. For
instance, despite the intuitive expectation of increased latency with
larger datasets, certain methods like L2FAK and PriFL buck this trend.
Remarkably, the enhanced ISVA framework, the centerpiece of this
research, consistently outperforms in terms of reduced latency, even
with the most extensive dataset, which is because of the fusion of
blockchain and FL. Results also highlight ISVA’s remarkable authenti-
cation success rates, peaking at an impressive 98.13%, which can be
attributed to its user-centric design and robust blockchain infrastruc-
ture. The convergence points further emphasize the efficiency of these
methods, with ISVA’s slightly higher value possibly hinting at a deeper
security verification process. Moreover, the correlation between trans-
action throughput and privacy breach incidents brought to light ISVA’s
unmatched ability to combine high throughput with minimal breaches.
Lastly, the UES contour visualization underscores ISVA’s superior user
engagement, achieving the pinnacle of user satisfaction with FI and DI
values around 27 and 28. However, there is scope for extending the
proposed system to address the problem of complex situations. For
example, fusing and integrating different techniques on different data-
sets of the systems.
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Moving forward, we envision harnessing the power of quantum
computing to further bolster the security infrastructure of virtual assis-
tants. Advanced ML algorithms, coupled with edge computing, can
enhance real-time processing capabilities. Additionally, integrating
adaptive user interfaces will ensure a more personalized user experi-
ence, especially for individuals with disabilities. Continuous feedback
loops and Al-driven insights will be pivotal in refining and evolving the
system to cater to emerging user needs.
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